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Résumé

L’émergence de 'apprentissage profond est porteur de nombreuses opportunités pour 'aviation
civile. Les méthodes d’apprentissage peuvent automatiser des taches pénibles (e.g., transcrip-
tion de la parole vers le texte pour les rapports d’incidents) ou introduire de nouvelles fonctions
visant & améliorer la sécurité, l'efficacité, ou 'impact environnemental du transport aérien (e.g.,
réduction de la complexité du trafic aérien). Cependant, les caractéristiques propres aux mod-
eles d’apprentissage machine (fondés sur les données, stochastiques, manque de transparence)
limitent leur introduction dans les applications ou la sécurité est un enjeu central. Au-dela de
la performance en termes de précision, ces applications exigent des modeles fiables, capables de
fournir des garanties en termes de robustesse et d’explicabilité.

Cette these explore divers aspects de la robustesse des réseaux de neurones contre les at-
taques par exemples contradictoires en s’appuyant sur des concepts empruntés a la géométrie
de I'information. Dans une premiere partie, nous introduisons un terme de régularisation visant
a améliorer la robustesse des réseaux de neurones contre les attaques Lo. Ce terme pousse
le modele a étre localement isométrique par rapport a la métrique euclidienne (en entrée) et
a la métrique d’information de Fisher (en sortie). Cette méthode est évaluée sur les jeux de
données MNIST et CIFAR-10. Dans la seconde partie, on introduit une méthode pour étudier
la robustesse des réseaux de neurones récurrents basée sur les équations différentielles stochas-
tiques. Plusieurs expériences sont ensuite menées sur des données synthétiques et sur MNIST
afin d’étudier l'interaction entre la vulnérabilité aux exemples contradictoires et les foliations
induites par le noyau de la métrique d’information de Fisher dans ’espace d’entrée. Dans la
troisiéme partie, nous appliquons les réseaux de neurones récurrents a la prédiction de la con-
gestion dans 'espace aérien. Finalement, nous développons une méthode fondée sur l'inférence
variationnelle pour la quantification de I'incertitude dans les modeéles de type Transformer. Cette
méthode est évaluée sur des données de trafic routier.
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Abstract

The advent of deep learning brings many opportunities to the civil aviation community. Data-
driven methods can automatize tedious tasks (e.g., speech-to-text for incident reporting) or
introduce new functions to improve the safety, efficiency, or environmental impact of the air
transportation system (e.g., reduction of the complexity of air traffic). However, the unique
features of machine learning models (data-driven, stochastic, lack of transparency) prevent their
introduction into safety-critical applications. Beyond accuracy, safety-critical applications re-
quire the model to be trustworthy by providing guarantees on robustness and explainability.

This thesis explores several aspects of neural networks robustness against adversarial noise us-
ing concepts borrowed from information geometry. In the first part, a regularization term is
introduced to improve the robustness of neural networks against Lo attacks. This term pushes
the model to be locally isometric with respect to the Euclidean metric (in input) and the Fisher
information metric (in output). The method is evaluated on MNIST and CIFAR-10 datasets.
In the second part, a method is introduced to study the robustness of recurrent neural networks
using stochastic differential equations. Then, several experiments are performed on synthetic
data and on MNIST in order to study the interaction between adversarial vulnerability and
the foliations induced by the kernel fisher information metric in the input space. In the third
part, recurrent neural networks are applied for the prediction of airspace congestion. Finally,
a method is derived for uncertainty quantification for Transformer models based on variational
inference. This method is evaluated on road traffic data.
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Chapter 1

Introduction: Trustworthy and
Certifiable Al for Civil Aviation

1.1 The Promises of Machine Learning

Since 2012, the field of machine learning has been flourishing thanks to the advent of “deep
learning"'. Relying on increased computation power, machine learning models are now able to
solve previously intractable problems for which writing explicit sets of instructions is impossible.
For example, one can mention image recognition [2], object detection [3], or automatic translation
[4] and other natural language processing tasks [5]. The remarkable performances of machine
learning stem from its ability to extract complex correlations in huge datasets, and to exploit
them in real time.

A machine learning model refers to any data-driven algorithm, i.e., an algorithm whose behavior
is mainly determined by training data, as opposed to explicit instructions. Such model can be
used to extract knowledge from data, which is termed unsupervised learning. These models
can also be used for prediction (either as classification or regression) in the supervised learning
setting. In this case, the model should be able to generalize by doing prediction on data that were
not seen during training. Finally, machine learning models are used in reinforcement learning,
where their goal is to interact with an environment and assign values to states (or action-state
pairs) in order to maximize an expected reward. This thesis focuses on deep learning neural
networks for offline supervised classification or regression. “Offline" means that, after training,
the network is fixed and cannot learn from new data seen during inference. A neural network is a
differentiable composition of linear maps and non-linear functions called “activation functions'.
Such models are usually trained by minimizing a loss function using a gradient descent algorithm.

In this introductory chapter, the promises of machine learning for the civil aviation community
are briefly discussed as well as the challenges arising for the certification of machine learning
systems. Special attention is given to the concept of Trustworthy AI, and more specifically to
robustness against adversarial attacks which is one of the main topic developed in this thesis.

The performances of machine learning pave the way of countless new use cases in virtually all
domains related to civil aviation. To give an idea of the broad range of applications, several
domains are listed below with a few examples for each:

e Aircraft design and operations

13
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1.1 The Promises of Machine Learning

o The Visual Landing System developed at the FAA [6] uses object detection to provide a
landing guidance for the general aviation with a similar interface as the ILS.

 Voice recognition and suggestion of radio frequencies [7] §F.2.2.

e In the long term, machine learning could be used for single-pilot operations with a virtual
co-pilot (Pilot Al teaming) [8].

e Aicraft production and maintenance

o Controlling corrosion by usage-driven inspections [7] §F.4.1.

o Damage detection in images [7] §F.4.2.
o Air Traffic Management / Air Navigation Services

o Al-based augmented 4D trajectory prediction [7] §F.3.1.

Detection of abnormal approaches with GAN [9].

Air traffic structuration with reinforcement learning [10].

Speech-to-text for air traffic control [11].
e Aerodromes

o Al-based screening for airport security systems [12].

o Detection of degradation on runway’s pavement [13].
e Urban Air Mobility

« ACAS Xu [14].

Among the examples listed above, the only use cases that are actually implemented are not
safety-critical. Implementing machine learning-based tools for safety-critical use cases is still an
ongoing research topic. As discussed in the next section, machine learning models depart signif-
icantly from conventional software, and thus require the design of new development processes
in order to demonstrate a sufficient level of safety. Safety-critical communities, such as the civil
aviation community, are reluctant to adopt new software methods [15]. Since the introduction
of new methods requires designing new processes, the benefits must widely exceed the costs.
For example, Object-Oriented Programming (OOP) has been a major paradigm of software de-
velopment for decades. However, OOP was only introduced in the aviation standards in 2011
(with the DO-332, supplement to DO-178C).

Furthermore, the impressive successes and promises of machine learning are the result of an
“accuracy rush". In particular, very few guarantees exist to ensure the robustness of these data-
driven models. Accuracy is not enough to exploit the full potential of these technologies. Safety-
critical applications such as civil aviation, where a formal certification process may be mandatory
for deployment, require other properties, among them explainability as well as robustness to
stochastic environmental perturbations and deliberate attacks from adversaries. Even for non
safety-critical applications, a model must be trustworthy in order to be accepted by the final
user. However, it has been shown that the confidence level of classification models are not
calibrated [16]. To be trustworthy, a model should inform the user of potential errors, which
requires the ability to quantify the uncertainty of its own predictions. These properties are
subsumed under the concept of Trustworthy Machine Learning.

14
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1.2 Trustworthy Al in Aviation

1.2 Trustworthy AI in Aviation

1.2.1 Challenges for AI Certification

The goal of certification is to ensure that the system will safely perform its intended function
under all foreseeable operating and environmental conditions. The certification practices and
standards rest on decades of experience that enabled the design of a requirement-based method-
ology based on development assurance [17] and the V-cycle. In this methodology, high-level
functions are refined into requirements allocated to subsystems and items. Each line of code
must be traced back to the requirements. While conventional algorithms can automate some
tasks, machine learning is able to introduce autonomous tools, i.e., tools that do not rely on
a pre-defined set of behaviors which could be completely verified. In the long run, machine
learning could deliver the autonomous aircraft as well as the autonomous air traffic control [18].

However, the current certification practices are inadequate for machine learning tools. If the
current standards can easily be extended to machine learning (e.g., CS 25.1309 for the avionic
domain), it will be necessary to develop new means of conformity well suited to the specificity
of each application ([17] §E.8). For the last few years, several working groups have initiated a
preliminary work on this matter (see chapter 3 of [19]). In particular, at the European level,
the EASA has launched an “Artificial Intelligence Roadmap" [17] in 2019 and has published its
first recommandations [7] in 2021 (restricted to offline supervised learning of level 1 “assistance
to human"), with a new safety evaluation methodology tailored for machine learning labeled
“learning assurance".

Machine learning models have properties that make current certification practices unsuitable:

e Machine learning models are data-driven, their behavior is dictated by the data, not by the
code;

e Machine learning models are black-box, the learned parameters cannot be easily translated
into instructions and explanations understandable by humans;

e When they are trained with variants of stochastic gradient descent, machine learning models
are non-deterministic.

These properties bring new challenges for certification [15] in terms of:

o Specifiability: correct and complete capture of item requirements. Does the data correctly
represent the Operational Design Domain (ODD)? Is the model really implementing the
intended function? Specifiability requires the model to be robust to perturbations;

o Traceability: relationship between item requirements and code (i.e., learned parameters).
Traceability requires the model to be explainable and transparent in order to be confident
that the model implements the intended function correctly and safely;

e Innocuity: does the model introduce unintended behavior?

1.2.2 The Trustworthiness Trade-off

The various aspects required to address the challenges described in the previous paragraph can
be gathered together under the label of trustworthy machine learning. Trustworthiness can be
defined as the combination of two processes: a certification process and an explanation process
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1.3 What is Robustness?

[20]. The certification process consists in demonstrating to the relevant certification authority
that the model satisfies the high-level requirements and can perform safely its intended function.
This process happens before the deployment of the model. On the other hand, the explanation
process happens after the deployment. Two types of explanations are required: for the users,
and for the investigators after an incident. More precisely, trustworthiness is concerned with the
following aspects [21], including ethical considerations:

e Robustness and Generalization;
o Explainability, Transparency, and Reproductibility;

o FEthical requirements: Fairness and Privacy.

In the literature, the various requirements of trustworthiness are generally addressed separately.
However, these requirements are not independent and can strongly interact. For example, robut-
sness and explainability can be incompatible with high accuracy and generalization. Trans-
parency and privacy can also be antagonistic, while fairness and explainability have been shown
to be sometimes incompatible. Combining approaches that address each requirement does not
guarantee that the final model will be trustworthy. Trustworthiness should be considered from
an holistic perspective where all requirements are jointly optimized [21].

1.3 What is Robustness?

In [7], robustness is defined as the ability of a system to maintain its level of performance under
all foreseeable conditions. More precisely, three types of robustness can be distinguished:

» Robustness in adverse conditions, i.e., outside the Operational Design Domain (ODD). Ad-
verse conditions include edge cases, out-of-distribution samples, and distribution shift;

o Model stability, i.e., inside the ODD. Model stability deals with stability to small perturba-
tions;

o Stability with respect to parameters and hyperparameters. This is linked with embeddability
issues, since the values of parameters implemented in the deployed model may be slightly
different from the parameters of the model trained during the development.

This thesis primarily focuses on model stability for neural networks. Robustness against out-of-
distribution samples is also discussed in the context of uncertainty quantification.

In the machine learning literature, model stability is often related to robustness against adver-
sarial attacks. Adversarial attacks are generally defined as imperceptible perturbations that can
fool a model. However, seeing model stability as a cybersecurity issue in the face of deliberate
attacks is misleading for several reasons [22]. First, in a real-world context, adversarial attacks
are not the main vulnerabilities of machine learning models from a cybersecurity point-of-view.
This is due to the fact that real adversaries have little knowledge about the model (that is often
a subsystem of a larger system) and no direct access to it. Moreover, they have limited resources
to conduct attacks. Adversaries can cause far more damage with lower cost by exploiting do-
main knowledge and social engineering techniques, as well as targeting other parts of the overall
system. Second, small perturbations can be caused by many phenomenons beyond deliberate
attacks: noise, sensor fault, human error etc.
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As discussed in paragraph 2.1.5, the so-called adversarial vulnerability of neural networks is
better described as the worst-case accuracy of the model. Adversarial examples are a specific
manifestation of poor generalization. They highlight an inconsistency between the model and
human oracles. This is the main reason why adversarial robustness is central to machine learning
trustworthiness.

1.4 Thesis Organization and Review of Contributions

This thesis focuses on the robustness of machine learning models against evasion attacks in the
context of civil aviation.

Chapter 2 reviews and discusses the literature about adversarial attacks and defenses, with an
emphasis on applications of information geometry to adversarial machine learning. The chapter
also covers the literature about verification methods for adversarial robustness, and concludes
with a review of various uncertainty quantification methods for neural networks.

In chapter 3, an adversarial defense method based on notions borrowed from information ge-
ometry is presented. The method relies on a regularization term encouraging the model to be
partially isometric, which improve the robustness of neural network classifiers against Lo at-
tacks. This work has been published in the Entropy Special Issue “Information Geometry for
Data-Analysis" [23].

Chapter 4 explores several preliminary studies on the connections between information geometry
and neural networks robustness. The chapter begins with a model of recurrent neural networks
seen as a stochastic differential equation. Following this, several experiments related to the data
leaf hypothesis proposed in [1] are presented.

Chapter 5 explores applications for traffic prediction by introducing two machine learning mod-
els. It begins with a review of the literature on air traffic flow prediction and complexity metrics,
then describes the first model: a Long Short-Term Memory (LSTM) network for the prediction
of air traffic congestion. This work was presented at the Fourteenth USA /Europe Air Traffic
Management Research and Development Seminar [24]. This model has several limitations:

o It focuses on accuracy performance and is not robust against noise or adversarial attacks.

o It relies on recurrent networks that are prone to vanishing gradients and cannot be paral-
lelized.

To address these limitations, a Transformer model applied to traffic data from the PeMS system
is developed. This model is derived in two versions: a deterministic version and a Bayesian
version that is able to quantify its uncertainty, in particular against noise or adversarial attacks.
Note that this work has not been completed yet, and only preliminary results are provided.

Chapter 6 summarizes the main takeaways of the thesis and outlines future research directions
emerging from this work.

17



1.4 Thesis Organization and Review of Contributions

EN
REPUBLIQUE
FRANCAISE
Liberté

Egalité

Fraternité

ENAC

18



REPUBLIQUE
FRANCAISE
ENAC

Fraternité

Chapter 2

Machine Learning Robustness

In this chapter, three different aspects of machine learning robustness are reviewed. The first
section addresses adversarial attacks and defenses with a focus on applications of information
geometry to adversarial machine learning, which remains an underexplored topic. Several expla-
nations proposed in the literature to account for the phenomenon of adversarial attacks in neural
networks are also reviewed. It is argued that a satisfactory explanation has yet to be established.
Finally, various challenges and reformulations of the adversarial problem are presented.

The second section reviews the literature about verification methods for adversarial robustness.
Note that the expressions “certification" or “certified robustness" are often used in the literature
in place of “verification". The word “certification” used in the literature has a different meaning
as in “Al certification" as discussed in the introduction. “Al certification" refers to the entire
process of demonstrating a sufficient level of safety to a relevant authority, while “certified
robustness" consists in providing guarantees about the robustness of a model against specific
attacks. In order to avoid any confusion, this thesis uses the expressions “verification" and
“verifiability" for the specific goal of formally proving that a model is robust, and keep the word
“certification" for the overall process described in the introduction. Verifiability could be part
of the certification process of an Al, but is also relevant for improving the Al trustworthiness
even for machine learning models that are not intended to be formally certified. This chapter
focuses on recent methods tailored for neural networks as opposed to the more mature field of
formal verification.

The last section discusses uncertainty quantification for neural networks, with a focus on the
moment propagation method. These methods can be used to detect noise, adversarial examples,
as well as out-of-distribution examples. They also improve the explainability and acceptability
of machine learning models.

2.1 Adversarial Machine Learning

The expression “adversarial attacks" refers to any strategies aiming at deliberately altering the
expected behavior of a model and/or extracting information from a model. Such attacks can
occur at training time by corrupting the training data (either the input, the label, or both) and
are thus referred as poisoning attacks. When they occur at inference time (i.e., after training),
adversarial attacks are called evasion attacks. Instead of altering the behavior of the model, an
attack can also aim at accessing information about the model itself, or about the data that were
used to train it, which pose privacy issues. In the rest of this work, only evasion attacks are
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considered. Since there is no risk of confusion, the expressions “adversarial attack" and “evasion
attack" will be used interchangeably.

Evasion attacks are imperceptible malicious input perturbations that cause a “well-trained”
model to completely alter its output, causing it to confidently arrive at deleterious conclusions.
For deep learning models', they were first discovered in computer vision by Szegedy et al.
[26] in 2013. More severely, it was found that adversarial examples are transferable [27, 28, 29],
i.e., adversarial examples generated from one model can fool another different model with a high
probability [30], provided that they have been trained on the same task. Adversarial examples are
also ubiquitous: given a state-of-the-art model trained in a standard manner, every point of the
training set has a adversarial example close to it. Given such evidence, one can justly assume that
all deep learning models are vulnerable, and therefore the deployment of these models in the real-
world is hinged on the understanding and diminishing of the adversarial threat [31]. Realizing
the full potential of machine and deep learning requires establishing robustness guarantees for
these systems, and notably combating the adversarial threat. Otherwise, adversarial machine
learning can be a disaster in safety critical applications.

Evasion attacks are often classified along several criteria:

o White-box, gray-box, physical attacks. What is the threat model? Can the attacker access
the model’s parameters or the model’s inputs? Black-box attacks are also concerned with
transferability issues.

o Targeted, untargeted, confidence reduction. What is the objective of the attacker? Does the
attacker want the adversarial example to be classified as a specific target class, or simply to
be misclassified? Does the attacker want to completely fool the model, or simply to make it
unconfident about its prediction? Attacks can also be universal in the sense that they will
work on any input example.

o Constrained, unconstrained. Should the perturbation be restricted in some way? If yes, the
attacker must choose a dissimilarity measure, generally a L, norm (including the Ly “norm"),
or a semantic perturbations, or an optimal transport metric (Wasserstein metric).

e Data type and tasks. The adversarial machine learning community generally focus on images,
but attacks have also be designed for text, time series, graphs etc. Attacks generally target
classification tasks, but also natural language processing [32], or reinforcement learning [33,
34, 35] etc.

Studying adversarial attacks and defenses provides insights to understand the causes of adver-
sarial vulnerability, and helps to design strategies to quantify this vulnerability, mitigate it,
assess its safety/security impact, and provide guarantees. In other words, adversarial attacks
and defenses can guide the efforts to address the robustness and verifiability challenges, which
are core aspects of trustworthy machine learning.

2.1.1 Adversarial Attacks

In this paragraph, several classical adversarial attacks are presented, with a focus on image
classification in a white-box setting. For a given input @, the loss between the predicted logits
f(x) and the ground truth y is denoted by L(f(x),y). The logit associated to the class i is
denoted by f;(x).

! Adversarial attacks for simpler models were already studied earlier [25].
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One-step attacks The simplest one-step gradient attack is the Fast Gradient Sign Method
(FGSM), introduced by Goodfellow et al. [36] in 2015. FGSM is a Lo, attack. For a given
budget € > 0, the perturbed example x,q4, is obtained from the clean example & with:

Tady = T + € X sign (vw‘c(f(w)a y)) )

where V, stands for the gradient operator with respect to . Several improvements of FGSM
have been proposed, for example by developing a targeted version of FGSM [37], or by using
momentum to improve the quality of the attack in a black-box setting [38].

In 2016, Papernot et al. [39] introduced the Jacobian saliency maps attack (JSMA). It is an
Ly attack where the attacker will modify a small number of pixels in the input image that
maximally impacts the predicted class.

The one-step spectral attack introduced by Zhao et al. [40] relies on information geometry. More
precisely, it uses the eigenvector of the Fisher information matrix associated with the largest
eigenvalue as the attack direction.

Iterative attacks The first iterative attack, called the basic iterative method, was introduced
by Kurakin et al. [37]. It is a simple iteration of the FGSM attack. The most well-known
iterative attack is the Projected Gradient Descent (PGD), introduced by Madry et al. [41] in
2018. It can be used for both Lo and L., budgets by projecting the perturbed example into the
corresponding L, ball after each iteration.

In 2016, Moosavi-Dezfooli et al. [42] proposed DeepFool which is an unrestricted attack, since
the only parameter is the number of iterations. The idea behind DeepFool is to start with a
linear classifier for binary classification. In this setting, there is a closed-form formula to obtain
the distance of any point to the decision boundary, which is an hyperplane in the linear case.
For a nonlinear model, the gradient is computed to obtain a linear approximation of the model
around the current iterate and use the same formula as in the linear case to make a step towards
the decision boundary. For multiclass classification, a chosen number of classes with the highest
probabilities are selected (except the predicted class). Then, the algorithm makes a step towards
the closest class, according to the linear approximation.

It has been shown that one-step attacks are more transferable than iterative attacks [43].

Optimization attacks The very first adversarial attack proposed by Szegedy et al. [26] in
2013 was an optimization attack called L-BFGS, based on the famous quasi-Newton BFGS
optimization algorithm. However, its computation cost is too high for practical purposes.

A well-known optimization attack was introduced by Carlini and Wagner (C&W) [44] and was
able to break several defenses including defensive distillation (presented in section 2.1.2.1). C&W
is a targeted attack with L, budget. Let ¢ be the target class. The perturbation € applied to
the clean example « is obtained by minimizing the following expression:

i e+ 5 x (max fi(w + €)= filw +))

where k > 0 is a hyperparameter, and f; is the :-th component of f.

Semantic attacks Semantic attacks (also referred to as parametric attacks) do not work on
the pixel space of images and do not restrict the perturbation to be in a L, ball. Instead, the
perturbation is visible but does not change the semantic meaning of the image, e.g., adversarial
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rotations, translations, deformations [45], or using a generative model [46]. Xiao et al. [47] have
proposed a semantic “spatial" attack where pixel intensity is moved along flows that do not
change the semantic content of the image.

2.1.2 Adversarial Defenses

In this paragraph, some classical empirical defenses against adversarial attacks are presented,
focused on image classification. The defenses are organized according to the following taxonomy:

e Gradient masking;
o Robust optimization;

e Adversarial detection.

2.1.2.1 Gradient Masking

The gradient masking strategy consists in making gradient-based attacks difficult or impossible
by limiting the information accessible with backpropagation. The main weakness of this strategy
is that it can only “confound” the adversaries: it cannot eliminate the existence of adversarial
examples [48].

Defensive distillation Defensive distillation is a variation of model distillation, where a new
(generally smaller) model is trained to mimic another already trained model, adding some reg-
ularization terms to the loss in order to encourage the two models to be similar.

The idea of defensive distillation [49] is to train a first model with one-hot encoding. This model
will be accurate but not robust. Then, a second model is trained by learning to predict the
predictions of the first model (called the “teacher model"). Since the first model will not predict
one-hot vectors, there is a kind of smoothing, or randomization, that helps the second model to
be more robust. Let fr(x) be the logits of the teacher model. A soft label § is computed as:

G=s (fT($)> ,

where s is the softmax function, and 7 is a hyperparameter called the temperature. If f(x) are
the logits of the distilled model, the loss function is:

L(f(x),§) =~ Filog(si(f())),
i=1

where c is the number of classes, and s; is the i-th component of s.

In [50], the authors build a dataset containing only robust features using a robust model. It can
be seen as a “data distillation" instead of a model distillation.

Breaking gradient descent In [51], the authors propose a defense where the model is trained
on adversarial examples crafted on another model. They show that such a model exhibits a
gradient masking effect: the loss landscape is very curved and the gradient does not point
toward the direction of a local maxima.
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Obfuscated gradients Obfuscated gradients correspond to various techniques: shattered
gradients, stochastic gradients, exploding & vanishing gradients [48]. In the shattered gradients
strategy, non-differentiable operations can be added such that the model is no longer differen-
tiable with respect to the inputs, or the computation of the gradient can be numerical unstable.
Stochastic gradients correspond to several methods: training several models and using one of
them randomly, dropping randomly some neurons, or transforming the input randomly. Finally,
exploding & vanishing gradients consists in doing several neural networks evaluations. More
precisely, the method uses a generative model to project the attack to the “data manifold" then
feed the projected point into the model. The concatenation of the generative model and the
original model creates a very deep network such that the gradients with respect to the input tend
to vanish/explode, and hence are hardly usable to craft adversarial attacks. Exploding & van-
ishing gradients are also linked to denoising methods, where the adversarial noise is suppressed
from the input before being fed to the model. Denoising methods include the Deep Contractive
Networks [52] and the High-Level Representation Guided Denoiser [53].

2.1.2.2 Robust Optimization

The expression “robust optimization" as used here is an umbrella term that gathers various
defense strategies where the model is robustified thanks to an adapted learning mechanism. Ro-
bust optimization methods are divided into regularization methods where the training objective
is modified in order to increase robustness, and adversarial training where adversarial examples
are directly used during training.

Two strategies are possible to robustify a model with optimization methods:

o Minimize the average adversarial loss (i.e., the maximal training loss in a neighborhood of
each training point);

o Maximize the average minimal perturbation distance.

Regularization methods In [54], Cisse et al. introduced the Parseval networks, which consist
in penalizing the Lipschitz constant of each layer. The authors argue that adversarial sensitivity
can be controlled by the Lipschitz constant of the network. Another work [55] provided an
upper bound for the generalization error using the Lipschitz constants of the model and of the
loss function. This suggests that the Lipschitz constants also control the generalization, which
means that accuracy and robustness may not be antagonistic.

The Lipschitz constant A, of the model (with respect to the L, norm) is less than or equal
to the product of the Lipschitz constants of each layer. Hence, if the Lipschitz constants of
the layers are greater than 1, A, can grow exponentially with the depth of the network. The
Lipschitz constant of the k-th layer is basically the L, matrix norm of the weights W) Recall
that ||[W )|, is the spectral norm which is the largest singular value of W®*) and |[W®)||
is the maximum 1-norm of the rows. When going through an aggregation layer, the Lipschitz
constants are simply summed. For activation function, it is enough to have a Lipschitz constant
less than or equal to 1, which is the case for ReLU.

To control A,, Parseval networks ensure that each layer has a Lipschitz constant less than or
equal to 1 (to avoid the exponential grow). Then, it uses an usual regularization scheme (like
weight decay) to control the overall Lipschitz constant of the network. Two modifications are
used to ensure that the Lipschitz constant of each layer is smaller than 1:
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1. Orthogonality of weight matrices. To control As for linear and convolutional layer, it suffices
to ensure that the largest singular value is 1. This can be achieve by ensuring that the rows of
the weight matrices are orthogonal (or “Parseval tight frame" when the matrix is not square)
because the singular values of an orthogonal matrix are all equal to 1. To control A, it is
possible to rescale each row to have a 1-norm smaller than 1.

2. Convex combination in aggregation layers. The coeflicients of the combination are learnable.
Since the combination is convex, A, will remain smaller than 1.

In order to stay on the manifold of orthogonal matrices (i.e., the Stiefel manifold), the authors
propose to do one gradient step of the layer-wise regularizer:

g
Ry(W®) = Dw O w )T — 13, (1)

where [ is a hyperparameter, and I is the identity matrix.

Another method called label smoothing can be used in classification tasks. Let ¢ be the number
of classes and o € [0,1) a hyperparameter. Label smoothing consists in replacing the true
distribution g (where q; = 1 if ¢ is the true label and g; = 0 for j # i) by a “smoothed’
distribution g™ such that

a
QiLS:(l—a)Qi‘f‘;-

It is a linear combination of the true distribution with the uniform distribution. In [56], Miiller
et al. show that label smoothing reduces the over-confidence of the model, but impairs knowl-
edge distillation. The largest eigenvalue suppression method introduced by Shen et al. [57] is
equivalent to label smoothing.

Adversarial training Adversarial training is the most famous adversarial defense, and the
only defense that yields good empirical robustness. This method was first described by Good-
fellow et al. [36] and developed by Madry et al. [41]. Let n be the number of training examples.
The idea is to minimize .

1

- L . Lvi),

n 2 LK (f(xi + €),ui)
instead of

LS £ ), )
i=1

that is used for normal training. The set A(x;) contains all the allowed adversarial perturbations
for x;.

Many variants and improvements of the adversarial training method have been proposed for the
last few years [58]. For example, adversarial training can be improved by using another loss
function. This is the approach followed by TRADES [59] and MART [60].

2.1.2.3 Adversarial detection

Instead of robustifying the model, another strategy consists in detecting the adversarial examples
before they are fed into the machine learning model.

Some detection methods rely on an auxiliary model to classify adversarial and clean examples
[61]. Other methods use statistical properties of the inputs to detect adversarial examples, using
PCA [62] or other statistical tests to see if two examples are from the same distribution or not
[63].
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2.1.3 Information Geometry and Adversarial Machine Learning

This paragraph focuses on applications of information geometry to adversarial machine learning,
which is an underexplored application for information geometry.

2.1.3.1 Motivations

Information geometry deals with statistical
manifolds. In its most simple form, a sta-
tistical manifold is a parameterized family of
distributions § = {f(u,0)}. Here, f is a
probability density function over the sampling
variable w, and parameterized by 6. More-
over, this family of distributions is assumed
to be regular in the sense that there is a one-
to-one mapping f(u,0) — 6 to an open set
of an Euclidean space R (this is why the
family is parameterized), and this mapping
has full rank (in the sense that the d func-
tions {9f(u,0)/00'}1<i<q are linearly inde- )
pendent). Information geometry studies the N (#23’72)
properties of this family of distributions that

are invariant under coordinate change 6 — @',

i.e., properties that are intrinsic to this family

of distributions. It is important to note here

that information geometry is not directly re- Figure 2.1: The geodesic between two normal
lated to the branch of machine learning called distributions is a hyperbola (in blue). Its length
“manifold learning" where the goal is to learn is the Fisher-Rao distance between the two dis-

a latent manifold from valued data. tributions.

A natural Riemannian metric for any statis-

tical manifold (i.e., a metric that reflects its statistical properties) is the Fisher information
metric (FIM) [64, 65]. The distance induced by the FIM is called the Fisher-Rao distance. The
invariance properties of the FIM (explained below) makes the Fisher-Rao distance the “true"
information distance between distributions. Figure 2.1 provides an example: the statistical man-
ifold of the univariate Normal distributions N (i, 2) - endowed with the FIM - can be immersed
into the Euclidean space R? as a hyperboloid sheet. In simple examples, such as this one, a
close-formed formula can be derived for the Fisher-Rao distance [66, 67]. Unfortunately, this is
not possible in general.

The FIM has two remarkable properties that motivate its choice as the natural metric on a
statistical manifold. First, it is the “infinitesimal distance" of the relative entropy (Theorem
4.4.5 in [68]). More precisely, if KL is the relative entropy (also known as the Kullback—Leibler
divergence) and if dpp is the Fisher-Rao distance, then given two distributions 6; and 69, it
follows that (see Theorem 4.4.5 in [68]):

1
KL [01]62] = Jdip (601,02) + 0 (d7p (61,62)) -
The same result can be restated infinitesimally using the FIM g, as follows:

KL[6]0 + 6] — %gg (d6,d0) + 0 (go (46, d6)), (2.2)

25



REPUBLIQUE
FRANCAISE
ENAC

Fraternité

2.1 Adversarial Machine Learning

where d@ is seen as a vector of the tangent space TpS.

The other remarkable property of the FIM is the Chentsov’s theorem [69] which claims that the
FIM is the unique Riemannian metric on S that is invariant under sufficient statistics (up to a
multiplicative constant). Informally, the FIM is the only Riemannian metric that is statistically
meaningful. In [70], Amari and Nagaoka state a more general result. Along with the FIM,
they introduce a family of affine connections parameterized by a real parameter «, called the
a-connections. Theorem 2.6 in [70] states that an affine connection is invariant under sufficient
statistics if and only if it is an a-connection for some a € R. In other words, the a-connections
are the only affine connections that have a statistical meaning.

While equation 2.2 gives the second-order approximation of the relative entropy, an a-connection
can be seen as the third-order term in the Taylor approximation of some divergence [70]. More
precisely, a given a-connection can be canonically associated with a unique divergence (while
the second-order term is always given by the FIM). If & = +1, the canonical divergences are
the relative entropy and its dual (obtained by switching the arguments in KL[62||61]). More
generally, for o # 0, the canonical divergence is not symmetric. The only canonical divergence
that is symmetric is obtained for o = 0, and is precisely the square of the Fisher-Rao distance.
Thus, the Fisher—Rao distance is the only statistically meaningful distance.

More discussion about information geometry can be found in section 3.1.1.

2.1.3.2 Application to Adversarial Robustness

In deep learning models, a statistical manifold can be constructed by either representing the
weights of the model as parameters of a family of distributions or by viewing the inputs of the
model as parameters. When representing the weights as parameters, the FIM has been applied
to optimize neural networks based on the natural gradient descent [71, 72, 73, 74], as well as
meta-learning [75, 76].

The development of information geometric tools for adversarial robustness is a more recent and
still an under-explored research direction. Here, the inputs of the model are considered to be the
parameters of the statistical manifold. In these works, the FIM has been adopted to construct
new adversarial attacks, such as the one-step spectral attack [40] and its two-step extension using
the Riemannian curvature of the FIM [77]. Adversarial defenses against FIM attacks include
an extension of adversarial training [58], regularization [78, 57], and detection of adversarial
examples [79]. A variant of the FIM, called the “local data matrix" can be used to show that
the training dataset lies on a geometric structure of a foliation, the data leaf [1]. The FIM can
also help investigate and explain the behavior of neural networks by taking inspiration from the
biophysical mechanisms of operation in the brain [80].

Another interesting line of work empirically shows that adversarial samples are features that help
the standard generalization of deep learning models by disentangling non-robust and robust
features [50]. A follow-up work, based on the FIM metric, points out that achieving decent
performance and being adversarially robust are not two completely contradicting objectives
[81]. It is still possible that there exists a perfect balance point where both objectives could be
satisfied simultaneously.

Shen et al. [57] developed an approach to suppress the FIM eigenvalues, which was shown to be
equivalent to the well-known label smoothing method [56]. Label smoothing was experimentally
proven to prevent the network from becoming over-confident [56]. Martin et al. [79] use the
weights instead of the inputs as parameters to detect adversarial attacks by measuring the
average magnitude of the derivative of the log-likelihood evaluated at the learned parameter.
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Picot et al. [58] introduce a regularizer called FIRE to optimize the trade-off between accuracy
and robustness. This regularization is an improvement of the adversarial training framework

(36, 41].

While Zhang et al., [59] use the KL divergence to regularize the cross-entropy loss, Picot et al.
[58] use the Fisher-Rao distance i.e., the Riemannian distance induced by the FIM. Shi et al.
[81] study the generalization of deep neural networks by disentangling an information-theoretic
non-robust component, responsible for adversarial vulnerability, and a robust component. As
already argued by Ilyas et al. [50], Shi et al. claim that deep neural networks rely on both
robust and non-robust features to achieve high test accuracy. However, non-robust features can
easily be perturbed to craft adversarial examples. Thus, there is a trade-off between robustness
and accuracy since preventing the models to rely on non-robust features will increase robustness
and decrease accuracy.

Grementieri and Fioresi [1] also study the FIM of neural networks with respect to inputs. De-
noting the pullback of the FIM by C:’, the author prove that the distribution (in the geometrical
sense) defined on the input space by @ +— (ker é’m)J- is integrable for ReLLU networks. Moreover,
the authors claim that one of the integral submanifold, which they call the data leaf, contains
all the training and testing data. The data leaf has dimension strictly less than the number of
classes, thus it is a low-dimensional representation of the data as seen by the model. The data
leaf will be discussed in more detail in chapter 4.

The FIM has thus been harnessed to develop attacks and defenses, but a precise robustness
analysis is yet to be proposed. In particular, no provable guarantees were derived using informa-
tion geometric tools. More importantly, one may describe geometry as the discipline studying
classification properties (i.e., the study of invariants) and local-global properties, e.g., the Gauss-
Bonnet theorem relating a local property (the curvature) with a global property (the Euler
characteristic) [82]. The study of adversarial robustness, which is non-local by definition and
contrary to accuracy, should benefit greatly from a geometrical vision. However, except for a
few modest endeavors [58, 1, 77|, the current literature on adversarial robustness is mainly con-
cerned with the FIM and its spectrum (which are very local objects) without unfolding the full
arsenal developed in information geometry or differential geometry, such as, for example, the
dual structure on statistical manifolds [83]. To ensure the applicability of such machinery, one
caveat is the question of whether it will be computationally tractable and scalable. Geometry
may also provide impossibility results regarding robustness guarantees with limited computa-
tional power. Indeed, Bubeck et al. [84] argued that adversarial vulnerability of classifiers in
high dimension is “likely not due to information theoretic limitations, but rather it could be due
to computational constraints". They provided evidence to support the hypothesis that “iden-
tifying a robust classifier from limited training data is information theoretically possible but
computationally impossible". Interestingly, their evidence weakens the notion that identifying a
robust classifier requires huge amount of training data.

2.1.4 Proposed Explanations

Despite the huge research effort?, there is no consensus to explain the existence of adversarial
examples. Thus, it is not known if a robust model can be built, in theory as well as in prac-
tice. Another topic of contention is the existence (or nonexistence) of an “accuracy-robustness
trade-off", with some works arguing in favor of its existence [85, 50|, and other in favor of its
nonexistence [86]. This paragraph provides a non-exhaustive list of explanations for adversarial

2More than 8,000 papers related to adversarial robustness have been published on arXiv during the last decade.
See https://nicholas.carlini.com/writing/2019/all-adversarial-example-papers.html.
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examples proposed in the literature. These explanations are classified in three categories: ex-
planations relating adversarial vulnerability with high-dimension datasets, explanations relating
adversarial vulnerability with overfitting, and finally, the “non-robust features" hypothesis.

2.1.4.1 High-dimensionality

Concentration of measure in high-dimensions This explanation was developed by Gilmer
et al. [87] (2018), Mahloujifar et al., [88] (2018), Fawzi et al. [89] (2018), and Shafahi et al. [90]
(2019).

The high dimensionality of the input space can present fundamental barriers on the robustness of
classifiers. Theoretical and experimental proofs have shown that, for certain data distributions,
any decision boundary is close to a large fraction of inputs and hence no classifier can be robust
against small perturbations. This theory attempts to explain why, despite countless propositions
for adversarial defenses, there are still new attacks that manage to break those defenses.

This theory certainly explains partially the ubiquity of adversarial attacks. It provides bounds on
the robustness that can be achieved by any classifier of certain datasets and it is not incompatible
with other explanations. However, this theory has several drawbacks:

o It implies that adversarial attacks are far less frequent for small dimensions. However, a
model in two dimensions can also overfit the training set and be very brittle in the face of
adversarial attacks.

e There exist models that are empirically robust to a wide range of attacks, even in high
dimensions.

o Biological systems such as the human visual system process high dimensional data, but are
not prone to the adversarial vulnerability exhibited by machine learning models.

In [87], the authors use a synthetic dataset for a binary classification task (two concentric
spheres). First, they show experimentally that a model with a very low error rate still has
adversarial attacks on the data manifold (i.e., on the same sphere as the original point). Then,
they provide an upper bound for the adversarial robustness which depends on the error rate and
on the dimension of the problem. This is a consequence of the concentration of measure in high
dimensions. In high dimension, almost all the points of the sphere are close to the equator for
any equator®. Let E be the error set, i.e., the set of points that are misclassified. Even if E has
small measure and is well concentrated at one area of the sphere (and not dispersed across the
sphere), then E will be close to every equator. In particular, if there is an equator such that all
of E is on one hemisphere, then the opposite pole (which is the farthest point to E) will be at
a distance ~ v/2r from E where r is the radius of the sphere?. It must be emphasized that this
result is highly dependent on the geometry of the synthetic dataset. There are no similar bounds
for specific real-world datasets like MNIST or CIFAR-10 (at least in the literature reviewed for
this thesis), and even less for arbitrary datasets. Thus, the consequences of this result remain
limited.

SLet & = (z1,...,24) be a random point uniformly sampled over the unit sphere, whose coordinates are
expressed in some orthonormal basis. An equator is the set of points on the sphere such that z; = 0 for some 3.
Each z; has the same distribution and ) 22 = 1. Since d is large, each x; is very likely to be small. Hence, the
point « is very likely to be close to all equators.

4The maximum distance between two points of the sphere is 2r.

28



REPUBLIQUE
FRANCAISE
ENAC

Fraternité

2.1 Adversarial Machine Learning

Linear explanation This was the first explanation to achieve a consensus before being chal-
lenged. It was proposed by Goodfellow et al. [36] in 2015.

In [26], it was supposed that adversarial examples are due to extreme nonlinearity of deep neural
networks, combined with insufficient regularization (overfitting). The idea was to imagine that
adversarial examples are a dense set with measure zero, such that all examples from the training
and test sets are not adversarial.

For Goofellow et al. [36], these hypothesis are unnecessary. Linear behavior in high-dimensional
spaces is sufficient to cause adversarial examples. Using this assumption, they propose the FGSM
attack which proves to be very effective. They show that adversarial training provides addi-
tional regularization and reduces the model’s vulnerability, while generic regularization methods
(dropout, pretraining, model averaging) do not reduce the vulnerability to adversarial examples.
They claim that using very nonlinear models increases the robustness, but this claim has been
challenged (see [50]).

For Goodfellow et al., the trade-off is between models that are easy to train due to their linearity
and models that use nonlinear effects to resist adversarial perturbation. For them, the solution
to adversarial attacks lies in the efficiency of the optimization methods. They claim that linear
models cannot escape adversarial examples (the authors of [91] claim that this is not true), so
only nonlinear models (with hidden layers) can be trained to resist adversarial attacks.

The reasoning is as follows. Consider a linear model w'x for some weight vector w. Let
& = x + 1 be an adversarial example. One has w'Z% = w'x + w 7. Assume that a bound is
imposed on the max norm of the perturbation: ||n|/s < €. Assume that the average magnitude
of the weight w is u = >, w;/d. The increase caused by w'n can be maximized by choosing
1 = e x sign(w). In this case, one has w'n = ¥, €|w;| = eud. For a fixed-size perturbation e,
the increase in the activation grows linearly with d. To conclude, the problem is due to:

e The model being linear. More precisely, a linear model is forced to attend exclusively to the
signal that aligns most closely with its weights, even if other signals have greater amplitude
(but are not aligned with the weights).

e The dimension of the input being high.

Adversarial examples generalize across different models because different models learn similar
functions when trained on the same task. They also claim that the direction of perturbation
is more important than the specific point in space, which is a counter-argument for adversarial
examples begin “dense". This also explains why adversarial perturbations generalize across
different clean examples. They also show that ensemble methods are not resistant to adversarial
examples.

According to [91], the linearity argument is unconvincing because, even if w'n grows linearly
with d, this is also the case for w' @, such that their ratio stays constant.

Piecewise linear decision boundaries This explanation was proposed by Shamir et al. [92]
in 2019.

They study R? with the Ly (Hamming) metric and explain why a deep neural networks trained
to distinguish between c classes can be fooled with adversarial examples of Hamming distance
~ c.

They work on targeted attack (which is harder than untargeted attack). According to the
authors, all the classes defined by neural networks in the input space R¢ are intertwined in a
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fractal-like way so that any point in any class is simultaneously close to all the boundaries with
all the other classes. The problem with this work (as mentioned by [50]) is that they are using
the Lo “norm" (number of elements that changed) and their arguments cannot extend to other
norms. They show that a small number of directions (~ d) can be chosen such that if one move
along these directions as far as desired, then any other class can be reached. This is particularly
true if the input dimension is high. In particular, this type of attack does not respect the input
range (for example, image pixels may be bounded between 0 and 255).

2.1.4.2 Overfitting

Insufficient data According to Schmidt et al. [93], adversarial examples arise due to insuffi-
cient information about the true data distribution. Robust models may achieve robustness by
reducing the effective/useful amount of information in the training data (discarding non-robust
features).

Boundary tilting This explanation was proposed by Tanay and Griffin [91] in 2016.

They argue that the decision boundaries extend beyond the data manifold and can be lying
close to it under certain circumstances. Regularization is the solution to adversarial examples
by preventing finite-sample overfitting. This explanation is in contradiction with the distillation
hypothesis which suggests that adversarial examples are made of features inherent to the data
distribution, hence lying on the data manifold.

The mathematical analysis of [91] focuses on linear classifiers, like SVM or logistic regression.
The authors use in-depth geometrical analysis but using very classical tools of Fuclidean ge-
ometry. They do not provide explanations about how their framework extends to deep neural
networks.

2.1.4.3 Non-robust features

This explanation was introduced by Ilyas et al. [50] and Tsipras et al. [85] in 2019. It can
be seen as a form of dataset distillation since their goal is to show that robustness can be
achieved by modifying only the training set and not the training process. It shows that adversarial
vulnerability is mainly a property of the dataset.

This theory provides an explanation of adversarial transferability which is a natural consequence
of the existence of non-robust features. Other works (see [50]) have studied adversarial trans-
ferability from a theoretical perspective, using simple models or unbounded perturbations. In
particular, Tramer et al. [94] (2017) showed empirically the existence of adversarial subspaces
i.e., linear subspaces containing only adversarial perturbations. Moreover, they showed that
there is significant overlap in the adversarial subspaces between different models, thus explain-
ing transferability. The directions of these subspaces might correspond to non-robust features.

The non-robust features theory also explains universal adversarial perturbations i.e., perturba-
tions that work on different inputs. These perturbations correspond to non-robust features that
appear in different images/input points.

In [50], other works are mentioned to study the manipulation of dataset features and its impact
to robustness. It seems that removing information from the training set improve the robustness,
which is once again coherent with the non-robust features theory.

The authors of [50] argue that there is a trade-off between accuracy and robustness. If non-robust
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features are not used, the model will lose accuracy but gain robustness. However, discarding
non-robust features means that the model is more interpretable.

An answer to [50] by Nakkiran® shows that it is possible to construct an attack which is non-
transferable by design. Hence, this type of attack is really a “bug" of the model under attack
and not a “feature" of the dataset. Nakkiran speculates that Ilyas et al. were unable to detect
the “bug-type" attack because they use the PGD method to robustify their dataset. However,
the PGD method is intrinsically prone to create attacks “along directions of the data" that are
transferable, and hence that are of the “feature-type". In other words, the adversarial examples
that one obtains depend on the attack that one uses.

2.1.5 Challenges for Model Stability

Beyond the security threat, adversarial attacks are the symptom of the dramatic lack of robust-
ness of deep learning systems and neural networks. The first proposed attacks were defeated
by defenses that have been themselves defeated by other stronger attacks in a never-ending
cat-and-mouse chase [44, 95, 96, 97, 98, 99]. Despite the attempts to explain adversarial vulner-
ability described in the previous section, a fundamental understanding of how neural networks
learn is still missing. For example, it has been shown experimentally that, even for simple tasks,
neural networks trained with stochastic gradient descent (SGD) cannot converge to an intuitive
decision boundary, leading to high adversarial vulnerability while achieving very high accuracy
[87].

Neural networks do not understand learning tasks The main result of [87] was already
discussed in the previous section. This paragraph emphasizes several important points from [87]
that are relevant with respect to adversarial robustness:

o There may be an upper bound on the adversarial robustness (given an error rate and the
dimension of the problem), but this bound seems to be high for real-world datasets and thus
is not the main reason behind adversarial vulnerability of current deep learning models. For
example, this bound is not reached on MNIST, even with adversarial training.

e Accuracy and robustness may not be antagonistic since the upper bound on the robustness
is proportional to the accuracy of the model (more precisely to the generalization capability
of the model).

e Models trained with cross entropy and SGD seem to achieve low error rate without really
understanding the task. The models learn to detect statistical correlation by “adding wrong
numbers that add to good predictions'. Even a model initialized with zero error rate and zero
adversarial vulnerability (but nonzero cross entropy) will converge to a model with non zero
(but very small) error rate and adversarial vulnerability. This is because the cross entropy
is not perfectly matched with accuracy, and the model will reduce the average cross entropy
while dramatically increasing the worst-case cross entropy for a very small number of points.
It seems to indicate that something is wrong about the way models are trained.

e Models are even able to achieve very low error rate while using only a fraction of the entire
input dimensions, while it is impossible to achieve zero error rate without using all dimensions.
Hence, understanding a (simple) task and reaching zero error rate is very different from
achieve a very low (but nonzero) error rate by looking at statistical correlations.

*https://staging.distill.pub/2019/advex-bugs-discussion/response-5/
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e There is nothing special about adversarial examples in the sense that, for a very accurate
model, any incorrectly classified point is close to a correctly classified point. In other words,
every incorrectly classified point is an adversarial example, which is in contradiction with the
adversarial detection strategy.

Choice of the dissimilarity measure Most adversarial attacks and defenses focus on pixel-
based perturbations measured with L, norms.

In [100], the authors introduces a new typology of attacks. They call sensitivity attacks every
attack where a small perturbation changes the prediction of the model while the true label
has not changed. All attacks mentioned in section 2.1.1 are sensitivity attacks. The author
introduces invariance attacks, defined as small perturbations that change the true label, while
the prediction of the model does not change. The authors claim that there is a trade-off between
sensitivity robustness and invariance robustness. When addressing sensitivity attacks, the true
label is assumed to not change in a small neighborhood of each training and test points. This is
in contradiction with invariance attacks, and it is certainly not true as illustrated in [100] where
a small change in Lo norm leads to a semantically different image. This is coherent with the idea
that pixel-based coordinates and L, norm are bad measures of “dissimilarity": examples that are
closed in terms of L, norm can belong to different classes. Another example comes from [101]
where the authors craft adversarial examples for image recognition using physical raindrops.
The perturbations are large (i.e., the L, norm between the clean and perturbed images is large)
and clearly visible, but the perturbed image looks natural even thought it can fool the network.
As discussed in section 2.1.1, semantic attacks such as in [47] can be indistinguishable from a
human perspective while fooling a model and having a large L, norm.

This discussion suggests that the notion of adversarial examples is not well-defined. The expres-
sion “adversarial attack" conveys the idea of an ill-intentioned, imperceptible perturbation that
can fool a model. However, adversarial attacks have limited relevance in terms of cybersecurity
[22]. Real-world adversaries have little knowledge about the actual machine learning model
embedded into a larger system, and no direct access to it (which is generally required to craft
efficient adversarial examples, even with black-box attacks). Moreover, real adversaries have
economic constraints. Even if they could damage a system with adversarial attacks, the cost of
crafting successful adversarial examples is often prohibitively high. In fact, real adversaries rely
on domain knowledge (i.e., dependent on the target system) as well as on social engineering to
achieve their goals.

With this in mind, one may ask what do adversarial attacks really mean? This thesis argues
that the expression “adversarial attack" is misleading, because there is no need of an adversary.
Consider a classification task and let h be a human oracle, f a machine learning model, and x
an input such that f(ax) = h(x), meaning that the model and the human oracle agree on x. Let
n(x) be a “neighborhood" of « defined with some suitable dissimilarity measure. An adversarial
example is an input x’ satisfying:

(@' € n(x)) A (f(&) # h(x)) .

In other words, “adversarial attacks" highlight an inconsistency of the decision boundaries be-
tween machine learning models and human oracles. Machine learning models and humans do
not understand the task in the same way.

What are the implications for safety? Since, according to [87], adversarial examples exist in
subsets with measure almost equal to zero, it begs the question of how much extensive testing
can really build trust against model instability. Empirically probing the model with classical
attacks cannot guarantee that there do not exist adversarial examples outside the scope of
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the chosen attack methods. More generally, how can an Al assurance process and rigorous data
management build trust that a model will not exhibit unintended behavior caused by adversarial
examples?

Another implication is that robustness and explainability are not independent from each other.
A model that is not robust because it does not understand the task that it is learning, cannot
be explained. This is another manifestation of the fact that trustworthiness cannot be tackled
from one perspective at a time. Finally, robustness is a consequence of the training process,
which limits the effectiveness of post-hoc methods that try to improve the robustness of models
that are already trained.

2.2  Verification of Model Stability

Following the discussion of the last paragraph, this section moves away from the question of
improving the stability of a model to the question of providing guarantees that a given model
is robust against a specific set of perturbations (i.e., any Lo perturbations with norm less than
a given €). A model that is provably robust against a given set of perturbations is said to be
verified for this set of perturbations.

For the overall certification process of model stability for machine learning models, the machine
learning community can draw inspiration from the certification of traditional software [20],
including processes such as:

e Reviews, of both the development process and the properties of the software items.

o Testing, using methodologies such as coverage criteria, test case generation, mutation testing,
simulation, scenario etc. For relevant evaluation of machine learning robustness, the literature
uses specialized benchmark relying on adaptive attacks, such as AutoAttack [102].

e Verification, also called formal methods. A model can be verifiable by-design, or verified
post-hoc.

Formal methods is a mature field [103] and will not be reviewed it in this thesis. This paragraph
will briefly highlight several formal methods that have been adapted to neural networks. Verifi-
cation methods can be split into exact and conservative methods. Given an input point x, exact
methods provide the exact set of points around x with the same class as @, i.e., they are both
sound and complete. Exact formal methods can rely on Satisfiability Modulo Theories [14] or
mixed integer linear programming [104]. However, since exact verification is a NP-hard problem,
exact methods are unable to scale beyond medium-sized models (a few hundreds neurons), and
thus are completely inapplicable to modern deep learning models [105].

Conservative methods are sound but incomplete in the sense that they may exclude points
that are robust, or refuse to take a decision. Conservative methods can be either deterministic
or probabilistic. Deterministic formal methods can bound the global Lipschitz constant of the
model, e.g., by imposing an orthogonality constraint on the weight matrix of each layer [106, 107],
or by relying on convex relaxation [108, 109, 110]. Once again, these methods are unable to
scale to very large models.

This section will focus on recent conservative methods, both deterministic and probabilistic,
that were developed explicitly for neural networks, and that can scale to large models and large
datasets. Two families of verification methods for neural networks are reviewed: randomized
smoothing and Lipschitz neural networks.
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2.2.1 Randomized Smoothing

Randomized smoothing is a probabilistic verification method that is applied post-hoc. The main
advantage of randomized smoothing is that it is model-agnostic: it can work on any classifier,
even if it does not come from a neural network.

Randomized smoothing for verification was introduced in [111] and [112]. Randomized smooth-
ing consists in using a base classifier to create a smoothed classifier, which is certifiably robust
(with high probability) to adversarial perturbations under some given norm. The certified radius
depends on the accuracy of the original classifier under some chosen noise. Let ) be a set of ¢
classes, and let f : R? — ) be any base classifier. For an input « € R?, the smoothed classifier’s
prediction g(x) is defined to be the class which f is most likely to predict when @ is perturbed
by a given random noise:
g9(x) = argmax P[f(z + €) = d,
cey

where € is a random variable following a chosen smoothing distribution. Using a generalization
of the Neyman-Pearson lemma, Cohen et al. [113] provide a tight certified radius for random-
ized smoothing with Gaussian noise against Lo adversary. If there is a class c4 € Y and two
probabilities p4, pp such that:

P[f(x 4+ €) = ca] > pa > Pp > maxP[f(x + €) = ], (2.3)

cEca

then one has g(x +m) = c4 for all ||n|j2 < R where:

R=2 (o7 (pa) — 7' (75)). (2.4)

with ®~! the quantile function of the standard normal distribution. This bound requires that € ~
N(0,0?) where the hyperparameter o > 0 controls the robustness-accuracy trade-off. Indeed,
the radius is larger when p4 is close to 1 and pp is close to 0. The higher is o, the less likely
this will be true, thus there is a trade-off. This trade-off depends on the ability of the model
f to be robust to Gaussian noise. Hence, this result shows a direct link between robustness to
Gaussian noise and verified robustness to adversarial attacks. Since it is not possible to exactly
evaluate the prediction of g at &, Monte Carlo algorithms are used.

Moreover, Cohen et al. [113] showed that this bound is tight, i.e., if ps +pp < 1, then for any
perturbation & such that ||6]|2 > R, there exists a classifier f verifying equation 2.3 for which
g(x + &) # ca. Hence, the set of perturbations to which the smoothed classifier is provably
robust is precisely a Ly ball. Thus, smoothing with other distributions (other than Gaussian)
lead to verified guarantees for other L, norm, or even other type of attacks. For example, Hao
et al. [114] have developed a randomized smoothing verification against semantic attacks.

Salman et al. [115] proved the same radius with arguments on the Lipschitz constant of the
smoothed classifier. Teng et al. [116] derive a similar certified radius against L; perturbations
using Laplace noise instead of Gaussian noise. This suggests that there is a link between the
chosen L, perturbation and the best smoothing distribution to obtain the largest radii.

The first attempt to develop a full theory of randomized smoothing is provided by Yang et al.
[117]. Relying on measure theoretic considerations, they generalized the proof of Cohen et al.
[113] and provided the certified radii for several pairs (smoothing distribution, L, norm). Using
the theory of Wulff crystals, they highlighted some properties that a smoothing distribution
should exhibit to maximize the certified radius for L;, Lo and L, adversaries. Finally, they
show a no-go theorem concerning the robustness-accuracy trade-off: randomized smoothing can
achieve nontrivial certified accuracy for any L, adversary (p € [1,+o0]) only if the budget
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n <0 (min {l,dl/ p=1/ 2}), where d is the dimension of the input space. Recent works have

shown that this result can be bypassed by retrieving more information about the base classifier
[118, 119].

However, the results of Yang et al. apply only for isotropic adversaries (e.g., L, adversaries).
Moreover, the parameters of the smoothing distribution are fixed for the certification of the entire
input space. Recent works suggest to implement data-dependent [120] and anisotropic [121, 122]
randomized smoothing, one of them relying on information geometry [123]. Nevertheless, a full
theory of randomized smoothing maximizing the certified radii for a general class of adversaries,
and quantifying precisely the accuracy-robustness trade-off, is still missing.

In [124], the authors prove several theoretical results about input-dependent randomized smooth-
ing (IDRS). IDRS consists in using a variance o(x) that depends on the input @, instead of a
constant variance o. The authors do not investigate how to choose the function o(x): they
assume that o(x) is given and investigate how to derive tight certified radii, both in theory and
in practice.

Moreover, they show that IDRS suffers from curse of dimensionality in the sense that the certified
radius for a design o(x) will shrink when the dimension increases, except if the function o(x) is
r-semi-elastic with very small 7, i.e., the function o(x) is almost constant and thus, any benefit
of using an input-dependent scheme is lost.

In [120], the authors investigate IDRS from an empirical perspective. They use backpropagation
and gradient descent to directly optimize o(x) to obtain large certified radius. In order to
achieve verification, they use an heuristic method which is not proved to be tight. Nonetheless,
the authors claim that their method achieves larger radii than Cohen et al.[113] with constant
.

Randomized smoothing has several drawbacks. First, it is a probabilistic Monte-Carlo method.
Thus, the certified radius is only guaranteed up to a small probability of error. Moreover, the
MC sampling may suffer from the curse of dimensionality. Second, randomized smoothing is
a post-hoc method. Thus, it does not provide any insight about how to design a robust base
model that “understand the task". These drawbacks are partially addressed by Lipschitz neural
networks.

2.2.2 Lipschitz Neural Networks

The Lipschitz constant of a function quantifies of much its output can change when the input is
changed with a perturbation of norm 1. Since model stability can be seen as a high sensitivity
of the output to a small input change, it is natural to try to evaluate or constraint the Lipschitz
constant of a neural network to measure and improve the robustness against adversarial attacks.
Constraining the Lipschitz constant can be done with regularization [54]. However, it is not
possible to show that a regularized network has a small enough local Lipschitz constant at every
point. Instead, this paragraph focuses on networks that are Lipschitz by-design and whose
Lipschitz constant is controlled everywhere such that it is possible to verify the adversarial
robustness of the network.

In [107], the authors propose to prove the robustness against Lo perturbations in a classification
setting by upper-bounding the global Lipschitz constant of the network. The upper-bound is
simply the product of the Lipschitz constants of each layer. In order to obtain a provable
robustness, they add a new class, denoted L, which corresponds to a non-robust prediction.
Assume that, at a given point @, the network outputs the largest logit fi(x) to class 1. Let K3
be the global Lipschitz constant of fi, and K; be the global Lipschitz constants of the other

35



REPUBLIQUE
FRANCAISE
ENAC

Fraternité

2.2 Verification of Model Stability

logits f;. Then, the logit of the class L is set to be:
fi(®) = max fi(z) + (K1 + Ki),

where € > 0 is a chosen certified radius. With this setting, when the model predicts a class that
is not L, then it is guaranteed that there is no Ly perturbation less than € that can change the
prediction of the network.

In [125], the authors introduce a new method to build Lipschitz networks with global Lipschitz
constant equal to 1 (referred to as 1-Lipschitz networks). Since 1-Lipschitz functions are closed
under composition, to build a 1-Lipschitz network, it suffices to compose 1-Lipschitz affine
transformations and activations. Since they are interested with Lo perturbations, the matrix
norm used in this paragraph is the spectral norm and the vector norm is the Euclidean normS.
Both norms are denoted ||||2. If a norm-constrained network f uses 1-Lipschitz element-wise
monotonic activation functions, and if one wants |V f(x)||2 = 1 almost everywhere, then f
must be linear. Thus, there is a tension between preserving gradient norm (i.e., decreasing the

Lipschitz constant) on one hand, and nonlinear processing on the other hand.

If a norm-constrained network f verifies |V f(x)|2 = 1 almost everywhere, then each weight
matrix W can be replaced with a matrix W whose singular values all equal 1 (without chang-
ing the computed function). Thus, the authors of [125] are looking for Lipschitz networks, with
orthonormal weight matrices, and activations that preserve the gradient norm during backpropa-
gation (and which are expressive enough). Such networks are called Gradient Norm Preserving
(GNP) networks. Classical activations (such as ReLU, tanh, maxout) are all 1-Lipschitz. How-
ever, they are not gradient norm prerserving. This is why the authors introduce a new activation
called GroupSort. GroupSort separates the pre-activations into groups, then sorts each group,
and outputs the combined group sorted vector. GroupSort is 1-Lipschitz and gradient norm
preserving (its Jacobian is a permutation matrix which preserves any L, norm).

In order to enforce Ly orthonormality (i.e., singular values equal to 1) for the affine layers, the
authors use Bjorck algorithm. Given a matrix, this algorithm finds the closest orthonormal
matrix:

1 T
Aps1 = S AL (31 — A} Ak)) .
Since the algorithm is fully differentiable, it is possible to optimize the weights of the matrices
directly on the space of orthonormal matrices (called the Stiefel manifold).

The provable robustness is obtained as follows. Let K be the Lipschitz constant of some network.
Let x be an input with class ¢ and let f(x) be the logits associated to . The margin is:

Mz) = wax {0, fi(2) - max fie) |

If M(xz) > Ke/2, then the network is robust at @ to all perturbations n such that ||n|j2 < e.
The networks are trained with Lo-norm constrained weights using multi-class hinge loss:

L(f(2),t) = > max{0,x — (fi(x) - fi(x))}.
it

The hyper-parameter x controls the margin enforcement. It depends on the Lipschitz constant
K and the desired perturbation tolerance € as k > Ke/2.

The main result of [125] is that Lo-norm constrained networks with GroupSort activations can
approximate any 1-Lipschitz function (with range in R) in L, distance. However, there is no

SHowever, the method can be extended to Lo, perturbations with small modifications.
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such universal approximation result for Ls-norm constrained networks, even if it seems true
empirically.

In [126], the authors provide an in-depth analysis of the properties of 1-Lipschitz networks with
GroupSort activation, including expressiveness, accuracy-robustness trade-off, and generaliza-
tion. Every neural network” g is K-Lipschitz, thus f = (1/K)g is in 1-Lipschitz. The network
f has the same accuracy and also the same robustness to adversarial attacks as g. However,
computing K is NP-hard. 1-Lipschitz networks have limited expressiveness for regression tasks,
however this is not true for classification. This is because Lipschitz constraint is not a con-
straint on the shape of the boundary (which can be arbitrarily complex) but on the slope of
the landscape of f. The main thesis of [126] is that I-Lipschitz networks are theoretically better
grounded than unrestricted neural networks for classification.

Providing certified robustness for 1-Lipschitz networks does not increase runtime contrary to
methods based on bounding boxes or abstract interpretation (formal methods), as well as ran-
domized smoothing (whose Monte Carlo sampling can be costly). Moreover, 1-Lipschitz networks
do not require adversarial training to achieve robustness. For any f, the robustness radius e of
binary classifier sign o f at example x verifies € > |f(x)|. However, enforcing the orthonormal
constraint during training means that the training time is larger.

If during training of an unrestricted neural network, the empirical loss over the training set
converges to 0, then the Lipschitz constant of the network diverges to oo. There is at least
one weight matrix whose operator norm converges to oo. Moreover, the predicted probabilities
(after logistic activation) converge to either 0 or 1 (saturated probabilities). The saturation of
the predicted probabilities means that they do not contain any useful information on the true
confidence of the classifier. These issues are avoided when using 1-Lipschitz networks. One
drawback of 1-Lipschitz networks is that they are only robust against L, perturbations. The
robustness of 1-Lipschitz networks against semantic attacks has not been studied yet.

2.3 Uncertainty Quantification

In order to deliver a trustworthy decision making tool, a model should be able to quantify the
uncertainty of its predictions so that a human operator may decide to reject the prediction.
Trustworthiness is absolutely necessary if an automation tool is to be accepted by the end users,
such as air traffic controllers. This section presents methods to quantify the uncertainty of
machine learning models relying on approximation of Bayesian inference. First, the terminology
of Bayesian inference is recalled and a method for approximating probability distributions called
variational inference is presented. Then, the uncertainty quantification methods themselves are
reviewed. Finally, another uncertainty quantification method based on stochastic differential
equations is presented.

2.3.1 Bayesian Inference

Let D = (x1,Y1,...,%n,Yn) be a dataset. It is seen as a random vector whose subvectors
(z;,yi) are independent and identically distributed according to an unknown joint distribution
p(x,y). One can write p(x,y) = p(y|x)p(x).

Given a random variable * sampled from p(x) and independent from all (x;,y;), the goal is to
compute the conditional distribution p(y|x*, D).

Consider a family of models p(y|x, @) parameterized by 6. The parameter 0 is seen as a random

"Using affine layers and Lipschitz acitvations but no recurrent mechanisms.
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variable. The conditional distribution is obtained by marginalizing the parameter 6:

plylz*, D) = / p(y, 6la*, D)do.

The integrand can be expanded:

p(ylz*, D) = / p(ylz*,0, D)p(0|z*, D)do.

Now, two assumptions have to be made:

The parameter 6 is independent with *. In fact, 8 and x; are assumed to be independent for
all 7. In other words, before training, the parameter 0 is independent from the data collection
process.

The chain D — 6 — y|x* is Markov. After training, the parameter @ contains all the
information about the dataset D that are necessary to infer p(y|z*, D).

Thus, the Bayesian Model Averaging (BMA) is derived:

p(ylz*, D) = / p(ylz*.0)p(6|D)d6

The term p(y|x*, @) corresponds to a model from the family of model. The prediction of this
model is weighted by p(0]|D). Bayesian inference is used to compute p(0|D) as :

p(D|0)p(0)
[ p(D|6")p(6")d6"

p(0|D) =

The various terms are:

The prior p(@). It is a choice made by the modeler. The rationales behind this choice will
be discussed later.

The likelihood:
p(D|6) = Hp Yilwi, 0)p(x;]0) = Hp Yilzi, 0)p(xi).

Here, the assumption that x; and 6 are independent has been used. Thus, p(x;|0) = p(x;)
does not depend on 6. Maximizing [[;; p(yi|x;, @) with respect to 6 is equivalent to maxi-
mizing p(D|0).

The negative log-likelihood —>"1 ; log p(yi|x;, 0) is often used as the loss function in non-
Bayesian machine learning (along with regularization terms).

The evidence (or model evidence, or marginal likelihood) p(D) = [ p(D|0")p(6')d0’. 1t is
considered to be intractable except for very simple models. Its value is used for model
selection: better models should yield higher evidence.

2.3.2 Variational Inference

There are two methods to approximate p(6|D) when the evidence p(D) is intractable:

Markov Chain Monte Carlo (MCMC).
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o Variational Inference (VI).

MCMC is more precise (and has asymptotic guarantees) but is more computationally heavy. In
the remainder of this document, only Variational Inference will be considered.

Let q(0]&) be a variational family parameterized by €. Variational Inference consists in using
optimization to find a parameter £* such that ¢(0|£*) is “close" to p(@|D). Then, the variational
family ¢(0|&*) will be used instead of p(8]|D) to compute p(y|x*, D). The “closeness" is measured
with the KL divergence:

KL [9(616) [2610)] = g o T0EL].

= Egj¢ [log ¢(0]€)] — Eg|¢ [log p(0|D)],
= H (q(01¢),p(0|D)) — H (q(0[¢))

where H(q) is the entropy, and H(q,p) is the cross-entropy.

Since p(@|D) is unknown, this KL divergence cannot be computed. Thus, another quantity
is computed such that its minimum is achieved at the same £* than the minimum of the KL
divergence. Using the law of contional probability:

KL [q(61€)||p(8|D)] = Egj¢ [log ¢(0€)] — Egj¢ [log p(D, 0)] + Egj¢ [log p(D)]
= Eg¢ [log q(0|€)] — Eg¢ [log p(D, 0)] + log p(D).

Here, the fact that log p(D) is a constant with respect to 6|€ has been used.
Define the FEvidence Lower Bound or negative variational free energy:

ELBO(£) = Egi¢ [log p(D, 0)] — Egj¢ [log ¢(8]€)] ,
= —U (¢(0)¢),p(D,0)) + H (¢(0)¢)),

where U(q(0€),p(D, 0)) = —Eg|¢ [logp(D, )] is the energy. This relationship is similar to the
free energy A in thermodynamics: A = U — T'S, where U is the energy, S the entropy, and T
the temperature (a constant).

The ELBO can also be expressed as:

ELBO(§) = Egj¢ [log p(D|6) + log p(0) — log q(6[€)] ,
= Eg|¢ [log p(D|0)] — KL [q(0]£)]|p(0)],

which corresponds to the expected log-likelihood plus a regularization term.
The following holds:
KL[q(618)[|p(6|D)] = log p(D) — ELBO(§)

Minimizing the KL divergence wrt £ is equivalent to maximizing the ELBO. The positivity of
the KL divergence (i.e., Gibbs’ inequality) implies that log p(D) > ELBO(&), hence the name
“evidence lower bound". Equality is achieved if and only if ¢(0|&) = p(0|D).

2.3.3 Variational Inference for Uncertainty Quantification

The variational inference framework has been adapted to quantify the uncertainty of deep learn-
ing models. In [127], Blundell et al. introduce the Bayes-by-Backprop framework, which uses
variational inference to train a fully-connected network where the parameters are modeled as
random variables with Gaussian distributions. In [128], Gal and Ghahramani introduce Dropout
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CNN. They use variational inference to train a Convolutional Neural Networks (CNN) whose
parameters are random variables sampled from a Bernoulli distribution. Both [127] and [128]
rely on Monte Carlo techniques to sample from the posterior distribution. The uncertainty is
estimated by computing the variance of the samples drawn from the posterior.

In [129], Dera et al. introduce the moment propagation framework for uncertainty quantification
in CNN. In section 5.5.2, the moment propagation framework is fully derived for Transformers.
Thus, the method is only briefly described here. In the moment propagation framework, the
parameters of the CNN are modeled as Gaussian distributions. As part of the variational
inference framework, the ELBO is used as the objective function of the network. To estimate the
expected negative log-likelihood (first term of the ELBO), the first and second moments of the
parameters distributions are propagated through the various layers (convolutional, activation,
pooling, fully-connected). The model is compared to other Bayesian networks as well as to
classical CNN, on MNIST and CIFAR-10 datasets. The Bayesian CNN is shown to be able
to resist Gaussian noise and adversarial attacks far better than other frameworks. Moreover,
the propagated variance can be used to quantify the uncertainty of the network. Contrary to
previous methods, the moment propagation framework do not require to perform Monte Carlo
sampling to evaluate the variational posterior. Indeed, the variational posterior is approximated
by a Gaussian distribution whose mean and variance are obtained by propagation through the
model.

In [130], Dera et al. apply the moment propagation framework to the classification of synthetic
aperture radar (SAR) images. These are satellite images than can be used to classify the type
of surface in each part of the image (water, crops, buildings etc.). Once again, the moment
propagation framework is able to resist Gaussian noise and adversarial attack. It is also possible
to generate an uncertainty map allowing to visualize the uncertainty of the prediction of the
network on each area of the image.

In [131], Xue et al. propose a Bayesian Transformer® Language Model (LM) applied to speech
recognition. The model consists of several Transformer decoders where only the first one is
optimized with the variational inference method. A standard Transformer LM is used to set the
mean of the prior distribution. The Bayesian Transformer LM can also be interpolated with the
standard Transformer LM. The main results are a small increase in the generalization capability
of the LM when using the Bayesian framework by comparison with the standard framework.

2.3.4 Stochastic Differential Equation Network (SDE-Net)

Uncertainty is sometimes split into two components: aleatoric uncertainty and epistemic uncer-
tainty. Aleatoric uncertainty corresponds to the natural randomness of the task (due to class
overlap, data noise etc.). It cannot be reduced with more data. Epistemic uncertainty, on the
other hand, is caused by the ignorance of the model due to lack of data. It is high in regions
where the data is sparse.

SDE-Net was introduced by Kong et al. [132]. It brings the following benefits:

e Separate aleatoric and epistemic uncertainty;

e No need to specify model prior distributions and infer posterior distributions (as with
Bayesian methods);

o Applicable to classification and regression tasks.

8The Transformer model is described in detail in section 5.5.1.
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Neural networks can be viewed as state transformations of a dynamic system. The idea is to
add a Brownian motion term to quantify epistemic uncertainty. SDE-Net consists of:

e A drift net that parameterizes an ODE to fit the predictive function;

o A diffusion net that encourages high diffusion for data outside the training distribution.

SDE-Net is the discretization of the following stochastic differential equation:
dwt = f(wta t)dt + g(wty t)dwtv

where g(x¢,t) is the variance of the Brownian motion and represents the epistemic uncertainty.
The aleatoric uncertainty is captured by the drift net by representing the model output as a
probability distribution (categorical for classification, Gaussian for regression).

The objective function is the following:
Hélfn EwONptrain [E(wT)] + Héln EwONptrain [g(m[)’ 09)] + Hba’x EEONPOOD {g(féo, 09)]’
g g
s.t.dxy = f(x,t;05)dt + g(x0; 04)dwy,

where £(.) is the loss function dependent on the task, T" is the terminal time of the stochastic
process (the last “hidden layer"), pirqin is the distribution for training data, poop is the dis-
tribution for out-of-distribution data. In order to reduce the complexity: the parameters are
shared by each layer; the variance g only depends on x( instead of x;; and to avoid the explosion
of solution, the variance g should be bounded by a hyper-parameter o4, -

To quantify the uncertainty, multiple random realizations of & are obtained. Then, the aleatoric
uncertainty is given by the expected predictive entropy Eg (2,6, ,[H[p(y|z7)]] for classification,
and the expected predictive variance E,.|z, 0, [0(z7)] for regression. The epistemic uncertainty
is given by the variance of the final solution var[xz]. This is similar to ensembling methods but
it requires the training of only one model.

For training, there is no closed form solution for xp. Instead, the authors use the Euler-
Maruyama scheme with fixed step size:

T =z + f(xn, t;07) A + g(0; 04) VALZY, (2.5)

where Zj, ~ N(0,1) and At = T/N with N the number of iterations.

SDE-Net is tested on the following tasks: out-of-distribution detection, misclassification de-
tection, adversarial sample detection, and active learning. It has been shown to have strong
performance compared to other uncertainty quantification techniques.

2.4 Conclusion

In this chapter, several aspects and challenges surrounding the concept of robust machine learn-
ing have been reviewed. The most well-known evasion attacks were presented, as well as and
some defenses against them, including less known approaches relying on information geometry.
Then, taking a step back, various interpretations of adversarial vulnerability were explored as
well as some of their limitations. Verification methods can partially address some of these limi-
tations, and some of these methods developed recently for machine learning models have been
reviewed: randomized smoothing and Lipschitz neural networks. Finally, some methods for un-
certainty quantification were presented, which is another important aspect of machine learning
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robustness. In particular, methods based on variational inference have been described and will
be applied in chapter 5.

The next chapter builds on ideas introduced in this chapter to develop a robustification method
against Lo attacks. More particularly, the next chapter relies on ideas coming from information
geometry as discussed in section 2.1.3.
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Chapter 3

Partial Isometry Regularization

This chapter offers an information geometric perspective on adversarial robustness in machine
learning models. It is shown that robustness can be achieved by encouraging the model to
be isometric in the orthogonal space of the kernel of the pullback Fisher information metric
(FIM). A regularization defense method for adversarial robustness is subsequently formulated.
While the focus of this chapter is on Ly white-box attacks within multi-class classification tasks,
the method’s applicability extends to more general settings, including unrestricted attacks and
black-box attacks across various supervised learning tasks. The regularized model is evaluated
on MNIST and CIFAR-10 datasets against projected gradient descent (PGD) L, attacks and
AutoAttack [102] with Lo, and L2 norms. Comparisons with the unregularized model, defen-
sive distillation [49], Jacobian regularization [133], and Fisher information regularization [57]
show significant improvement in robustness. Moreover, the regularized model is able to ensure
robustness against larger perturbations compared to adversarial training.

Section 3.1 introduces definitions related to geometry. Then, a sufficient condition is derived for
adversarial robustness at a given sample point. Section 3.2 presents a method for approximating
the robustness condition, which involves promoting model isometry in the orthogonal comple-
ment of the kernel of the pullback of the FIM. In section 3.3, several experiments are presented
to evaluate the proposed method. Section 3.4 discusses the results in the context of related
work on adversarial defense. Finally, section 3.5 concludes the chapter and outlines potential
extensions of this research. Section 3.6 provides the proof of the results stated in the previous
sections.

This work has been published in the Entropy Special Issue “Information Geometry for Data-
Analysis" [23].

3.1 Definitions and Robustness Condition

Let d,c € N* such that d > ¢ > 1. In the learning framework, d will be the dimension of the
input space, while ¢ will be the number of classes. In this chapter, the components of a vector
v is denoted by v* € R with a superscript.

3.1.1 Geometrical Definitions

Consider a multi-class classification task. Let X C R? be the input domain, and let J =
{1,...,¢} C N be the set of labels for the classification task. For example, the input domain
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of MNIST is & = [0,1]¢ (with d = 784), and ¢ = 10. The input domain X is assumed to be a

d-dimensional embedded smooth connected submanifold of R<.
Definition 3.1.1 (Probability simplex). Define the probability simplex of dimension ¢ — 1 by

c—1
ATl = {0 eRL:Vke{l,...,c—1},0% > 0 and Zei < 1}. (3.1)
i=1
A1 is a smooth submanifold of R¢ of dimension ¢ — 1. The vector 8 = (8',...,6°7!) can be

seen as a coordinate system from A°~! to R¢!. Then, one can define 8¢ =1 — Zf;ll 0.

A machine learning model (e.g., a neural network) is often seen as assigning a label § € Y to
a given input @ € X. Instead, in this chapter, a model is seen as assigning the parameters of
a random variable y to a given input & € X. The random variable y has a probability density
function p(y|@) belonging to the family of c-dimensional categorical distributions & = {p(y|0) :
0 € A1},

S can be endowed with a differentiable structure by using p(y|@) € S — (8*,...,0°71) ¢ Re!
as a global coordinate system. Hence, & becomes a smooth manifold of dimension ¢ — 1 (more

details on this construction can be found in [134], Chapter 2). The density p(y|@) can be
identified with (01,...,0°71).

A machine learning model is seen as a smooth map f : X — A that assigns to an input
x € X, the parameters 8 = f(z) € A°"! of a c-dimensional categorical distribution p(y|@) € S.
In practice, a neural network produces a vector of logits [(x). Then, these logits are transformed
into the parameters @ with the softmax function: 8 = s(i(x)).

In order to study the sensitivity of the predicted f(z) € A°~! with respect to the input « € X,
a distance has to be defined both in X and in A1, In order to measure distances on smooth
manifolds, each manifold has to be equipped with a Riemannian metric.

First, consider A°"!. As described above, the set A"l is seen as the family of categorical
distributions. A natural Riemannian metric for A~! is the Fisher information metric (FIM).
Definition 3.1.2 (Fisher information metric). For each @ € A°~! the Fisher information metric
(FIM) g defines a symmetric positive-definite bilinear form gy over the tangent space Tp A 1.
In the standard coordinates of R€, for all @ € A°~! and all tangent vectors v, w € ToA“™!, the
following holds:

go(v,w) =v' Gow, (3.2)

where Gy is the Fisher information matrix for parameter @ € A°~!, defined by

dij 1
Goij = 5 + 5o (3:3)
For any 8 € A°~!, the matrix Gy is symmetric positive-definite and non-singular (see Proposition
1.6.2 in [68]). The FIM induces a distance on A™, called the Fisher-Rao distance, denoted by
dFR(91702) for any 61,0, € AL

As already discussed section 2.1.3.1, the choice of the FIM as a metric for A°~! is motivated by

two properties:

e The FIM is the “infinitesimal distance” of the relative entropy, which is the loss function
used to train a multi-class classification model.

« Chentsov’s theorem [69] which claims that the FIM is the unique Riemannian metric on A~}
that is invariant under sufficient statistics (up to a multiplicative constant).
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Now, consider X'. Since the topic of interest is adversarial robustness, the desired metric should
formalize the idea that two close data points are “indistinguishable” from a human perspective
(or any other relevant perspective). A natural choice is the Euclidean metric induced from R?
on X.
Definition 3.1.3 (Euclidean metric). Consider the Euclidean space R? endowed with the Eu-
clidean metric g. It is defined in the standard coordinates of R? for all & € R? and for all
tangent vectors v,w € TR? by

G, (v, w) =v'w, (3.4)

thus, its matrix is the identity matrix of dimension d, denoted by I;. The Euclidean metric
induces a distance on R? that is denoted with the Lo-norm: ||z — @2 for any a1, o € RY.

From now on, the following are fixed:

o A smooth map f: (X,g) — (A°!,g). The i-th component of f in the standard coordinates
of R¢ is denoted by f%;

e A point x € X;

e A positive real number € > 0.

Define the Euclidean open ball centered at & with radius e by

b(a,e) = {z R ||z - 2] < ¢} (3.5)
Definition 3.1.4. Define the set (Figure 3.1):
Ay = {0 e A7 argmax @' = arg max fz(a:)} . (3.6)

For simplicity, assume that f(x) is not on the "boundary" of A, such that arg max; f*(x) is
well-defined.

X
Ac—l

b(x,€)

Az

f(b(z,€))

Figure 3.1: e-robustness at x is enforced if and only if f(b(x,€)) C Ag.

The set Aj is the subset of distributions of A°~! that have the same class as f(x).

45



REPUBLIQUE
FRANCAISE
A

Fraternité

3.1 Definitions and Robustness Condition

Definition 3.1.5 (Geodesic ball of the FIM). Let § > 0 be the Fisher-Rao distance between
f(z) and A1\ A, (Figure 3.2), i.e., the Fisher-Rao distance between f(z) and the closest
distribution of A°~! with a different class.

Define the geodesic ball centered at f(x) € A°~! with radius & by

b(f(),6) = {0 € A" dp(f(x),0) <5} (3.7)

Section 3.2.3 proposes an efficient approximation of §.
X

Figure 3.2: e-robustness at @ is enforced if b(x, €) C b(x, §).

Definition 3.1.6 (Pullback metric). On X, define the pullback metric g of g by f. In the
standard coordinates of R%, g is defined for all tangent vectors v, w € TpX by

gw(vv ’UJ) = ’UTJ;Gf(m)waa (38)

where J,; is the Jacobian matrix of f at « (in the standard coordinates of R? and R¢). Define
the matrix of g, in the standard coordinates of R? by

Go = J, G Ja. (3.9)

Definition 3.1.7 (Geodesic ball of the pullback metric). Let drpr be the distance induced by
the pullback metric § on R%. The geodesic ball centered at = with radius ¢ is defined by

b(e,d) = {z € R!: dpp(=,2) < 5} (3.10)

Note that the radius ¢ is the Fisher-Rao distance between f(z) and A°~!\ A, as defined in
definition 3.1.5.

3.1.2 Robustness Condition

Definition 3.1.8 (Robustness). The model f is said to be e-robust at « if

Vze Ry |z —z|| <e= f(z) € Ag. (3.11)
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Equivalently, one can write (Figure 3.1):
fb(z,€)) C Ay (3.12)

Proposition 3.1.9 (Sufficient condition for robustness). If b(x, €) C b(x, ), then f is e-robust
at © (Figure 3.2).

The goal is to start from Proposition 3.1.9 and make several assumptions in order to derive a
condition that can be efficiently implemented.

Working with geodesic balls b(x,€) and b(x,d) is intractable, so a first assumption consists
in using an “infinitesimal” condition by restating Proposition 3.1.9 in the tangent space TpX
instead of working directly on X'. In T, X', define the Euclidean ball of radius € by

B.(0,¢) = {v €TpX :g,(v,v)=v v < 62} . (3.13)
Similarly, in T, X, define the g.-ball of radius é by

Bo(0,0) = {v € X : gu(v,v) = v Gpo < 6%} (3.14)
Assumption 3.1.10. Proposition 3.1.9 is replaced by

Bz (0,¢) C B,(0,6). (3.15)

Proposition 3.1.11. Fquation 3.15 is equivalent to

‘ SY)
o

Vo € TpX, gz(v,v) < —g,(v,v). (3.16)

[\

€

Since ¢ — 1 < d, the Jacobian matrix J; has a rank smaller or equal to ¢ — 1. Thus, since G j(4,)

has full rank, G = JJGf(m)Jm has a rank of at most ¢ — 1 (when J; has a rank of ¢ — 1).
Assumption 3.1.12. The Jacobian matrix J, has a full rank equal to ¢ — 1.

Using Assumptions 3.1.10 and 3.1.12, the constant rank theorem ensures that for small enough
d, f is e-robust at . However, contrary to Proposition 3.1.9, Assumption 3.1.10 does not offer
any guarantee on the e-robustness at a for arbitrary 9.

3.2 Derivation of the Regularization Method

In this section, a condition for robustness is derived (Proposition 3.2.5), which can be imple-
mented as a regularization method. Then, two useful results are provided for the practical im-
plementation of this method: an explicit formula for the decomposition of the FIM as G = P' P
(section 3.2.2), and an easy-to-compute upper-bound of ¢, i.e., the Fisher-Rao distance between
f(z) and A1\ A, (section 3.2.3).

3.2.1 The Partial Isometry Condition

In order to simplify the notations:

o J is replaced with J, which is a full-rank (¢ — 1) x d real matrix;

o Gy(y) is replaced with G, which is an (¢ —1) X (c— 1) symmetric positive definite real matrix;
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o Ggis replaced with é’, which is a d X d symmetric positive-semidefinite real matrix.

N1
Define D = (ker(G)) . The two following facts will be used.
Fact 3.2.1. N
D =rg(J7) = (ker())" = (ker(JTGJ)) (3.17)

Fact 3.2.2. J'GJ is symmetric positive semidefinite. Thus, by the spectral theorem, the
eigenvectors associated with its nonzero eigenvalues are all in D = rg(J ).

In particular, since rk(J) = ¢ — 1, there exists an orthonormal basis of T, X, denoted by
B=(e,..., €n,€mt1,...,€q), such that each e; is an eigenvector of JTGJ, and such that
(€1,...,eny) is a basis of D =1g(J ") and (€1, ...,eq) is a basis of ker(J).

The set D = rg(J ") is an (¢ — 1)-dimensional subspace of TpX. g, does not define an inner
product on T X because G has a nontrivial kernel of dimension d — ¢+ 1. In particular, the set

B.(0,0) is not bounded, i.e., it is a cylinder rather than a ball. However, when restricted to D,
Jz|p defines an inner product. The restriction of B;(0,0) to D is defined as:

Bp(0,6) = {ve D:v Gv <3}, (3.18)

and similarly, the restriction of B (0,€) to D is defined as:

Bp(0,¢) = {UED:'UT'U§62}. (3.19)

Assume that f is such that equation 3.15 holds (i.e., Bz(0,€) C Bx(0,8)). Moreover, the limit
case defined as follows is assumed to hold: for any perturbation size, there is a smaller perturba-
tion of f such that equation 3.15 does not hold anymore. This limit case is equivalent to having
Bp(0,¢) = gD(O,5). In this case, gm((),é) is the smallest possible g,-ball (for the inclusion)
such that equation 3.15 holds. Experimental observations indicate that enforcing this stronger
criteria yields a larger robustifying effect. Therefore, the following assumption is made:
Assumption 3.2.3. Equation 3.15 is replaced with

Bp(0,€) = Bp(0,6). (3.20)

Proposition 3.2.4. Equation 3.20 is equivalent to

52
Vo € D, Gu(v,v) = 5g,(v,v). (3.21)
€
Equation 3.21 can be rewritten in matrix form:
~ 52
YveD, v Guv= —QvT'v. (3.22)
€

Section 3.2.2 exploits the properties of the FIM to derive a closed-form expression for a matrix
P € GL._{(R), such that G = P " P. For now, it is assumed that such a P is easily available
and the goal is to identify a condition on P and J, which is equivalent to equation 3.22.
Proposition 3.2.5. The following statements are equivalent:

2
1 VueD, u J GJu= iuTu
(4) , 5 ,
€
» 52
(i) PIJJTPT = <L,

where I._q is the identity matriz of dimension (¢ —1) x (¢ — 1).
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3.2 Derivation of the Regularization Method

Proposition 3.2.5 constrains the matrix PJ to be a semi-orthogonal matrix (multiplied by a
homothety matrix). A smooth map f between Riemannian manifolds (X, g) and (A°!, g) is
said to be (locally) isometric if the pullback metric (denoted f*g) coincides with g, i.e., f*g = g.
Such a map f locally preserves distances. In this case, f*g = g is not a metric (since its kernel
is non-trivial); thus, f cannot be an isometry. However, equation 3.21 ensures that f locally
preserves distances along directions spanned by D. Hence, f becomes a partial isometry, at
least in the neighborhood of the training points.

Under the Assumptions 3.1.10, 3.1.12 and 3.2.3, equation (ii) in Proposition 3.2.5 implies ro-
bustness as defined in definition 3.1.8. In other words, equation (ii) is a sufficient condition for
robustness. However, there is no reason for a neural network to satisfy equation (ii). This is
why the following regularization term is defined:

52

PJJTPT — 67210_1

1

a(x,e f) = m , (3.23)

where ||- || is any matrix norm, such as the Frobenius norm or the spectral norm. The Frobenius
norm is used in the experiments of section 3.3. Computing «(x, €, f) requires only the computa-
tion of the Jacobian matrix J, which can be efficiently achieved with backpropagation. Finally,
the loss function is:

Liso (y>w>€7 f) = ECE (y7f(m)) +)‘a(w7€> f)a (324)

where Lo is the cross-entropy loss, and A > 0 is a hyperparameter controlling the strength of
the regularization with respect to the cross-entropy loss. The regularization term a(x, €, f) is
minimized during training, such that the model is pushed to satisfy the sufficient condition of
robustness.

3.2.2 Coordinate Change

This subsection shows how to compute the matrix P that was introduced in Proposition 3.2.5.
To this end, A°"! is isometrically embedded into the Euclidean space R¢ using the following
inclusion map:

pi AT R

(91,...,00*1) — 2 (\/ﬁ\/oi—l 1—62191')
=1

It is easy to see that u is an embedding. If S¢71(2) is the sphere of radius 2 centered at the
origin in R¢, then p (A1) is the subset of S¢!(2), where all coordinates are strictly positive
(using the standard coordinates of R¢).

Proposition 3.2.6. Let g be the Fisher information metric on A~! (definition 3.1.2), and g
be the Euclidean metric on R¢. Then, p is an isometric embedding of (A1, g) into (R¢,g).

Now, the stereographic projection is used to embed A1 into R

(AT — ReT!

1 c—1
(,ul,...”uc_ljuc)r—>2< H . ),

2— T2 — e
. 1
with pu¢ =24/1—- 3777 6.
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3.3 Experiments

Proposition 3.2.7. In the coordinates 7, the FIM is:

4
Grij=—— 4. 3.25

Let J be the Jacobian matrix of 7oy : A1 — R~ at f(x). Then, it follows that:

~ 4 ~
G=J'GJ=——5J"J. (3.26)
(L+[I7/2[]?)

Thus, one can choose:
2 -
P=—""—"J.
L+ |7/2]]?
Write f(x) =60 = (0',...,0°7") and 8¢ = 1 — >_¢={ 6". For simplicity, write 7°(8) = 7% (u(0)) =
2V01 /(1 —\/6°) for i = 1,...,c— 1. More explicitly, one has:
Proposition 3.2.8. Fori,j=1,...,c—1:

(3.27)

Pj=—L - : (3.28)

3.2.3 The Fisher—Rao Distance

In this subsection, a simple upper-bound for ¢ (i.e., the Fisher-Rao distance between f(x) and
A1\ A,) is derived. Proposition 3.2.6 has shown that the probability simplex A°~! endowed
with the FIM can be isometrically embedded into the (¢ — 1)-sphere of radius 2. Therefore,
the angle v between two distributions of coordinates 8; and 6 in A°~! with p = w1(61) and
w2 = p(02) is such that:

1 . ¢ —
cos(y) = 7 D HiHz =D _1/0165. (3.29)
i=1 i=1

The Riemannian distance between these two points is the arc length on the sphere:

drpr(01,0) = 2arCCOSZ\/0§0§. (3.30)

i=1
In the regularization term defined in equation 3.23, § is replaced with the following upper bound:
d =drr (f(iL‘), A \A:c) <drr(f(x),0), (3.31)

where O = %(1, ..., 1) is the center of the simplex A°~!. Thus,

fil@)

C

d < 2arccos Z (3.32)
i=1

3.3 Experiments

The regularization method introduced in section 3.2 is evaluated on MNIST and CIFAR-10
datasets. The method uses the loss function introduced in equation 3.24.
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3.3.1 Experiments on MNIST Dataset
3.3.1.1 Experimental Setup

For the MNIST dataset, a LeNet model is implemented with two convolutional layers of 32
and 64 channels, respectively, followed by one hidden layer with 128 neurons!. Three models
are trained: one regularized model, one baseline unregularized model, and one model trained
with adversarial training. All three models are trained with the Adam optimizer (8; = 0.9
and By = 0.999) for 30 epochs, with a batch size of 64, and a learning rate of 1073. For the
regularization term, a budget of ¢ = 5.6 is used, which is chosen to contain the L., ball of
radius 0.2. The adversarial training is performed with 10 iterations of PGD with a budget
€adv = 0.2 using Lo, norm. It was found that A = 1076 yields the best performance in terms of
robustness—accuracy trade-off; this value is small because there was not attempt to normalize

the regularization term.

The models are trained on the 60,000 images of MNIST’s training set and then tested on 10,000
images of the test set. The baseline model achieves an accuracy of 98.9% (9893/10,000), the
regularized model achieves an accuracy of 94.0% (9,403/10,000), and the adversarially trained
model achieves an accuracy of 98.8% (9,883/10,000). Although the current implementation
of the regularized model is almost six times slower to train than the baseline model, it may
be possible to accelerate the training using, for example, the technique proposed by Shafahi
et al. [135], or using another method to approximate the spectral norm of J. Even without
relying on these acceleration techniques, the regularized model is still faster to train than the
adversarially trained model.

3.3.1.2 Robustness to Adversarial Attacks

To measure the adversarial robustness of the models, the PGD attack is used with the L., norm,
40 iterations, and a step size of 0.01. The L., norm yields the hardest possible attack for the
method, and corresponds more to the human notion of “indistinguishable images” than the Lo
norm. The attacks are performed on the test set, and only on images that are correctly classified
by each model. The results are reported in Figure 3.3. The regularized model has a slightly
lower accuracy than the baseline model for small perturbations, but the baseline model suffers
a drop in accuracy above the attack level e = 0.1. Adversarial training achieves high accuracy
for small- to medium-sized perturbations but the accuracy decreases sharply above ¢ = 0.3. The
regularized model remains robust even for large perturbations. The baseline model reaches 50%
accuracy at € = 0.2 and the adversarially trained model at ¢ = 0.325, while the regularized
model reaches 50% accuracy at € = 0.4.

!The code is available here: https://github.com/lshigarrier/geometric_robustness.git.
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Figure 3.3: Accuracy of the baseline (dashed, blue), regularized (solid, green), and adversarially
trained (dotted, red) models for various attack perturbations on the MNIST dataset. The
perturbations are obtained with PGD using L, norm.

Table 3.1 provides more results against AutoAttack (AA) [102], which was designed to offer a
more reliable evaluation of adversarial robustness. For a fair comparison, and in addition to
a baseline model (BASE), the partial isometry defense (ISO) is compared with several other
computationally efficient defenses: distillation (DIST) [49], Jacobian regularization (JAC) [133],
which also relies on the Jacobian matrix of the network, and Fisher information regularization
(FIR) [57], which also leverages information geometry. An adversarially trained (AT) model
using PGD is also considered. ISO is the best defense that does not rely on adversarial training.
In future work, ISO may be combined with AT to further boost performance. Note that ISO and
JAC are more robust against Ly attacks since they were designed to defend the model against
such attacks. On the other hand, AT is more robust against L., attacks, because the adversarial
training was performed with the Lo, norm.

Table 3.1: Clean and robust accuracy on MNIST against AA, averaged over 10 runs. The
number in parentheses is the attack strength.

Defense BASE ISO DIST JAC FIR AT

Clean 99.01 96.51 98.81 98.95  98.84 98.98
AA-Ly (1.5) 35.70 43.38 35.35 38.74 1.68 73.34
AA-L (0.15) 10.38 22.15 9.63 13.30 0.03 95.43

3.3.2 Experiments on CIFAR-10 Dataset

A DenseNet121 model fine-tuned on CIFAR-10 using pre-trained weights for ImageNet? is
used. As for the MNIST experiments, the partial isometry defense is compared with distilla-
tion (DIST), Jacobian regularization (JAC), and Fisher information regularization (FIR). Here,

2The code is available here: https://github.com/lshigarrier/iso_defense.git.
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adversarial training (AT) relies on the fast gradient sign method (FGSM) attack [136]. All
defenses are compared against PGD for various attack strengths. The results are presented in
Table 3.2. The defenses are evaluated in a “gray-box” setting where the adversary can access
the architecture and the data but not the weights. More precisely, the adversarial examples are
crafted from the test set of CIFAR-10 using another unregularized DenseNet121 model. AT is
the more robust method, but ISO achieves a robust accuracy 30% higher than the next best
analogous method (FIR).

One of the objectives of this method is to provide alternatives to adversarial training (AT).
Apart from high computational costs, AT suffers from several limitations: it only robustifies
against the chosen attack at the chosen budget and it does not offer a robustness guarantee. For
example, under Gaussian noise, AT accuracy decreases faster than baseline accuracy (i.e., no
defense). Achieving high robustness accuracy against specific attacks on a specific benchmark is
insufficient and misleading to measure the true robustness of the evaluated model. The method
developed in this chapter offers a new point of view that can be extended to certified defense
methods in future works.

Table 3.2: Clean and robust accuracy on CIFAR-10 against PGD. The number in parentheses
is the attack strength.

Defense BASE ISO DIST JAC FIR AT
Clean 92.93 76.86 84.96 86.17 89.98  80.78
PGD (4/255) 2.49 40.17 7.54 856  9.74  68.82
PGD (8/255) 0.47 39.68 3.35 366  4.05  66.61

3.4 Discussion

In 2019, Zhao et al. [40] proposed to use the Fisher information metric in the setting of adver-
sarial attacks. They used the eigenvector associated with the largest eigenvalue of the pullback
of the FIM as an attack direction. Following their work, Shen et al. [57] suggested a defense
mechanism by suppressing the largest eigenvalue of the FIM. They upper-bounded the largest
eigenvalue by the trace of the FIM. As in the method developed in this chapter, they added a
regularization term to encourage the model to have smaller eigenvalues. Moreover, they showed
that their approach is equivalent to label smoothing [56]. In the framework developed in this
chapter, their method consists of expanding the geodesic ball i)(:l), ) as much as possible. How-
ever, their approach does not guarantee that the constraint imposed on the model will not harm
the accuracy more than necessary. In the framework of this chapter, matrix PJ (compared with
d/€) informs the model on the precise restriction that must be imposed to achieve adversarial
robustness in the Lo ball of radius e.

Cisse et al. [54] introduced another adversarial defense called Parseval networks (see section
2.1.2.2 for more details). To achieve adversarial robustness, the authors aim to control the
Lipschitz constant of each layer of the model to be close to unity. This is achieved by constraining
the weight matrix of each layer to be a Parseval tight frame, which is another name for semi-
orthogonal matrix. Since the Jacobian matrix of the entire model with respect to the input
is almost the product of the weight matrices, the Parseval network defense is similar to the
defense proposed in this chapter, albeit with completely different rationales. This suggests that
geometric reasoning could successfully supplement the line of work on Lipschitz constants of
neural networks, such as in [126].

Following another line of work, Hoffman et al. [133] advanced a Jacobian regularization to
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improve adversarial robustness. Their regularization consists of using the Frobenius norm of
the input—output Jacobian matrix. To avoid computing the true Frobenius norm, they relied
on random projections, which are shown to be both efficient and accurate. This method is
similar to the method of Shen et al. [57] in the sense that it will also increase the radius of the
geodesic ball. However, the Jacobian regularization does not take into account the geometry of
the output space (i.e., the Fisher information metric) and assumes that the probability simplex
Al is Euclidean.

Although this study focuses on Ls norm robustness, it must be pointed out that there are other
"distinguishability" measures that can be used to study adversarial robustness, including all other
L, norms. In particular, the L, norm is often considered to be the most natural choice when
working with images. However, the L, norm is not induced by any inner product and, hence,
there is no Riemannian metric that induces the Lo, norm. However, given an L., budget €, a
Ly budget €5 = v/deo can be chosen such that any attack in the e, budget will also respect the
€2 budget. When working on images, other dissimilarity measures are rotations, deformations,
and color changes of the original image. Contrary to the Ly or L, norms, these measures do not
rely on a pixel-based coordinate system. However, it is possible to define unrestricted attacks
based on these spatial dissimilarities, for example, in [47] (see section 2.1.1).

In this chapter, the partial isometry regularization has been derived for a classification task. The
method can be extended to regression tasks by considering the family of multivariate normal
distributions as the output space. Some experiments are conducted on the manifold of univariate
normal distributions in section 4.2. On the probability simplex A¢~!, the FIM is a metric
with constant positive curvature, while it has constant negative curvature on the manifold of
multivariate normal distributions [137].

Finally, the precise quantification of the robustness condition presented in equation 3.11 and
Proposition 3.2.5 paves the way for the development of a certified defense [113] in this framework.
By strongly enforcing Proposition 3.2.5 on a chosen proportion of the training set, it may be
possible to maximize the accuracy under the constraint of a chosen robustness level, which
offers another solution to the robustness-accuracy trade-off [59, 85]. Certifiable defenses are
a necessary step for the deployment of deep learning models in critical domains and missions,
such as civil aviation, security, defense, and healthcare, where a certification may be required to
ensure a sufficient level of trustworthiness.

3.5 Conclusion

In this chapter, an information geometric approach to the problem of adversarial robustness
in machine learning models has been introduced. The proposed defense consists of enforcing a
partial isometry between the input space endowed with the Euclidean metric and the probability
simplex endowed with the Fisher information metric. A regularization term was subsequently
derived to achieve robustness during training. The proposed strategy is tested on the MNIST
and CIFAR-10 datasets, and shows a considerable increase in robustness without harming the
accuracy. Future works could evaluate the method on other benchmarks and real-world datasets.
Several attack methods could also be considered in addition to PGD and AutoAttack. Although
this chapter focuses on Ly norm robustness, future work could consider other “distinguishability”
measures.

This chapter extends a recent, promising but understudied framework for adversarial robustness
based on information geometric tools. The FIM has already been harnessed to develop attacks
[40] and defenses [58, 57] but a precise robustness analysis is yet to be proposed. This chapter is
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a step toward the development of such an analysis, which might yield certified guarantees relying
on these geometric tools. This chapter has demonstrated the usefulness of such an approach by
developing a preliminary robustification method. Model robustification is a hard, unsolved yet
vital problem to ensure the trustworthiness of deep learning tools in safety-critical applications.
The framework proposed here could be extended and applied to existing certification strategies,
such as Lipschitz-based [107] or randomized smoothing [113], where statistical models naturally
appear (see section 2.2).

In the next chapter, several other research directions are explored about the relationship be-
tween machine learning robustness and information geometry. While the method described in
this chapter has been fully derived and evaluated, only preliminary results are presented for the
various frameworks introduced in the next chapter, along with suggestions for future develop-
ments.

3.6 Proofs

Proof of Proposition 3.1.11. (3.16) = (3.15). Assume (3.16). Let v € B(0,¢€). Thus, g, (v,v) <

€2. One has
52 52

- _ 2 _ 52
go(v,v) < ?gm(v,'v) < =2¢ = 0. (3.33)
Thus, v € B, (0, 6).

(3.15) = (3.16). Assume (3.15). Let v € T X, v # 0. Define w = ev/\/g,(v,v). Then,
g, (w,w) = €2. Thus, w € Bz(0,¢). Hence, w € B,(0,6). Thus, g.(w,w) < 6. Finally, one

has

€2

9a(v,v)
Equation (3.16) is obtained by multiplying by g, (v, v)/€>. O

o (w,w) = Ge(v,v) < 62 (3.34)

Proof of Fact 3.2.1. Only the third equality is proved (the second equality is a well-known fact
of linear algebra).

1
Let u € ker J. Then, JTGJu = 0; thus, u € ker(J T GUJ). Hence, (ker(JTGJ))" C (ker(J))™.
Let v € ker JTGJ. Since G is symmetric positive-definite, the function w — N(w) = VwT Gw

is a norm. It follows that 0 = v' JTGJv = N(Jv)2. The positive-definiteness of the norm N
i
implies Jv = 0. Thus, v € ker J. Hence, (ker(J))® C (ker(JTGJ)) . O

Proof of Proposition 3.2.4. The implication (3.21) = (3.20) is immediate (by double inclusion).

Now, assume (3.20) holds. Let v € D. Define wy = ev/\/g,(v,v) and we = ev//gz(v,v).
Then, with a similar argument as in the proof of Proposition 3.1.11, Equation (3.21) can be

obtained. Note that ws is well-defined because v ¢ ker(J). O
Proof of Proposition 3.2.5. First, the polar decomposition is introduced.
Let A be a (¢ — 1) x d matrix.

1
Define the absolute value of A by |A| = (ATA) . Note that the square root of AT A is
well-defined because it is a positive-semidefinite matrix

Define the linear map u : rg (|A|) — rg(A) by u(|A|z) = Az for any = € R
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Using the fact that |A| is symmetric, it follows that ||Az|?> = 2" ATAz = (AT Azx) 'z =
(JAP2z)Tx = xT|A|"|Alxz = |||A|x||?; thus, v is an isometry (note that u can be arbitrarily
extended to the entire R?, e.g., by setting ker(u) = ker(]A|).).

Let U be the matrix associated to w in the canonical basis.
The main result will now be demonstrated.
Let A = PJ. Using the polar decomposition, one has
PJ =U|PJ|, (3.35)

where U is an isometry from rg(|PJ|) = (ker |PJ|)* = (ker(PJ))* = (ker(J))* = D to
rg(PJ) = R¢"! (using the assumption that rk(J) = ¢ — 1). Transposing this relation, it follows
that

J'PT = |PJU". (3.36)
Hence, by multiplying both relations, one has
pPJJ'P'=UPJPU" =UJ"' P PJUT (3.37)
Assume that (ii) holds, i.e., PJJ"P = I, ;. Then,
J'GI=J"PTPI=U"PJIJTPTU=UU. (3.38)

Since U is an isometry from D to R¢"!, then U U is the projection onto D, denoted by IIp.
Therefore, one has J ' GJ = IIp, which is ().

Now, assume that (i) holds, i.e., J " PT PJ = Ilp, where IIp is the projection onto D. It follows
that

PJJ'P =UJP PJU" =ULIpU". (3.39)
Since rg(U") = D; then, IpU" = UT. Since U is an isometry from D to R°"!; then,
UUT =I,_,. Thus, PJJ PT = I,_; which is (i4). O

Proof of Proposition 3.2.6. The objective is to show that p*g = g. Using the coordinates 6
on A°"! (definition 3.1.1) and the standard coordinates on R¢, and writing f(z) = 6y =
(83,...,051) one has
G” = Ggo,ijv
O™ (8o) O’ (60)

_ZZ T

a=1 =1
& 9™ (60) 9 (B0)
= 00’ 007
Fori=1,...,c—1land a=1,...,c— 1 one has:
Ou*(6o) dia
= 3.40
00! ei ’ ( )
0
and for a = ¢ 0¢(80) .
1< (6o
— = — , 3.41
00° V0§ ( )
with 85 = /1 — Y52} 6. Thus,
(51] 1
— 42
GG 2] = 02 + ec 3 (3 )
which is the FIM, as defined in definition 3.1.2. [
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Proof of Proposition 3.2.7. For i =1,...,c— 1, the inverse transformation of 7(u) is
‘ 27t
pw(r) = ——, (3.43
" 1+ ||7/2||? )
and )
/2" -1
pe(r) = 2+——5—r. (3.44)
/2" +1
The proofs of Equations (3.43) and (3.44) are provided below.
Moreover, according to Proposition 3.2.6, the FIM in the coordinates (u!, ..., u¢~1) is the metric

induced on ;(A°!) by the identity matrix (i.e., the Euclidean metric) of R¢. Hence, it follows
that:

(T)

a= 1,3 1
_ Z pe (1)
87'Z 873 '
Fori=1,...,c—1land a=1,...,c—1, one has
op(r) 2 Tor!
—— i — = |, 3.45
or 11 2P\ T 2 [ /2P) (34
and for a = ¢ .
owlr) _ 27 (3.46)
ot (1+|l7/212)*
Thus,
Q. S B SiaTi T SjaTiT® n i (1%)? n Tird
o ( + ||T/2\| ot a A+l7/202) 20+ 177212 a@+[lr/212)2 [ @+ [r/212)?)
S R (PO A s s o] r'r
A+ lr212 7 THI20P T (ot /2127 o+ llr/202) )
_ 4 (5" B rird rird >
@+ [lr/202)> 7 L lr/212 142012 )0
@+ r2)*
O

Proof of Equations (3.43) and (3.44). One has 7(u) = A\’ with A = 2/ (2 — u€), where u¢ can
be expressed as a function of 7 as will be shown now. First, the following holds

c—1

Il =D (") = X%l ul|*. (3.47)

i=1
Since 4 belongs to the sphere of radius 2, one has ||u||? 4+ (u€)? = 4. Thus,

— (1€)2 c
Irll2 = X2 (4~ om%=4éf$;=§j&. (3.48)

Isolating u¢, one has
2|72 — 8 /2|7 =1
7[>+ 4 /2% + 1
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Now, u¢ can be replaced with the expression of A\. One obtains A = (1 + ||7/2||?) /2; thus,

W0 =5 = 1T (3.50)
O
Proof of Proposition 3.2.8. One has
7'(0) =2v6 /(1- Vor) (3.51)
Thus,
(6) 2_%#(9)2 oYelet 1-60 1+ V/ee
2 _i:1 4 _(1—/&)2_(1—\/97)2_1_\/ﬁ'
Hence, for any i =1,...,¢c— 1:
2 2V 0!
Cr R =Y 352
Now, J is computed. Let i and j in {1,...,c—1}:
or'(8) _ 8ij B Vi (3.53)
00 \/@(1_\/@) \/ﬁ(l—\/ﬁ)m
0 (s ) 50
Replacing Equations (3.52) and (3.54) with Equation (3.27) yields the result. O
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Chapter 4

Robustness and Geometry

In this chapter, the relationships between information geometry and neural networks robustness
are investigated. First, a model of recurrent neural networks seen as a stochastic differential
equation is introduced. Then, several experiments around the data leaf hypothesis proposed in
[1] are presented.

4.1 The Image and Kernel Foliations

In this section, following [1], the image and kernel foliations that will be used in the next sections
of this chapter are presented. Information geometry concepts have already been introduced in
sections 2.1.3 and 3.1.1.

Consider a machine learning model f : (z, w) — 6, where £ € R? is the input and w are the
learnable parameters of the model. The output 6 is the parameter of a statistical manifold
S = {p(y|0)}. The prediction of the model is sampled from p(y|f(x,w)). In the remaining of
this chapter, the model is assumed to be already trained, and only the behavior of the model at
inference is studied. Therefore, the learnable parameters w are fixed and can be discarded to
ease the notations. From now on, the model f takes only the input & and returns the parameters
0 = f(x) of the predictive distribution. The manifold S is endowed with the Fisher information
metric (FIM) g as defined in section 3.1.1. Consider the pullback of the FIM f*g. For a given
x € R?, the pullback of the FIM by the model f is represented by a matrix denoted by G in
the standard coordinates of R?. Following [1], this matrix is called the local data matriz. The
pullback operator can be seen as “retropropagating" the geometry from the output space S to
the input space R%. The local data matrix can be written explicitly as:

G = Byjf(a) [Va logp(y| f(@)) (Ve logp(y| f(2)) ] - (4.1)

It can also be formulated as a function of the Jacobian matrix J, of f and of the FIM G:

Gz = J, Gy Ja.

According to equation 2.2, if one moves along a small enough perturbation in one of the directions
of ker G, in the input space, then the predictive distribution p(y|@) is constant. For these
directions to exist, a sufficient condition is that the dimension of the input space d is larger
than the dimension of the output space ¢ — 1, which is typically verified in supervised learning.
According to [1], the directions of ker G, are the noise directions, i.e., directions in which the
inputs get more and more noisy while the network still predict the same output with the same
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N L
confidence. On the other hand, moving along directions in (ker Gw) changes the predictive

distribution p(y|@). In this case, the model will predict different outputs with high confidence.
These are the privileged directions for adversarial attacks.

Assume that G, has constant rank with respect to z. This can be verified experimentally. A
distribution D can be defined by

mERdHDm:kerémCRd

This object was already introduced in section 3.2.1, but more explanations are provided now. A
distribution consists in associating to each point  of a manifold M a subspace of the tangent
space T M in a smooth way. Moreover, the corresponding subspaces are required to have
constant dimension. Here, it is assumed that, for all &, one has dim (ker ém) = r for some fixed

constant r > 0. For each point & € R%, the objective is to find a submanifold N, c R?% such
that @ € N, and for any @’ € N, the equality T, N, = D, holds. If such N, uniquely exists
for all & € R?, then the distribution D is said to be integrable. The submanifold N, is called
the leaf of x and the set of all leaves for all z € R? is called a foliation. The entire manifold R?
is thus the disjoint union of all the leaves of the foliation. Since the distribution D is defined
by the kernel of the local data matrix, it will be called the kernel distribution. Its associated
foliation is the kernel foliation, and its leaves are the kernel leaves. Moving along a kernel leaf
means moving along a kernel direction at each point. Hence, the output distribution does not
change along a kernel leaf.

A necessary and sufficient condition for a distribution to be integrable is given by Frobenius
Theorem. First, the notion of involutive distribution is defined.

Definition 4.1.1 (Involutive property). Let D be a distribution and let X and Y be smooth
vector fields belonging to D (i.e., for all , X, € D, and Y, € D). Define the Lie bracket of
vector fields by [X,Y ], = XzY — Yo X.

Then, D is said to be involutive if [X,Y] € D.

Then, Frobenius Theorem can be stated.
Theorem 4.1.2 (Frobenius). A distribution D is integrable if and only if it is involutive.

There is no reason for an arbitrary neural network to induce an involutive kernel distribution.
In [1], the authors show that for a classifier using ReLU activation for the hidden layers and
softmax for the last layer, the kernel distribution is involutive (assuming the local data matrix has
constant rank). This result comes from the fact that such a network is piecewise linear. However,
the authors also claim that it can be shown experimentally that the kernel distribution induced
by the local Fisher matrix (obtained by differentiating with respect to the weight w instead of
the data point x) is not involutive. Then, the authors focus on the transverse foliation of the

kernel foliation which will be called the data foliation defined by x — (ker CNJQC)L. They show
experimentally that all the training dataset lie on a unique leaf of the image foliation. This claim
will be examined in section 4.3 by conducting several experiments. The advantage of the image
leaves compared to the kernel leaves is that it is possible to use G, to define a Riemannian metric

~ o\ L
on each image leaf, since by definition, the local data matrix is non-degenerate on (ker Gw) .

4.2 Robust Time Series Prediction

In this section, a framework is described for the prediction of time series with sequential models,
and more particularly with Recurrent Neural Networks (RNN). RNN are applied in chapter 5 for
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the prediction of airspace congestion. The reader can refer to section 5.4.1 for a more empirical
presentation of RNN.

Let S be an open set of R? called the state space. Let ¢ : S — S be a diffeomorphism of
S. The map ¢ is seen as a dynamical system such that s;y1 = ¢(s;). Let FF : S — R be
a smooth function called the measurement function. Let m > 2d + 1. Consider the map
U:se S (F(s),F(¢(s)),...,F(¢™ 1(s))) € R™. Then, the following result is true [138]:
Theorem 4.2.1 (Takens). For generic ¢ and F, V is an embedding.

In other words, there exist a subset S C R™ and a dynamical system ¢ : S — S which is
conjugated with ¢, i.e., ¢ = VLo do U for some diffeomorphism ¥ : S — S.

The input space S C R™ can be seen as a set of time series of length m. Given a time series
x € S C R™, the model f predicts a time series y € R¢ of length ¢. The simplest example is to
use = (F(8), F(¢(8)), ..., F(¢™ 1(s))) to predict the next measurement y = F(¢™(s)) (here
c = 1) or a sequence of next measurements y = (F(¢™(s)), F(¢™1(s)),..., F(¢™+1(s)))
for arbitrary c. In both examples, the aim of the model is to learn the conjugate dynamic
#. In the general case, it is assumed that there is a smooth function g : R™ — R such that
y' = g(¢'(x)) for 1 < i < ¢. In the examples above, g was the projection to the last component.
A model whose objective is to learn this mapping, i.e., f(x) ~ (g(é(w)), e ,g(&c(a:))), is called
a sequential model.

The goal is to study the kernel foliation of a sequential model f in order to guarantee the
robustness of such models to noise, adversarial attacks, and out-of-distribution samples. To
apply this framework, y € R€ is seen as a random variable whose distribution is parameterized
by the model output f(x) € R?. Hence, f does not infer y directly, but only the parameter
of the distribution of y. In chapter 3, the model output was the parameter of a categorical
distribution. In this section, the distribution of y is assumed to belong to the family . of
c-dimensional normal distributions, hence ¢ = ¢ + @ = @ A sufficient condition for
the existence of the kernel foliation is m > ¢, i.e., ¢ < (v/9+ 8m — 3)/2 and this condition is
assumed to be met in the following. Once equipped with the Fisher information metric G, H.
becomes a g-dimensional Riemannian manifold.

4.2.1 A Model for Recurrent Neural Networks

A recurrent neural network is a function f(x,h) where z € R is the input of the network and
h € R™ is the state of the network. The network’s prediction also depends on the learnable
parameters, but in what follows, these parameters are assumed to be fixed. In other words, the
goal is to study an already trained network. To simplify the analysis, it is also assumed that
the input x is univariate.

At iteration k, the network produces an output gx = f(xg,hr—1) € R. Define the recurrence
relation hy =g (gjk_m, Ok—(m=1) - > k-2, Qk_l) for some function g. In the following, the anal-

ysis is limited to the special case where g is such that: hy = (gjk,(m,l) ey Uk, gjk), which is
simply the input sequence shifted by one timestep.

Let X be a dynamical system living on a smooth manifold S of dimension d that is assumed
to be unobservable. Let F' be a measurement function. If X is in some state s € S, then the
associated measurement is y = F(s). For example, when studying the dynamics of an aircraft,
the state space is S C R'? since the state space of the complete dynamical model of an aircraft
has six degrees of freedom (three positions and three angles) along with their time derivatives.
In this example, y = F'(s) could be a measure of the altitude. In practice, the inputs are noisy
and the input is defined as z = y + w with some noise w. In the absence of noise, Takens’
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h(t) e(t)
——
g(t — (k= 1)7) gt—-7 g — L
A A A A

F

_|_.|.+ .....
s(t—71) s(t) s(t+71)

S

Figure 4.1: The objective is to learn the dynamic of a system living on a manifold .S, given a
measure function F'. However, a random noise w(t) is added to the measures. This noise can be
a Gaussian noise or an adversarial attack. Thus, z(t) = F(s(t)) + w(t). The prediction of the
model is §(t) = fr(z(t), h(t — 7)) where T is a time step. When 7 — 0, the difference equation
on h can be converted into a differential equation. A loss function is used to train the network
by computing the error e(t) = L(g(t), F(s(t + 7)).

theorem (Theorem 4.2.1) states that the network is able to predict yx1 = F(Sk11) from zj and
hi_1 if m > 2d. In the presence of noise, the objective is to know if the network will be able
to produce a series of correct predictions or if it will be drowned in the noise of the input, for
example if the variance of the predictions diverges. Moreover, the goal would be to quantify this
level of robustness against noise and to know how this level of robustness varies as the initial
conditions over h vary, or as the noiseless inputs vary. To address these questions, the recurrent
neural network is modeled as stochastic differential equation. The initial condition is a random
variable. Moreover, at each instant ¢, the network receives in input a random variable whose
law is known, e.g., a Wiener process (to model a purely random noise). Then, the curve of the
parameters of the output process can be studied. The output space is endowed with the Fisher
information metric g. To do so, the network is assumed to define a Gaussian law in each point
of the output space. The general model is illustrated in Figure 4.1.

The distribution of § depends on f which is generally non-linear. In this section, a simpler model
is studied for f. To approximate the true distribution of ¢, the idea is to see § as a sequence of
samples of a stochastic process which is the solution of a linear stochastic differential equation.
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f&({)

h(t —7)—— [at+1 br c7] h(t)
I
1 w(t)

Figure 4.2: Simplified model. It is assumed that m = 1 hence, h(t) = z(t — 1). Moreover, one
has h(t) = fr(w(t),h(t — 7)) = (a7 + 1)h(t — 7) + b7 + cTw(t). A constant 1 is added in input
to include the bias in the matrix of f.

This can be interpreted as a “linearization' of the model. Thus, the following assumptions are
made:

« The continuous case is considered i.e., h follows the differential equation h(t) = f(x(t), h(t —
1)) instead of the difference equation hy — hy_1 = f(xg, hr—1) — hg_1;

o f is purely recurrent i.e., the external input z(¢) is a Gaussian white noise (x(t)dt = dw(t));
e heRie.,m=1. Thus, h(t) = §(t);

e f is linear.

The simplified model is shown in Figure 4.2.

In order to study the robustness of the network, h is assumed to be a stochastic process solution
of the following differential equation:

dh(t) = (a.h(t) + b)dt + cdw(t),

where w is a standard Wiener process (i.e., Brownian motion). For a given ¢, one has w(t) ~

N(0,22).

It can be shown that h(t) ~ N(u(t),o%(t)). The objective of this section is to study the
properties of the curves of h in the space (u,0?) as a function of the initial conditions hg =
(1(0),0%(0)). Since h follows a Gaussian law, the space (u,0?) is the Poincaré half-plane H,
which is a hyperbolic space. Since f is linear, the curves can be described explicitly. Two kinds
of behaviors are expected depending on the eigenvalues of f. If f is a contraction mapping
(non-positive eigenvalue), the curves will exponentially converge to a limit value o* proportional
to the variance of h. This means that the preceding noise has been attenuated and only the
current noise affects the variance of h. If f has a positive eigenvalue, the curves will diverge
exponentially along o. It is then impossible to make prediction on the value of h since its
standard deviation diverges.

In the simplified case treated here, the input space has same dimension as the output space
(since both spaces are identical). Hence, the pullback metric is not degenerate and there is no
foliation in the input space.
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4.2.2 Stochastic Differential Equations

Consider the following stochastic differential equation (SDE) scalar, linear, autonomous, and
with additive noise:

dh(t) = (a.h(t) + b)dt + c.dw(t), (4.2)
h(0) = po p-s. (4.3)

where h is a stochastic process, w is a standard Wiener process, and a,b,c, ug € R. Assume
that a # 0. The SDE is a Langevin equation:

dh(t) = K (o — h(t))dt + Bduw(?),

with K = —a,a = —2, 3 = c. Its solution is an Ornstein-Uhlenbeck (OU) process [139]:

u(t) = a + (o — a)e ™5,
b b\
= _5 + o + g e,
2
2 6 —2Kt
=—(1—
o(t) = 4o (1 — 72K,
2
C 2at
= = (et ).
5, (€ )

If @ < 0, then o2(t) — —% and p(t) — —2.

If @ > 0, then 0?(t) — +o0 and:

o u(t) — 4oo if o > —2L.

a

o pu(t) — —oo if g < —2.

a

o p(t) — =Lifpg=-2

o’

Let g be the Fisher information metric associated to the family of univariate normal laws param-
eterized by their expectation p and their variance o2. Consider the parameter space (R x R* , g)
and the global coordinate system (R x R%, (u,02)). Let 6(t) = (u(t),0%(t)). The goal is to
compute the length of the curves L(tp,t) = ft'; 0(s)|ds for all t >ty > 0 as well as the curvature
of the curves. Using the coordinates @ = (u,0?), one has:

N2
p(y|0) = \/2;76@ (—W)

It can be shown[68] that:
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Assume that ¢ # 0 (since the Fisher information is not defined if 02 = 0). The norm of the
velocity is:

_ Val(ao + D = 1) + ac?e?)

ot
| ()‘ ‘CH1—€2at’ ’

hence,

t/2a((apo + b)2(e22s — 1) + acZe?as)

as
ds.
o [e][1 = e2os] o

Lito,t) =

Notice that the integration starts at ¢y > 0. Indeed, at t = 0, 6(0) is almost surely constant.
Thus, the Fisher information is not defined (and the velocity diverges).
The geodesic curvature of a curve 6(t) is [82]:

BRI — (D). 6(0)?
Ok

K (1)

The covariant derivative of @(t) along 8(t) has the following expression in coordinates:
Di6(t) = (6% (t) + 6°(1)67 ()T} (8(t)))O,

The Christoffel symbols have the following expression:

1
F?j = 7gkl(8igjl + 9jgi — Oigij)

2
: : 1 _pl 12 _ 12 _ 2 _ 2 _ _ 1
After computation, one obtains I';y = I'yy = I'fy = T35, = 0, I'f; = 1, I'5y = —=, and
I, =T% = —ﬁ, hence :

. e2at +1 2ac?
Dtg(t) — —a(alu,o =+ b)@atmau -+ €2at (aMO + b)2 - m 802

The norm of the covariant derivative is:

\/§|a|eat

T (et —1)2

|D:O(t)| \/acz(a,ug + b)2(e2at 4 1)2(e20t — 1) + €20t ((apg + b)2(e20t — 1) — 2ac?)>.

Furthermore, one has:

. . 2&2 62at 9 2a02 e2at
(DB(1),0(t)) = T2 — 1) ((GMO +b)" + e2at _ 1 |-

The following expression for the curvature is obtained!:

2at — 1) [(apo + b)? + c2a)?
t) = |e2at — 1 Ayt
K(t) = e llapo + ’\/Q[G(em —1)(apo + b)2 + 2aZee]3

Thus, one has k(t) > 0 (with a # 0 and ¢ # 0):

e If a <0 and apg + b # 0, the following holds :

b 2 2
lim k(t) = [(apo +5)" + a|‘
t=too V2|allapo + b2
!Notice that a(e*** — 1) > 0 for all a # 0 and ¢ > 0.
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e If a > 0, the following holds :

, |apio + b|
lim k(t) = .
() av/2((apo + b)2 + 2a)

o If afy + b =0 then k(t) = 0 for all .

Figure 4.3: An example of a curve 8(t) = (u(t),o%(t)) solution of equation 4.2 in the Poincaré
half-plane #H; (in red). The velocity tensor field @(t) is represented with blue arrows. The
covariant derivative Dté(t) is represented with green arrows. The parameters are a = —1,b =
1,¢ =1 and pug = —1. The curve is plotted between ¢t = 0.01 and ¢ = 2. Some geodesics of H;

are plotted for better visualization (in gray). The Y-axis corresponds to the variance v = o2.

In future work, the assumption m = 1 can be relaxed. The case h(t) € R™ where m is arbitrary
will be considered. It will no longer be possible to compute lengths and curvature explicitly.
The goal will then be to bound the length and the curvature of the curve of the output process
using known linear processes. A common method is to assume that the network is Lipschitz.
Under this assumption, it is possible to bound the output of the network by two linear processes.

Another direction is to take into account the correlation between consecutive time steps of the
input process z(t). To do this, the curves of a network taking as input a sequence of consecutive
time steps (as in Takens’ theorem) have to be considered. In this setting, the dimension of the
input space is strictly greater than the dimension of the output space, the pullback metric is
then degenerated and the kernel and image foliations appear. The objective is then to study
the interaction of these foliations with the curve 6(t). By bounding the output process with
known processes, it may be possible to quantify the robustness of the network to noise. In
particular, it may be possible to show that the standard deviation does not diverge in finite
time. The noise can come from a characteristic of the dynamical system that was not included
in the model, or from an unknown variable (e.g., the wind). It may also come from measurement
errors of transmission errors. It can also be intentionally injected (e.g., adversarial attack). If
the standard deviation is asymptotically bounded then the network is robust: despite the noise,
the observed output will always be sufficiently correlated with the expected output. In the next
section, some visualizations of the kernel foliation are provided.

4.2.3 Visualizing the Kernel Foliation

To get insights into the behavior of the kernel foliation, this subsection will develop visualiza-
tions using a low-dimensional problem. In order to obtain a visualization that is can be easily
interpreted, the dimension of the input space must be at most 3. Since Takens’ theorem (the-
orem 4.2.1) guarantees the existence of an embedding of the state space with at least 2m + 1
observations, the state space must have dimension d = 1.
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4.2.3.1 A simple one-dimensional dynamical system
The goal is to find a one-dimensional dynam-
ical system with interesting behaviors to be
learn by a neural network. The following sys-
tem is chosen for the experiments of this sub-
section:

dy _ .

e sin(7y)

This is a non-linear system whose equilibria
are the integers. The odd integers are stable
equilibria while the even integers are unstable
equilibria. A time step 6t = 2.1072 is chosen
and a dataset is created in the following way

for a supervised time series prediction:

e FEach input is a vector of three successive
points (y(t), y(t + 0t), y(t + 26t));

e The corresponding true output is the next
point y(t + 35t);

+ No noise is added for this experiment. Figure 4.4: Dataset consisting of trajectories of

a simple dynamical system (time ¢ on the X-axis,

Figure 4.4 shows the trajectories used to build y(t) on the Y-axis).

the dataset. The dataset consists of 3,936
samples. The initial points are taken between
—3 and 3. There is a gap in the data between
—2 and 0 in order to study how the model will react to a lack of data. In particular, one of the
objective is to know if the model is able to generalize and to infer the existence of the stable
equilibria at —1. Another objective is to check if the model displays a high uncertainty when
performing predictions in the interval [—2, 0], and if the kernel foliation reflects the lack of data
in this interval.

4.2.3.2 A simple neural network

Since this problem is very easy, this experiment uses a small recurrent neural network. The 3-
dimensional input vectors are fed component by component to a LSTM layer (see section 5.4.1.2
for more details) with hidden dimension equal to 8. The hidden state of the last LSTM is fed
to a fully connected layer that outputs a 2-dimensional vector:

e The first component of this 2-dimensional output vector is g, the prediction for the true
output y = y(t + 39t);
e The second component is the standard deviation o > 0.

To train this network, the negative log-likelihood of the univariate normal distribution is used
as a loss function: ( )2
N y—y
L ,y) =1o =
(9.0,9) = log(o) +
The constant term %log 27 has been discarded.

The model is trained over 500 epochs with the Adam algorithm [140] (learning rate = 1073,
B1 =0.9, B2 = 0.999). To evaluate the model, three test datasets are used:

67



REPUBLIQUE
FRANCAISE
ENAC

Fraternité

4.2 Robust Time Series Prediction

e A validation dataset built from 51 trajectories whose initial points are uniformly sampled
from the interval [—3, 3];

e An in-distribution dataset built from 52 trajectories whose initial points are uniformly sam-
pled from [-3,—2] U [0, 3];

e An out-of-distribution dataset built from 31 trajectories whose initial points are uniformly
sampled from [—2,0].

Two evaluation metrics are used:

lg—yl
Yy

o The relative error r(g,y) = . The error range is [0, 1] and smaller error is better;

« The likelihood defined as the probability of sampling from N (4, 02) a point that is at least as
far from the mean ¢ as the true output y. The likelihood range is [0, 1] and higher likelihood
is better.

The metrics are averaged over each test datasets. The results are reported in Table 4.1 using
percentages for better readability.

Training Validation In-distribution Out-of-distribution
Relative error 0.18 5.72 0.21 15.64
Likelihood 7.29 11.44 6.32 17.87

Table 4.1: Model evaluation over the training set and four test datasets. The relative error
measures the accuracy of the model, while the likelihood measures the quality of the uncertainty
quantification of the model. Both metrics are reported in %.

The model has very low relative error and low likelihood on the training and in-distribution
datasets. This means that the predictions of the model are very close to the true outputs,
but the predicted standard deviations are very small such that the model is overconfident even
with respect to its good predictions. On the out-of-distribution dataset, a higher relative error is
observed, associated with a higher likelihood. That means that the model predicts high standard
deviations when confronted to out-of-distribution data such that, even if its predictions are poor,
its level of confidence is correspondingly low.

To illustrate these remarks, Figure 4.5a shows the predicted trajectories and standard deviations
along with the true trajectories for several initial points. The trajectories are predicted in a
non-recursive mode, i.e., the model uses the last three points of the true trajectory for its next
prediction, disregarding its own predictions for these three points. In Figure 4.5a, the error is
higher on the out-of-distribution range [—2, 0], but that the standard deviation is also higher in
this range. Figure 4.5b shows the same initial points but the predicted trajectories are obtained
in a recursive mode, which means that the model uses its own predictions as inputs for the next
ones. In order to account for the propagation of error, the standard deviations are accumulated
over time (contrary to the non-recursive mode where the standard deviation is displayed by
assuming that the error in the inputs is zero). In Figure 4.5b, the model is not able to infer the
existence of the stable equilibrium at -1. Instead, the trajectories starting in [—2, 0] converge to
the equilibrium at -3. This illustrates the inability of neural networks to infer even simple rules,
and shows that these models are reliant on the representativeness of the data to achieve decent
generalization performances.
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(a) Using non-recursive prediction. (b) Using recursive prediction.
The standard deviations are accumulated.

Figure 4.5: True trajectories (blue), predicted trajectories (green), and standard deviations
(red).

4.2.3.3 The kernel foliation

This paragraph will focus on the input space R3. The state space R can be embedded in R?
using the map y — (y(0),y(0t),y(2dt)), resulting in the one-dimensional submanifold depicted
in Figure 4.6a. The equilibria of the dynamical system correspond to the points of the diagonal
X=Y=Z with integer coordinates. Since, the coordinates of (y(0),y(dt),y(2dt)) are close to
each other, all the points of the embedded state space are close to the diagonal. To improve
the visualization, the input space R? is rotated such that the X-axis is sent to the diagonal
X =Y = Z, and the space is scaled by 1//3 such that the X-axis keeps the same range. The
result is shown in Figure 4.6b where the various equilibria corresponding to points (y,0,0) can
be seen.

The (mean, standard deviation) coordinates are used on the output space of univariate normal
distribution, while the canonical coordinates of R3 are used on the input space. Given a point
0 = (g,0) of the output space, the corresponding Fisher information matrix is

Let € R? be a point of the input space. Let J(x) be the Jacobian matrix at & between the
input space and the output space in the chosen coordinates. Denote the model by f such that
(§,0) = f(x). Then, the pullback metric on the input space is

CN;;E = J(CIS)TGf(w)J(CB)

It is assumed that G has constant rank equal to 2. This is confirmed experimentally by sampling
points in R? and computing the rank of G at these points. No point was found with a rank smaller
than 2. Hence, the kernel of G has constant rank equal to 1. It defines a distribution of dimension
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(a) Using the canonical coordinates. (b) After a rotation and a scaling. The Y- and Z-axis
ranges have been modified.

Figure 4.6: Embedding of the state space in the input space. The red parts correspond to the
training data while the blue parts were not seen by the model during training.

1 over R®. Since a one-dimensional distribution is always integrable, this guarantees the existence
of the kernel foliation. The only relevant points are the ones that are on the embedded state
space or close to it. Thus, several points are chosen along the embedded submanifold and the
kernel leaf containing each point is computed. The result is shown in Figure 4.7 with two points
of view.

Several remarks can be made:

e The kernel leaves are compact.

o The interval [—2,0] which was outside the distribution of training data does not reveals
any abnormal structure in the leaves (at least qualitatively) compared with the rest of the
foliation.

e The kernel foliation exhibits a symmetry around the image of 0 in the embedded manifold.

e Some leaves exhibit a chaotic behavior. It is not known if it is an artifact of the integration
method used to compute the leaves, or if it is a property of the leaves themselves.

Future work could explore more formally the properties of the kernel leaves and how these
properties can be linked to the behavior of the recurrent neural network.

4.3 Foliations

In this section, several experiments are performed around the data leaf hypothesis introduced
in [1].

70



EX
REPUBLIQUE
FRANGCAISE

Liberté
FEgalité
Fraternité

4.3 Foliations

Figure 4.7: Kernel leaves (in green) of points belonging to the embedded state space, viewed
from two different angles. The magenta arrows are basis of the kernel at each of these points.

4.3.1 Adversarial Attacks and Leaves

The behavior of the FGSM attack with respect to the data leaf is investigated?. In particular,
the goal is to determine whether the adversarial examples lie on the data leaf or are far from it,
and whether they are orthogonal to the data leaf.

4.3.1.1 Experiment setup

The MNIST dataset is used with LeNet®. The model is trained with SGD, batch size 64, and
learning rate 0.01.

As in [1], the model from the 10th epoch is chosen for the experiments. Indeed, according to [1],
the rank of the local data matrix shrank by the end of the training and the local data matrix
does not have constant rank over the input space. Therefore, a partially trained model must be
chosen to ensure that the rank is constant.

All the attacks will be performed on examples taken from the test set of MNIST. Figure 4.8a
shows several FGSM examples for various attack budgets while Figure 4.8b provides the accuracy
of the model over the test set when the test examples are replaced by FGSM examples for
increasing levels of attack budget.

4.3.1.2 Projecting an FGSM example on the data leaf

Algorithm 1 from [1] is used to find a horizontal path between each image xo and its adversarial
example &. If the algorithm does not converge (i.e., the adversarial example is not on the data
leaf), the last iterate 7 is used as an estimate of the Euclidean projection of the adversarial
example & on the data leaf.

2The code for this entire section is available here: https://github.com/lshigarrier/nn_foliation.
332 and 64 channels respectively in the two CNN layers, and 128 units in the fully-connected layer.
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(a) Each row corresponds to a certain attack (b) Accuracy over the test set when the test examples are re-
budget in the Lo norm (denoted “Eps"). Five placed by FGSM adversarial examples for increasing levels of
examples are given for each budget level. On attack budget.

top of each example, the predictions of the

model on the original test example and on the

adversarial example are provided along with

the predicted probability. Note that the first

row contains only original test examples since

the budget is set to 0.
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Figure 4.8: FGSM attack

Predicted class | Predicted probability (%)
Original example x 5 98.10
FGSM example & 3 74.81
Projection on the data leaf 3 70.57

Table 4.2: Predicted class and probability for the original example (Figure 4.9a), FGSM example
(Figure 4.9d), and projection of the FGSM example on the data leaf (Figure 4.9¢c).

This experiment is performed on an example from the test set shown in Figure 4.9a.

As shown in Table 4.2, the projection of the FGSM example on the data leaf is also an adversarial
example. Now, various distances and angles are computed to see how the adversarial examples
behave with respect to the data leaf. For example, the Euclidean norm || — xr||2 gives the
Lo distance between & and the data leaf. As depicted in Table 4.3a, the projection xp is
closer to the original image xy in Ly norm but farther in Lo, norm. The angle v between
& — o7 and (ker G,.) can be obtained as follows. Let v = (& — x7)/||& — @7|2. One has

cosy = /> ;—; (vT e;)? where (e;) is an orthonormal basis of (ker G..)". Table 4.3b shows that
the angle between the data leaf and & — 7 is (almost) 90° as expected.

4.3.1.3 Anti-adversarial examples

Experiments show that the entropy reaches a maximum along the horizontal path connecting x
to r in the data leaf. When the entropy is maximum, the model is uncertain about the right
class despite the image being easily classified by humans. In this paragraph, these images are
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_ Lz norm | Lo norm Angle between the data leaf and:
d(xo, ) 2.04 0.100 =
T — xg 62.44
d(mo, a:T) 1.03 0.174 i—x 88.41
d(xr, &) 1.75 - L '
(b) Angles in degrees between the data leaf and various vec-

(a) Distances between various examples. |

Table 4.3: Distances and angles between various examples.

(a) Original image from (b) Anti-adversarial ex- (c¢) Projection of the (d) Adversarial image
the test set. ample. FGSM example on the obtained with FGSM
data leaf.

Figure 4.9: Original example, anti-adversarial example, projection on the data leaf, and FGSM
example. An anti-adversarial example is characterized as follows: the model is unsure about
how to classify the example despite being clearly recognizable by humans.

referred to as “anti-adversarial examples" (Figure 4.9b). The entropy and probabilities along
the horizontal path are presented in Figure 4.10.

The behavior of the neural network along adversarial directions is further illustrated. An image
xg is selected from the MNIST training set and the PGD attack is used to compute an adversarial
perturbation & of this image. Let w1 = & — xy be the adversarial direction. Another vector us is
randomly sampled from the orthogonal complement of w;. In figure 4.11, the plane of the input
space R? that is spanned by u; (Y-axis) and uy (X-axis) is plotted. The original example xg
is in the center of each figure. The width of the image measured with the Lo distance is equal
to 84. In figure 4.11a, the spectral norm (i.e., the largest singular value) of the Jacobian matrix
J of the network at each point of the (u;,u2) plane is plotted.

Figure 4.11a shows that the spectral norm is almost zero everywhere except around some bound-
aries where it becomes suddenly very large. Figure 4.11c allows to check that these boundaries
are actually the decision boundaries of the network. Moreover, the original example is very close
to a decision boundary when moving along the adversarial direction. This illustrates the fact
that, in high dimensional spaces, almost every point is close to a decision boundary along a least
one direction [87] (see also section 2.1.4.1). In figure 4.11b, the highest softmax probabilities
predicted by the network at every point are plotted. The network assigns very large proba-
bilities almost everywhere, except close to the decision boundaries where the “anti-adversarial
examples" can be found. This suggests that local defense strategies may not be efficient, since
the model is already almost constant close to the training points.

In [80], the authors also observe the sharp class transitions illustrated in figure 4.11. The
authors claim that such sharp class can robustify a model by obfuscating the adversary, since
the low gradient outside the decision boundaries does not contain a lot of information about the
direction of the closest decision boundary. Future work can investigate this behavior further, and
particularly why the model sensitivity increases dramatically when reaching a decision boundary.
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(a) Entropy along the horizontal path. (b) Probabilities along the horizontal path.

Figure 4.10: Entropy and predicted probabilities of each class with respect to the iterations of
Algorithm 1 [1]. Note that the x-axis is the iteration not the distance. After the algorithm
converges at the ~ 100th iteration, the entropy and probabilities are constant because the
distance between xg and the current iterate does not increase anymore.
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(a) The spectral norm of the Jaco- (b) The largest probabilities pre- (c) The class predicted by the net-
bian matrix of the network with re- dicted by the network. work.
spect to the input.

Figure 4.11: A plane of the input space where the Y-axis is an adversarial direction, while the
X-axis is a random direction orthogonal to the adversarial direction.

This behavior could also be studied in constrained networks such as Lipschitz neural networks
(section 2.2.2).

4.3.2 Trajectories on Leaves

This section explores the behavior of the model when moving along the data leaf by following
eigenvectors of the local data matrix. Algorithm 1 is used with T = 500 and a = 0.05. In the
MNIST dataset, the number of classes is ¢ = 10. The initial image g is shown in the first row
of Figure 4.13b.

Class changes are only observed in the eigendirection associated to the highest eigenvalue.The
distances plotted in figure 4.13a can be used to evaluate the “extrinsic curvature" of the data leaf
i.e., how the data leaf is curved inside R%. The second derivative of the distances of figure 4.13a,
provides a measure of the extrinsic curvature along the corresponding eigendirection. Several
observations can be made:
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(a) Except for the two highest eigenvalues (bottom middle and right), the entropy stays almost constant and close
to zero. For the highest eigenvalue (bottom right), three spikes corresponding to class changes can be seen (and
it seems to be reaching a fourth spike). For the second highest eigenvalue (bottom middle), there is a smaller
spike that does not lead to a class change.

Probabilities along eingendirections
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(b) Except for the two highest eigenvalues (bottom middle and right), the probabilities stays constant with the
probability of class “7" almost equal to one and the others almost zero. For the highest eigenvalue, there are three
class changes (from “7" to “9", then from “9" to “3", then from “3" to “9").

Figure 4.12: Entropy and probabilities along paths whose velocities are eigenvectors of the local
data matrix. The associated eigenvalues are sorted with the smallest one in the top left corner
and the highest one in the bottom right corner (the increase is along row first).
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Euclidean distance along eingendirections
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(a) For the first iterations, the distance increases almost linearly, indicating a low extrinsic curvature. Then,
several sharp slope changes are observed, indicating areas of high extrinsic curvature.

7 7 7 7 7 7 7 7 7
100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00%
7 7 7 7 7 7 7 3
100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 90.81% 53.07%
7 7 7 9
100.00% 100.00% 99.59% 84.39%

(b) Each column corresponds to a different eigendirection. The first row is the original image. The second row
is the image obtained at the point with maximum entropy. The third row is the final image obtained after T
iterations. Only the highest eigenvalue (right most column) leads to class changes, but these are not adversarial
examples because the perturbation is visible. For the other eigendirections, the model predicts the original class
“7" with very high confidence despite the perturbations being clearly visible.

Figure 4.13: Distance along paths whose velocities are eigenvectors and examples of images
along these paths.
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Algorithm 1 Paths along eigendirections

Require: initial point xy, max iteration 7', step size «, number of classes ¢
G + localDataMatrix(z)
V1, ..., Vel < eig(G) > the ¢ — 1 unit eigenvectors associated to the ¢ — 1 highest
eigenvalues of G in decreasing order
fori=1;i<c—1;i++ do
di — v;
€T; < o — OédZ/Hdz”Q
end for
k+1
while £ < T do
fori=1;i<c—1;i++ do
G + localDataMatrix(x;)
V1,...,0.1 < eig(G)
if v;'d; < 0 then
di — —;
else
di — v;
end if
T; < 5 — O[dl/”dZHQ
end for
k+—k+1
end while

e Three class changes that quickly follows each other were observed, and a fourth was going to
happen when the last iteration was reached (figure 4.12b),

o The area of high extrinsic curvatures are not aligned with the area of high uncertainty (and
class changes),

e The second highest eigenvalue seemed to start a class change but finally went back to the
original class,

o All other eigendirections keep the same class with high confidence and low entropy (figures
4.12a and 4.12b),

e The extrinsic curvature seems to be low around the original point but becomes larger farther
from it (figure 4.13a),

o The distance curves (figure 4.13a) seems almost piecewise linear, as if the extrinsic curvature
was generally low with small areas of high extrinsic curvature,

e The model has a high confidence despite the images being very noisy,

e Some images seems to contain information from other digits. In the last row of Figure 4.13b,
the third, fourth and sixth images seem to contain the shape of a “5". The fifth image contains
an horizontal bar in the “7" that was not present in the original image. And the last image
contains the shape of a “9" which is coherent with it being classified as a “9".
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Figure 4.14: Examples of images from the robust MNIST training set. The true label is indicated
above each image.

4.3.3 Robustified Dataset

This section investigates how the FIM and the foliations change when using different datasets
or different models for the same task. In particular, the changes in the FIM when using a
robustified dataset are studied.

4.3.3.1 Training a robust model with adversarial training

Using the same experiment setup as in subsection 4.3.1, a robust model is trained. The robust
optimization criteria is approximated by choosing a random starting point in a L, ball of radius
€ = 0.3, then performing 40 iterations of PGD with step size 0.01. PGD is an iterative attack
where, at each iteration, a small gradient attack is performed (FGSM attack in this case) then
the adversarial example is projected to the L, ball of radius e = 0.3 and to the acceptable range
of inputs (between 0 and 1 in this case).

In the following, the model trained on the standard MNIST dataset D is denoted by fsq, and
the model trained by adversarial training is denoted by fuqy-

4.3.3.2 Constructing a robustified MINIST dataset

The method described in [50] is used to construct a robustified dataset D, with the same size as
D using a one-to-one function D — D,., & — x,. The image x, is built from x using an iterative
process. Let gqqy be the composition of all layers until the penultimate layer of f,4, = ladw © Gadv
(the last layer l,4, is a softmax regression layer i.e., ly4,(2) = s(Wz + b)). The minimized loss
is:
E:c(z) = Hgadv(z) - gad’u(m)HQa

using normalized gradient descent i.e., the gradient is normalized and the iterates are clamped
between 0 and 1 to be admissible images. The initial image is uniformly sampled from D. For
each image x, 100 iterations are performed with step size 0.2. The image x, is defined as follows:

@, = argmin Ly(z).

Figure 4.14 shows several examples from the robustified training set. It is difficult (while not
impossible) for a human to recognize the correct label of these images. Nonetheless, they contain
enough information to reach a decent accuracy while being more robust than the standard model

fstd~

Now, a third model f, is trained on D, but without any adversarial training. The hyperpa-
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Model Standard accuracy Adversarial accuracy
[std 97.11 % 16.13 %
fadv 97.72 % 85.61 %
fr 73.96 % 38.30 %

Table 4.4: Standard and adversarial accuracy for the three models.

rameters are the same? as described in subsection 4.3.1. The three models feq, fado and f,. are
tested on the standard MNIST test set consisting of 10,000 images. To measure the robustness
of each model, the three models are also tested on adversarial examples of each image of the
test set. The adversarial samples are obtained using PGD with € = 0.3, 20 iterations, step size
0.01 and L, norm.

As shown in Table 4.4, f. has a higher adversarial accuracy than fggq but a lower standard
accuracy.

4.3.3.3 Exploring the data leaf of the three models
The following conjectures will be tested:

o The training and test data lie on the same leaf (the data leaf). This is less true for the test
set than for the training set. If true, the data leaf would be the approximation of the data
manifold from the point of view of the model;

o The adversarial examples are not on the data leaf;

o It is possible to distinguish between the three models fsq, fadw and f; using only the distri-
butions of the training, test, and adversarial examples in the foliation.

In order to test these conjectures, 20 images are randomly sampled from the training set and 20
images from the test set. For each of these images, an adversarial attack is crafted using PGD
with the Lo, norm, 100 iterations and a budget ¢ = 0.3. Then, for each model, two experiments
are performed:

1. For each pair of original (i.e., not adversarial) images, the horizontal path from the first image
to the second image is computed using Algorithm 1 from [1]. The Euclidean distance between
the last iterate and the second image is seen as the distance between the second image and
the leaf of the first image®. If all images are in the same leaf, this distance is expected to be
small,

2. For each original image, the horizontal path between this image and its associated adversarial
image is computed. Once again, the Euclidean distance between the last iterate and the
adversarial image gives the distance between the adversarial image and the leaf of the original
image. Here, if the adversarial images are not in the data leaf, the distance are expected to
be larger than in the former experiment.

The horizontal path are computed with a step of 0.1, and a maximum number of iterations of
200. To avoid excessive computation time, a robust stopping criterion is used. Denoting the loss

4with the exception that the model after the second epoch is chosen instead of the tenth because the model
seems to overfit the training set after the second epoch. This phenomenon was not observed for the other models.

®Note that this relation is not symmetric: this is not the same as the distance from the first image to the leaf
of the second image. To avoid excessive computation time, this other distance is not computed.
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Test examples: v1_mnist Test examples: v2_adv_train Test examples: v4_robust_mnist
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(a) Original images using fstq. (b) Original images using fodo- (c) Original images using fr.
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(d) Adversarial images using fsq. () Adversarial images using faao. (f) Adversarial images using f;.

Figure 4.15: Histograms of distances using 20 images from the test set.

function by L (i.e., the distance between the current iterate and the destination), the following

criterion is defined:
k|L(zg) — L(xp—1)|

L)

<n

where 17 = 0.001 is a tolerance.

In Figures 4.15 and 4.16, the histograms of the distances are plotted for each experiment. As
depicted in these figures, all the conjectures are false. The distances for the original images are
not close to zero and there is no difference between the training and test sets (first conjecture
is false). The distance for the adversarial images are actually smaller than for the original
images (second conjecture is false). The three models generate the same distributions for the
original images as well as for the adversarial images (third conjecture is false). These results
seem to indicate that the data leaf does not even exist, or at least not in the sense of being an
approximation of the data manifold. This is in contradiction with the claims of [1].

In [1], the authors use at least 5000 iterations, up to 10000 iterations, to construct the horizontal
paths. It might be possible that the horizontal paths were stuck in a local minimum. Because of
the computation time, these experiments cannot be conducted with 5000 iterations. However,
the horizontal path can be computed for a small number of examples. In Figure 4.17, the
evolution of the distance between the current iterate and the destination is depicted for 5000
iterations. If the algorithm is stuck in a local minima, it does not seem to escape from it with
more iterations. Moreover, the actual paths (also shown in 4.17) indicate that it is not possible
to reach the destination. This is especially true for f,4, where it seems that the class of the
image cannot be modified when moving along the leaf.

Now, one may conjecture that there is not a single data leaf, but one data leaf for each class.
To test this conjecture, 100 images are sampled from the training set. As in Figure 4.16, the
histogram of distances using fs+q are plotted but considering only the horizontal paths between
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Figure 4.16: Histograms of distances using 20 images from the training set.
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(a) Loss function using fsiq.

(b) Loss function using fod.

) Horizontal path using fstd. ) Horizontal path using foqo.

Figure 4.17: Loss function and horizontal path between two original images of the training set
using fgq and fuq, with 5000 iterations. The first image is the origin, the last image is the
destination, the five central images are sampled regularly along the horizontal path. Above each
image, the iteration and the predicted class are indicated.
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Figure 4.18: Histogram of distances between images of the same class using f.:q and 100 images
from the training set.

images classified in the same class. If images of the same class are in the same leaf, the distances
are expected to be close to zero. Figure 4.18 shows that this is not the case.

These experiments suggest that the definition of the data leaf given in [1] cannot be achieved in
practice. Future work should focus on studying the properties of the image foliation in order to
understand how it should be interpreted.

4.4 Conclusion

In this chapter, several speculative topics linking information geometry with the robustness of
neural networks against noise and adversarial attacks have been explored. After introducing
the notion of kernel and image foliations, a framework for studying models for time series
prediction was laid out by approximating a recurrent neural network with a stochastic differential
equation. Then, a visualization of the kernel foliation of such recurrent network was provided
in a simple case. In the second part of the chapter, several experiments were performed around
the idea of the data leaf. However, the interpretation of the data leaf given in [1] could not be
replicated. More generally, these experiments exhibit various behaviors that could be studied in
more details in future work. At least, the experiments and illustrations provided in this chapter
have demonstrated that studying machine learning robustness through an information geometric
lens is a fruitful direction that should be explored further.

The next chapter leaves the information geometric world and come back to applications for
civil aviation, in particular for the prediction of congested areas in the airspace. Moreover, a
framework for uncertainty quantification is developed and applied to state-of-the-art models for
time series prediction.
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Chapter 5

Traffic Prediction and Uncertainty
Quantification

In this chapter, machine learning techniques are applied to tackle traffic prediction problems.
The chapter begins by discussing the context surrounding congestion and complexity in Air
Traffic Management (ATM). Then, the literature about Air Traffic Flow Prediction (ATFP) is
reviewed, with a focus on machine learning approaches. The aim of ATFP is to perform traffic
prediction at a larger scale than classical trajectory prediction. The literature about complexity
metrics that are used to quantify the complexity of a traffic situation is also reviewed.

In the next section, a new ATFP model based on a recurrent model called encoder-decoder LSTM
is introduced. This work was presented at the Fourteenth USA /Europe Air Traffic Management
Research and Development Seminar [24]. In the final part of the chapter, this model is improved
using Transformer models that are the state-of-the-art framework for time series prediction. The
variational moment propagation method for Transformers is derived and evaluated on a traffic
prediction task using road data.

5.1 Context

With the continuous rise in air transportation demand (a 4.3% annual growth of the worldwide
passenger demand is expected until 2035 [141]), the capacity of the ATM system is reaching its
limits, leading to increased flight delays (expected to achieve 8.5 minutes per flight in 2035 with
the current system [142]). The Covid-19 crisis has severely impacted the aviation industry, with
a 90% decline of RPK (Revenue Passenger Kilometer) in July 2020 with respect to the same
period in 2019. However, the traffic is expected to regain its growth rate once the crisis is over,
with the worst-case scenario predicting a return to normality before 2025.

Congestion is defined as a situation where a set of trajectories strongly interact in a given area
and time interval, leading to potential conflicts and hence requiring high monitoring from the
controllers. Air traffic complexity is a measure of the difficulty that a particular traffic situa-
tion will present to air traffic control [143], and was shown to negatively affect the controller’s
decision-making ability and increase the error rate [144]. To address this complexity and im-
prove the service provision to airspace users through reduced delays, better punctuality, less
ATFCM regulations, and enhanced safety, the Extended ATC Planning (EAP) function was
introduced by SESAR JU as the Solution #118 [145]. The EAP function relies on automation
tools that enable early measures to be taken by ATC before traffic enters overloaded sectors.
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5.2 Air Traffic Flow Prediction (ATFP)

The implemented tools aim at bridging the gap between Air Traffic Flow and Capacity Manage-
ment (ATFCM) and Air Traffic Control (ATC) by facilitating the communication between the
local flow management position (FMP) and the controllers’ working positions, and providing
information to help taking actions at tactical time (less than one hour) such as rerouting or sec-
tor configurations. The gap between ATFCM and ATC can be described as follows: although
ATFCM measures have managed to balance the capacity with the demand, high complexity
areas may appear at the control level. These “hot spots" or “traffic bursts' require an intense
surveillance from air traffic controllers in order to decide if some trajectories should be modified
to avoid any conflict. Two problems must be addressed to reduce this increased workload: 1)
the prediction of hot spots tens of minutes before their formation, and 2) the mitigation of the
hot spots by appropriate early actions. This chapter focuses on the first problem of predicting
congested areas tens of minutes ahead of their formation.

5.2 Air Traffic Flow Prediction (ATFP)

Before presenting the model, the literature addressing the domain of application (Air Traffic
Flow Management) is reviewed with a focus on the concepts and methods linked to congestion
prediction at medium to short term. The literature to tackle the general problem of congestion
prediction can be grouped into three main approaches. The first approach considers conflict
detection tools in a time horizon lower than thirty minutes. The second approach focuses
on predicting the air traffic flow. The third approach computes various air traffic complexity
metrics.

5.2.1 Conflict detection tools

In the first approach of short-term conflict detection methods [146], the Medium-Term Conflict
Detection (MTCD) flight data processing is perhaps the most popular system. MTCD is de-
signed to warn the controller of potential conflicts between flights in a time horizon extending
up to thirty minutes ahead. The system integrates predictive tools that performs trajectory
prediction, conflict detection, trajectory update, and trajectory edition using "what-if" scenarios
and tools [146]. The MTCD applications, currently implemented in operational context, e.g.,
the Eurocontrol MTCD project [147], are mainly based on pairwise conflicts rather than on a
global approach. Moreover, for longer time horizons, the uncertainties on the trajectories make
it difficult to predict the exact trajectories that will be involved in conflicts.

5.2.2 Classic ATFP Methods

Air traffic flow prediction (ATFP) focuses on aggregate models [148] rather than simulating
the trajectories of individual aircraft. Trajectory-based models result in a large number of
states, which are susceptible to error and difficult to design and implement for air traffic flow
management [149]. The ATFP approach develops models of the behavior of air traffic that can
be used for the analysis of traffic flow management. Several methods were considered, ranging
from probabilistic algorithms modeling the flow over a network [148, 150, 149] to more recent
machine learning algorithms [151, 152, 153].

In [148], a linear time variant traffic flow model was developed based on historical data. The
dimension of this model depends only on the number of considered control volumes and not on
the number of individual aircraft. This model is able to forecast the aircraft count at an Area
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Control Center level with a time interval of ten minutes. Another flow-based model was later
developed in [150], called Link Transmission Model. In this model, a flight path is defined as a
sequence of directed links passing through sectors. An aircraft is assumed to cross each of the
links within an estimated crossing time such that the state of each link can be easily tracked.
Aggregation of links in each sector yields a traffic forecast for that sector. This approach is
extended in [149] where the authors introduce a dynamic network of air traffic flow characterizing
both the static airspace topology and the dynamics of the traffic flow. Historical data is used
to estimate the travel time corresponding to the weight of each edge of the network. Then, a
probabilistic prediction method is implemented for the short-term prediction (fifteen minutes)
of the air traffic flow.

5.2.3 Machine Learning ATFP

Recently, several machine learning models were proposed for ATFP. In [151], the authors define
a 3D grid over a given airspace containing the number of flights in each cell. They rely on neural
network models that combine convolutional operations to extract spatial features and recurrent
operations to extract time-dependent features. The 3D grids of the last ten minutes are inputted
into the model to predict the 3D grid of the next timestep. A similar task is addressed in [152]
using several 3D convolutional neural networks to extract spatial features for one timestep then
recurrent layers to extract temporal features. In [153], the authors used support vector machines
(SVM) and recurrent neural networks to predict the hourly air flow in predefined routes from
time information (such as the time of the day, or the season and holiday indexes).

The main drawback of all the above-mentioned ATFP methods is that they do not define any
concept of congestion since the predicted variable is the aircraft count whether in a sector, a
route, or crossing a predefined waypoint. Hence, these models are unable to discriminate low
complexity situations from high complexity situations for a similar aircraft count.

5.3 Complexity Metrics

To address the limitations of ATFP methods proposed in the literature, the third approach
to congestion prediction redefines the forecast objective of the ATFP problem by considering
complexity metrics. First, two reviews that have been published on the topic [143, 154] are
presented. Then, classic complexity metrics and intrinsic complexity metrics are discussed.

Research focusing on defining and quantifying air traffic complexity, and on analyzing its impact
on air traffic controller workload, was extensively conducted during the last two decades [155,
156, 157, 158, 159, 160, 161, 162]. The traditional measure of air traffic complexity is the traffic
density, defined as the number of aircraft crossing a given sector in a given period [157]. The
traffic density is compared with the operational capacity, which is the acceptable number of
aircraft allowed to cross the sector at the same time period. This crude metric does not take
into account the traffic structure and the geometry of the airspace. Hence, a controller may
continue to accept traffic beyond the operational capacity, or refuse aircraft even though the
operational capacity has not been reached. This is the main motivation for the investigation on
complexity metrics.

The literature focusing on estimation of conflict probability (see [163] for one example) is not
addressed in this review.
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5.3.1 Reviews

In [143], Prandini et al. review various existing ground-based complexity metrics in order to
assess their potential extension to the future Air Traffic Management (ATM) system relying on
autonomous aircraft. The reviewed metrics are the following (more details can be found in the
next subsections 5.3.2 and 5.3.3):

o Aircraft Density (AD): the number of aircraft on a per-sector basis. This is the metric
currently used in most operational applications;

e Dynamic Density (DD): aggregate measure of complexity which aims to provide a more
relevant metric than AD by taking into account static and dynamic characteristics;

o Interval Complexity (IC): time-smoothed version of DD;

o Fractal Dimension (FD): aggregate measure of the geometric complexity of a traffic pattern,
independently from sectorization;

o Input-Output approach (IO): the complexity is evaluated as the control effort required to
avoid conflicts when an additional aircraft is added;

e Intrinsic complexity metrics: metrics capturing the level of disorder and the organization
structure of the traffic without any relation with the workload. Indeed, the evaluation of
workload is a long-debated issue and an inherently ill-posed problem. The difficulty of ob-
taining reliable and objective workload measures is the main motivation for investigating
complexity metrics that are independent of the ATC workload.

As part of his PhD dissertation [154], B. G. Nguyen makes a distinction between the control
workload and the traffic complexity:

o The control workload measures the difficulty for the traffic control system (human or not) to
remedy a situation;

e The traffic complexity is an intrinsic measurement of the complexity of the air traffic, inde-
pendently of any traffic control system. It is link to the sensitivity to initial conditions as
well as to the interdependence of conflicts. In other words, intrinsic complexity metrics aim
at modelling the level of disorder and the organization structure of the air traffic distribution,
irrespective of its effect on the ATC workload.

5.3.2 Classic Methods

In [155], Laudeman et al. introduce the Dynamic Density. It is a metric for air traffic man-
agement which aims at measuring the air traffic controller workload by relying both on traffic
density (count of aircraft in a volume of airspace) and traffic complexity. The objective is to
achieve better prediction of controllers’ activity than using the traffic density alone. The traffic
complexity is defined by a set of eight traffic factors. These traffic factors, along with the traffic
density, are weighted and linearly combined to produce a single indicator. The Dynamic Density
should also take into account the controller’s intent, but it was not included here due to the
difficulty to measure it.

The eight traffic indicators, selected by interviewing air traffic controllers, are the following:
heading change, speed change, altitude change, minimum distance below 5 NM, minimum dis-
tance between 5 and 10 NM, conflicts predicted below 25 NM, conflicts predicted between 25
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and 40 NM, conflicts predicted between 40 and 70 NM. The weights of these traffic factors are
determined using two methods: linear regression, and subjective weighting proposed by con-
trollers. Compared to an independent measure of workload, the regressed weights provide the
best prediction of controllers workload. The traffic indicators are shown to not be very corre-
lated, while speed change and conflicts predicted below 25 NM seem to be the least significant
of the eight factors.

In [156], Sridhar et al. develop the work of Laudeman et al. by investigating the prediction of
the Dynamic Density in short-term (5 minutes) and medium-term (20 minutes) time horizon.
They rely on a trajectory predictor called the Center-TRACON Automation System which uses
flight plans, radar tracks, and predicted atmospheric data at the ARTCC level. The authors
achieve good prediction performance that can be further improved by using aircraft data coming
form the Enhanced Traffic Management System (ETMS), which centralized aircraft information
from all ARTCCs. Possible improvements for the complexity metric include: use of aircraft
intents information, of structural characteristics (such as airways intersections), and of other
dynamic flow events (such as weather). The complexity should also address cognitive aspects
of controller workload. This prediction capability could then be used by Area Supervisors for
resource allocation and by TFM for airspace planning.

In [157], B. Hilburn reviews the literature into cognitive complexity in air traffic control. Com-
plexity can be defined as the state of being hard to separate, analyze, or solve. Some synonyms
of “complex" are: “complicated", “intricate", “difficult", or “involved". A complex system must
be distinguished from a complicated system (for which it is possible to provide a complete de-
scription, even if it consists of a huge number of parts). Complex systems are defined by: a
large number of elements, which interact dynamically, which contain redundancy, which enjoy
localized autonomy and low information sharing between all parts, with non-linear interactions
between elements, and with opacity (some system variables are unobservable). In ATC, com-
plexity can be defined as a measure of the difficulty that a traffic situation presents to an air
traffic controller. It is a multidimensional concept that includes static sector characteristics and
dynamic traffic patterns, and which is subjectively defined by controllers. ATC workload is a
function of the geometrical nature of the traffic, the operational procedure and practices, and
the characteristics and behavior of individual controllers.

The system engineering field has proposed several approaches to complexity. The notion of en-
tropy from information theory has been applied to team information transfer, human eye scan
behavior, or to the predictability and general dispersion of the traffic. Normative human models
rely on control theory (e.g., using Kalman filtering), queuing theory, or utility theory. However,
these approaches face several difficulties: measurement difficulties (variability of human behav-
iors), the fact that humans do not “optimize" but “satisfy" (which is harder to model), and the
fact that human behavior is very dependent on the context.

In [158], G. Chatterji and B. Sridhar use a multi-layered neural network to predict the controller
workload. The true workload is determined by a controller with a scale of three levels (low,
medium, high). The inputs of the neural network are a set of scalar measures taken from the
image processing literature. To compute these measures, the sum and difference histograms
of the position and velocity of neighbouring aircraft are computed. The neighbour relation is
determined using a minimum spanning tree where the weights of the graph are the distances
between each pair of aircraft. Their work is extended in [159].

Several versions of Dynamic Density have been proposed in the literature [160], [161]. For
example, the interval complexity introduced in [162] is a variant of Dynamic Density where the
chosen complexity factors are averaged over a time window.
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Another approach is the Fractal Dimension introduced in [164]. Fractal Dimension is an ag-
gregate metric for measuring the geometrical complexity of a traffic pattern which evaluates
the number of degrees of freedom used in a given airspace. The fractal dimension is a ratio
providing a statistical index of complexity comparing how detail in a pattern changes with the
scale at which it is measured. Applied to air route analysis, it consists in computing the fractal
dimension of the geometrical figure consisting of existing air routes. A relation between fractal
dimension and conflict rate (number of conflicts per hour for a given aircraft) is also shown in
[164].

In [165], an Input-Output approach to traffic complexity is exposed. In this approach, air traffic
complexity is defined in terms of the control effort needed to avoid the occurrence of conflicts
when an additional aircraft enters the traffic. The input-output system is defined as follow.
The air traffic within the considered region of the airspace is the system to be controlled. The
feedback controller is an automatic conflict solver. The input to the closed-loop system is a
fictitious additional aircraft entering the traffic. The output is computed using the deviations
of the aircraft already present in the traffic due to the new aircraft (issued by the automatic
conflict solver). This amount of deviations needed to solve all the conflicts provides a measure
of the air traffic complexity. This metric is dependent on the conflict solver and on the measure
of the control effort.

A Dynamic Weighted Network Approach is introduced in [166]. Three types of complexity
relations are defined: aircraft-aircraft (risk of conflicts), aircraft-waypoints (i.e the proximity
with the entry/exit points of a sector) and aircraft-airways (deviation of an aircraft from its
route). These complexity relations are combined in a dynamic network, where the nodes are
the air traffic units (aircraft, waypoints and airways) and the edges are the complexity relations
between them, weighted by a measure of this complexity. A aggregate complexity metric is then
derived from this network.

In [167], the authors define flight conflict shape movements on each point of an aircraft’s tra-
jectory based on the aircraft position and speed, as well as its likely angle of deviation and the
safety standards of separation. Using this flight conflict shape movement, a complexity value is
attributed to each pair of aircraft. Then, an average measure of complexity can be computed for
a user-defined area. The complexity metric thus defined is compared with the intrinsic metric
from [168] (see section 5.3.3). Despite its simplicity, this complexity metrics is able to account
for the complexity in typical scenarios.

5.3.3 Intrinsic Complexity Metrics

As elaborated in [143], these complexity indicators aggregate air traffic measurements and work-
load to describe the perceived complexity. However, the evaluation of workload is a long-debated
issue and an inherently ill-posed problem. The difficulty of obtaining reliable and objective work-
load measures is the main motivation for investigating complexity metrics that are independent
of the ATC workload. To address this issue, another approach has been developed in the lit-
erature: the intrinsic complexity metrics approach [169], [168]. As developed in [154], intrinsic
complexity metrics aim at modelling the level of disorder and the organization structure of the
air traffic distribution, irrespective of its effect on the ATC workload.

In [169], the authors interpolate a velocity vector field satisfying certain constraints, e.g., the
field shall be equal to the velocity of an aircraft if an aircraft is present at this point, the field
shall be flyable by an aircraft. The problem is modeled as a mixed integer linear program.
The complexity is measured as the number of constraints that must be relaxed to obtain a
feasible problem. In [168], an intrinsic complexity metric using linear and nonlinear dynamical

88



REPUBLIQUE
FRANCAISE
ENAC

Fraternité

5.4 Recurrent Model

system models is defined. The air traffic situation is modeled by an evolution equation (the
aircraft trajectories being integral lines of the dynamical system). The complexity is measured
by the Lyapunov exponents of the dynamical system. The Lyapunov exponents capture the
sensitivity of the dynamical system to initial conditions: if a small variation in the current air
traffic situation leads to a very different dynamical system, the complexity of the situation is
considered to be high.

In [170], an intrinsic complexity metric based on a linear dynamical system model is introduced.
This metric computes a measure of complexity in the neighborhood of an aircraft at a given
time. A filter is applied to consider only the flights that may interact with the reference aircraft.
For example, an aircraft that is vertically separated with the reference aircraft by 1000 ft (in
RVSM) will not interact with the reference aircraft, and, thus, should not be considered in the
metric computation. After this filtering, the selected aircraft positions are extended by adding
p forward positions and p backward positions. The aim of this extension is to take into account
uncertainties on the true aircraft’s positions.

Let nge be the number of aircraft samples retained for the computation of the metric. Consider
the matrices P and V', which denote, respectively, the positions and velocities of the n,. aircraft,
i.e.,

1T T2 ... Tpg. Vg Ugyg .. ’Uznac
P = | Y2 e ynac ; V = /Uyl va e /Uy’ﬂu,c ’
Z1 Z9 cee Rnge (A Vzg vZ"ac

where x;,1;, z; are the coordinates and vy, vy,,v., the speed components of the i sample. A
linear dynamical system & = Ax + b is fitted to the positions P and speeds V of these aircraft,
such that V'~ AP + b (here, b, representing the mean of the speed vector field, is broadcast to
be added to the matrix AP). The matrix A and the vector b are computed as the solutions of
the Least Mean Squares problem:

min ||V — (AP +b)||%. (5.1)

The complexity metric, ¢(A), is then defined as the absolute sum of the negative real part of
the eigenvalues of the matrix A

«(A)= > [Re(A(A)). (5.2)

Re(\(A))<0

Recall that the evolution equation of a linear dynamical system has the form P(t) ~ exp(At).
By diagonalizing the matrix A, it can be seen that the asymptotic behavior of the system
depends uniquely on the eigenvalues of A. Positive real parts of the eigenvalues correspond to
diverging behavior along the associated eigendirections while negative real parts correspond to
convergence to a critical point. The imaginary parts correspond to rotation behavior. Hence,
the metric ¢(A) measures the strength of the converging or shrinking behavior of the dynamical
system. Since the system is the closest linear dynamical system fitting the current positions
and velocities of the aircraft, a strong converging behavior corresponds to rapidly converging
trajectories, which are associated with high complexity. This metric is computationally efficient.

5.4 Recurrent Model

In the last two sections, the literature related to the target application has been reviewed,
including air traffic flow prediction and complexity metrics. Now, the first model used for
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prediction of congested areas is presented. This model is based on recurrent networks i.e., models
that process data in a sequential manner. After introducing the machine learning notions related
to recurrent models, the architecture of the encoder-decoder LSTM network is described and
evaluate it on synthetic data.

5.4.1 Review of Sequential Architectures

This section presents an overview of sequential models in machine learning. Sequential models
are particularly well-suited for time series, such as aircraft trajectories. The basic Recurrent
Neural Networks (RNN) layer is detailed first before describing some RNN variants such as Long
Short-Term Memory (LSTM) and Gated Recurrent Unit (GRU). Then, encoder-decoder models
are presented. The Transformer model, which is the current state-of-the-art machine learning
sequential model, will be introduced in section 5.5.1. Some Natural Language Processing (NLP)
concepts including beam search algorithm and attention mechanisms are detailed. A complete
review of other NLP concepts (language models, word embedding etc.) can be found in [5].

5.4.1.1 Recurrent Neural Networks (RNN)
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Figure 5.1: Basic RNN layer (left) and the same

layer unrolled through time (right). X represents Figure 5.2: A Long Short-Term Memory

linear mapping and ¢ represents the activation func- (LSTM) layer. The current input x; is com-

tion. bined with the previous hidden state h;_ 1
to compute the three gates used to update
the cell state ¢;_1; and compute a new hid-
den state hy.

RNN is a class of networks that is designed to process sequences of data rather than fixed-sized
inputs. Hence, they are very effective at analysing and predicting time series, and have been
extensively used in Natural Language Processing including automatic translation for example in
[171], or speech-to-text for example in [172]. They have also been applied in generative models,
for example in image captioning [173].

The basic RNN layer (Figure 5.1) can be described as follows. At each time step ¢, the recurrent
cell receives the input x; as well as its own output from the previous time step yy—1. The
output y; is computed according to Equation (5.3), where W is the weights matrix, b is the
bias vector and ¢ is an activation function, for example tanh or ReLU [174]. x; and y;_; have
been concatenated in a single row vector denoted [x¢; yi—1].

Yyt = ¢(W - [®;y1-1] + b) (5.3)

To train the network, the classical optimization algorithms (generally based on gradient descent)
need the gradients of the parameters with respect to the outputs. The backpropagation method
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is used to compute these gradients. It is often referred to as backpropagation through time
(BPTT) when applied to RNN.

To prevent overfitting, a technique often used with RNN is dropout [175], [176]. When applied
to a given layer, dropout consists in randomly remove (set to zero) a fixed proportion of the
outputs of the layer. The cancelled outputs changed at each forward pass in the network. The
dropout proportion (also referred as the dropout rate) is a hyperparameter.

In [177], Ba et al. introduce the layer normalization technique. Batch normalization is difficult
to apply to recurrent layers since it requires a set of statistics for each time-step. Batch nor-
malization computes the mean and variance for each neuron across the mini-batch while layer
normalization computes the mean and variance across all the neurons of the same layer.

5.4.1.2 Long Short-Term Memory

The basic RNN layer introduced above has difficulty learning long term dependencies when the
length of the sequence is very long. This problem has been referred as the vanishing gradient
problem [178]. To solve it, several architectures of RNN layer with long-term memory have
been introduced. Two of these new type of layers will be presented: Long Short-Term Memory
(LSTM) and Gated Recurrent Unit (GRU).

Long Short-Term Memory (Figure 5.2) were first introduced in [179], and then improved over
the years, see for example [180] and [181]. LSTM were designed to be faster to train than regular
RNN, and to be able to detect long-term dependencies. Contrary to the basic RNN layer, the
LSTM has two state vectors denoted h; (the hidden state) and ¢; (the cell state) which can
be seen respectively as the short-term state and the long-term state. The LSTM’s equations
are presented in Equations (5.4) to (5.9). In this paragraph, o is the logistic activation (to get
outputs between 0 and 1). The current input x; and the previous hidden state h;_; are used to
compute the controllers of three gates: the input gate controller 2;, the forget gate controller f;
and the output gate controller o; (Equations (5.4) to (5.6)). These gate controllers are simply
computed by a linear mapping followed by a logistic activation. In parallel, a candidate cell state
¢ is computed using the current input and the previous hidden state (Equation (5.7)). Equation
(5.7) can be seen as the LSTM equivalent of the equation of the basic RNN layer (Equation
(5.3)). In Equation (5.8), the current cell state ¢; is then updated by adding the previous cell
state ¢; (filtered by the forget gate) and the candidate cell state &; (filtered by the input gate).
The hidden state h; is finally computed by activating the cell state ¢; with the tanh function
(or another activation function such as the ReLU), which is then passed though the output gate
(Equation (5.9)). With the input gate ¢, the LSTM is able to store information in the cell state
¢, to extract it with the output gate o, and to discard it with the forget gate f;.

iy = o(Wilze hi—1] + by)
fi = oc(Wylzg hi_1] + by)
Oy =0 ;
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A variant of LSTM introduced in [182] called peephole connections uses the cell states ¢;—1 and
¢ to compute the gate controllers. Another variant of the LSTM is the Gated Recurrent Unit
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(GRU) introduced in [183]. Its equations are detailed in Equations (5.10) to (5.13). The GRU
is a simplified version of the LSTM, but seems to have the same performance as investigated
in [184]. The GRU has a unique state vector h;, while the forget and input gates are merged
into a single gate controller z; (Equation (5.10) and (5.13)). The output gate is replaced by
another gate controller r; (Equation (5.11)), placed between the previous hidden state h;—; and
the candidate hidden state h; (Equation (5.12)).

zi = o(W,[xs; he—1] + b)) (
re = o(W,[xs; he—1] + by) (
h; = tanh(Wp,[2s; 74 X he_q] + by,) (5.12
hi=z Ohi_1+(1—2)0h (

An improvement of the RNN structure is the Bidirectional Recurrent Neural Network (BRNN)
introduced in [185]. In the basic RNN layer, the hidden state h; is computed using only the
sequence of inputs x, ..., x;. However, the prediction at time step ¢ may depend on elements
that are further in the input sequence (for example in automatic translation). BRNN consists
in creating two networks, with one of these networks going through the input sequence in a
forward pass (xo until 7 where T is the length of the input sequence), and the other one going
through the input sequence backward (zr until xo). Hence, two sequences of hidden states are
obtained, and at each time step, the prediction can be computed using these two hidden states.
The main drawback of BRNN is that the full input sequence is needed to produce predictions,
so online predictions is impossible.

5.4.1.3 Encoder-Decoder Architecture

The first introduction of an encoder-decoder model for automatic translation is provided in
[171]. This model has also been applied to various tasks, such as speech recognition [186] or
video captioning [187].

Encoder-decoder models are used to map a fixed-length input sequence to a fixed-length output
sequence where the length of the input differs from the length of the output. The model consists
of two parts: an encoder network and a decoder network. The encoder network is made of
recurrent layers (such as LSTM or GRU layers). It receives in input the input sequence and
encodes it into one or more encoding vectors, define as the hidden states computed during the
last pass through the recurrent layers. The decoder network is also made of recurrent layers.
The hidden states of these layers are initialized with the encoding vectors computed by the
encoder network. The sequence used as input for the recurrent layers of the decoder network is
dependent on the ongoing process: training or inference. This point is detailed below. Either
way, given the initial hidden states and a suitable input sequence, the decoder network is able
to compute an output sequence with a length different from the input sequence’s length.

An important aspect of this architecture is the difference between the training procedure (when
the parameters of the network are optimized) and the inference procedure (when an output
sequence is generated by the network given an input sequence). The training procedure is
straightforward. A pair of input and output sequences is provided. The input of the decoder
network is defined as the true output sequence shifted from one timestamp to the right, such
that the decoder network receives as input the vector it should have predicted at the previous
timestamp. The first element of the input of the decoder network is simply a zero vector.
An error (for example the mean squared error) can then be computed between the predicted
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sequence and the true output sequence, and be backpropagated to compute the gradients of the
error with regards to each parameter of the network.

During the inference procedure, the true output sequence is obviously not known, hence the
input of the decoder network has to be redefined. A simple method consists in recursively using
the prediction of the last timestamp as the input for the next one. However, this method will
certainly accumulate prediction errors and lead to poor performances if the output sequence is
long enough. A solution to this issue is to change the task of the decoder network, such that
the network does not predict an element of the output sequence at each timestamp, but rather
a distribution over the possible outputs. Then, using a beam search algorithm, it is possible
to maintain at each timestamp a small number of possible output sequences using the partial
likelihood of each sequence as the metric. When the last timestamp is reached, the model can
output the sequence with the highest likelihood.

The beam search algorithm is illustrated with an example. Let ¢ and ? be respectively the
trained encoder and the trained decoder. The encoder ¢ is a function that takes an input se-
quence and returns an encoding vector v. The decoder 0 is a function that takes the encoding
vector v as well as the beginning of an output sequence y1,...,y; and returns the distribution
P(Yr+1|v, Y1, ..., yt) of the next element of the output sequence y;41 given the encoding vector
and the first terms of the output sequence. Let x1, ..., a7 be an input sequence. For example,
x1,...,x7 can be seen as a sentence where each x; is the representation of a word obtained with
word embedding (see [5] for more details about word embedding). In this example, the output
sequences ¥1, . ..,y are assumed to be built with elements y; taken from a finite dictionary D.
In the case of the automatic translation task, each y; is a word from the target language. The
final objective would be to compute the distribution p(yi,...,yr|x1,...,z7) and then take
the argmax to get the output sequence yi, ..., yr maximizing this distribution given the input
sequence. This distribution is unfortunately impossible to compute in a reasonable amount of
time, this is why an heuristic is used, namely the beam search algorithm. The first step is to
compute the encoding vector v = e(x1,...,x7). Then, the distribution p(y;|v) = d(v) is com-
puted, using a zero vector as input of the decoder network. A parameter B € N* corresponding
to the number of sequences that will be kept at each timestamp is introduced here for the beam
search. Therefore, using the distribution p(y;|v), the B start-of-sequence elements yi, ...,y
with the highest partial likelihood are chosen. Then, each of these start-of-sequence element are
used as inputs of the decoder: for every j from 1 to B, the distribution p(y2|v, y{) are computed.
For every j from 1 to B and for every element yo in the dictionary D, the partial likelihood
p(y],y2|v) = p(y2|v,y1) X p(yi|v) can be computed. Once again, only the B partial sequence
Y1, Y2 with the highest partial likelihood p(yf, y2|v) are kept. By repeating this process for each

timestamp, B complete output sequences ¥y, ...,y are built. It is then possible to output the
sequence with the highest likelihood among these B sequences. Note that there is no guarantee
that this is the sequence that maximizes p(yi, ..., yr|v).

The full potential of this basic framework is only achieved when it is combined with several
improvements. For example, reversing the order of the input sequence has been shown to
significantly improve the performance of the model [171]. Another family of improvements used
in many deep learning models is attention mechanisms. The idea behind attention mechanisms
is that, at each timestamp of the decoding process, the decoder should focus on specific parts of
the input sequence, and not on the whole input sequence as encoded into the encoding vector.
To achieve this goal, the decoder should be able to access all the hidden states of the encoder
network (one for each element of the input sequence) rather than only access the last hidden
state, namely the encoding vector. Several architectures are possible to implement an attention
mechanism, see for example [188] and [189]. The general idea is to train a multilayer perceptron
taking as input the last decoder hidden state as well as all the encoder hidden states, and
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outputting a vector of weights which sum to 1 (using a softmax activation), such that each
hidden state of the encoder is associated with a weight. It is then possible to sum all the hidden
states of the encoder weighted by the output of the multilayer perceptron, resulting in a vector
called the context vector. This context vector along with the last output of the decoder can
been used as the input for the next timestamp of the decoder.

What has been described here is in fact a special case of attention-based mechanisms called Gen-
eral Attention. Another type of attention mechanisms are Self-Attention, which apply attention
only among the inputs. This type of attention mechanisms is notably used in the Transformers
architecture introduced in [4] which is currently the state-of-the-art architecture for most NLP
tasks (see section 5.5.1).

5.4.2 Encoder-Decoder Long Short-Term Memory Network

This sections presents the sequential machine learning models that will process the series of
aircraft state vectors. The model is an encoder-decoder network architecture as described in
paragraph 5.4.1.3. Then, a one-dimensional convolutional layer used in the initial processing of
aircraft state vectors is described.

The Encoder-Decoder LSTM is a recurrent neural network designed to address sequence-to-
sequence problems. Sequence-to-sequence prediction problems are challenging because the num-
ber of items in the input and output sequences can vary. The Encoder-Decoder architecture is
comprised of two models: one for encoding the input sequence into a fixed-length vector, and a
second for decoding the fixed-length vector and outputting the predicted sequence. The inno-
vation of this architecture is the use of a fixed-sized internal representation in the heart of the
model, which may be referred to as sequence embedding. Both the encoder and decoder models
are defined as recurrent neural networks, i.e., LSTMs.

The input of the decoder consists of two elements: the output of the encoder and the previ-
ously predicted (i.e., decoded) output sequence term. During training, the previously decoded
sequence is provided as the ground-truth sequence at the previous timestep. During inference,
the true output sequence is obviously not known. Hence the input of the decoder network has to
be redefined. A simple method consists in recursively using the prediction of the last timestep
as the input for the next one. However, this method may result in accumulation of prediction
errors and lead to poor performance, especially if the output sequence is long enough. A solution
to this issue is to change the task of the decoder network such that the network does not predict
an element of the output sequence at each timestep, but rather a distribution over the possible
outputs. Then, using a beam search algorithm [190], it is possible to maintain, at each timestep,
a small number of possible output sequences using the partial probability of each sequence as
the metric. At the last timestep, the model outputs the sequence with the highest probability.

This framework is more suited for classification tasks where the output distribution is discrete
and finite. Even if it is possible to choose a family of continuous distributions to represent the
set of possible output distributions of the decoder network for regression, a simpler approach has
been retained here. The objective of the model is to find the output sequence Y that maximizes
the conditional probability P[Y'|X] given the input sequence X. More formally, the following
optimization problem is solved:

arg}r}naxﬂ”[Y\X] = arg)rfnaxHIP’[yﬂyl, cey Y1, X
t

The network directly outputs a prediction y, = argmax,_ P[y;|yi,...,yr—1, X] for the 7-th
element of the output sequence. Hence, at time step 7, the current estimation of the prob-
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Figure 5.3: Encoder-decoder LSTM model for complexity prediction. The encoder network
(left) uses a sequence of aircraft states xy,, - -, T4,4+,,—1 to compute an encoding sequence. The
decoder network (right) uses the encoding sequence and the complexity matrix outputted at the
last timestep ﬁt—l to compute a prediction.

ability of the partial sequence yi,...,yr—1 is [[; maxy, Ply:|yi,...,yi—1,X]. This greedy
approach can be seen as approximating maxy P[Y|X] = maxy [, Ply:|y1,...,y—1,X] by
[, maxy, Ply¢|y1,...,y:—1, X]. This approach is equivalent to the beam search algorithm with
a beam width of 1.

One-dimensional (1-D) Convolutional Layer. The first layers of the encoder network
are defined as 1-D convolutional layers to process the input sequence of aircraft states. A 1-
D convolutional layer consists of ny different filters. A filter contains a kernel of learnable
parameters with dimension h X m, where m is the dimension of the input sequence, and h, the
width of the kernel, is a hyperparameter of the convolutional layer. Each filter aggregates a
subsequence of the input sequence of length h such that each element of the output sequence of
the layer contains information from several successive timesteps. More precisely:

h .
yii =0 D > wiiskg |

k=—h 1

where y;; is the j-th vector element of the i-th sequence term outputted by the 1-D convolutional
layer, and x; is the [-th vector element of the k-th sequence term of the input; wil is the k-th
weight of the kernel of the j-th filter associated with the [-th dimension of the input sequence,
and ¢ is an activation function. If ¢ + k is lower than zero or greater than the input sequence’s
length, then x;4; = 0, for all [.

The convolution operation is performed only along the time dimension of the input sequence; this
is why this convolutional layer is referred to as “one-dimensional'. With the 1-D convolutional
layers, the encoder network is expected to identify dependencies in a very short time window,
such that the LSTM layers could process an intermediate sequence in which each timestep
contain dynamical information from the previous and following timesteps. This may facilitate
the computation of the embedding for the whole sequence. Without this convolutional layers,
the LSTM layers would process one timestep after the other without any information from the
next timesteps.
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Figure 5.4: Depiction of the entire framework. The dataset consists of trajectories where x!
is the state vector of the i*" trajectory at time ¢. The complexity values are computed as
described in Section 5.3.3. The dataset, consisting of the aircraft states and the complexity
matrices, is divided into training and validation sets. The encoder-decoder LSTM model is
trained (validated) with the training (validation) sets.

5.4.3 Methodology and experiments

The implementation details of the model are discussed now, starting with the description of the
dataset and the construction of the training set. Then, the architecture details of the encoder-
decoder model are provided.

5.4.3.1 Data acquisition and preprocessing

In order to test the capacity of the model to predict the complexity of the traffic, a dataset of
simulated trajectories is used. In the simulation, no deconflicting actions were applied, such that
each flight follows its flight plan without interacting with the other flights. Therefore, the true
complexity is obtained before mitigation, as opposed to historical data where the controllers
have already applied measures to lower the complexity. The dataset represents a regular day of
traffic over the French airspace. A trajectory is defined as a sequence of aircraft states. FEach
aircraft state consists of the following 8 elements.

State = [timestamp, aircraft ID, latitude, longitude, altitude,

ground speed, heading, rate of climb].

The trajectories are created by inputting flight plans to a simulator, where the flight plans consist
of a sequence of waypoints and a cruise flight level. The atmosphere is assumed to be in ISA
conditions with no wind. The final dataset consists of 8,011 simulated trajectories spread along
3,025 timesteps (1 timestep corresponds to 15 seconds). A complexity value is then computed
for each aircraft at each timestep as described in Section 5.3.3.

The objective of the supervised learning model is a sequence-to-sequence regression task. To
achieve this, a training set must be built using pairs of training inputs/outputs, consisting of
sequences of aircraft states paired with sequences of complexity values over the entire airspace.
To build the training outputs, a ¢ X ¢ matrix Hy is defined for each time step . The matrix Hy
will be referred to as a complexity matriz. This matrix is superimposed over the airspace, such
that each element of the matrix covers a small rectangle area whose dimensions depend on the
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Figure 5.5: A heatmap of the complexity matrices of one sequence of trajectories from the
training set. The longitude is represented horizontally and the latitude vertically. True values
after 40 minutes (left) and predicted values (right).

airspace size and on the parameter c. To avoid a too high output dimension, the altitude axis is
not considered. Hence, each area covers all flight levels and is only defined by the latitude and
longitude of its center point. Then, for a given area, the corresponding element of the matrix
takes the maximum value of the complexity metric of the aircraft inside this area at timestep t.
The complexity values are then scaled by a logarithmic function x — log(1 + x/T}), where Ty,
is a fixed threshold, to obtain a more uniform distribution. The H; matrices are then flattened

as ¢ vectors to be considered by the machine learning model.

At a given time t, the input vector x; is built by concatenating all the aircraft states currently
in the airspace, ordered by increasing longitude (and by increasing latitude if the longitude is
the same). This means that a given flight will not occupy the same position in x; for every
t. However, a given position in x; will be occupied by aircraft flying at roughly the same
geographical coordinates such that the positional information is preserved in the structure of
the inputs. To get a fixed-size input vector, the dimension of x; is set to the maximum number
of simultaneous aircraft states in the dataset multiplied by 8 (the length of an aircraft state). If
the number of states is lower than the maximum, the remaining elements of x; are padded with
ZEros.

Now, the training set can be defined as pairs of input sequences X, and output sequences
Y;fo where Xto = |:Zl}t0 s wto+tm_1} and }/7;0 = |:Ht0+tm R Ht0+tin+tpTEd—1:|g where tin is
the length of the input sequence, while ¢,,.4 is the time horizon of the prediction (length of

the output sequence). In the following, the dataset will be randomly divided between training
examples (90% of the dataset) and validation examples (10% of the dataset).

5.4.3.2 Architecture of the model

The proposed encoder-decoder LSTM model® predicts a sequence of complexity matrices using a
sequence of concatenated aircraft states as input (see Figure 5.3). Consider the encoder network
first. The input sequence is fed to one or several 1-D convolutional layers. The output of the
1-D convolutional layers is fed to several LSTM layers. The hidden state of the last LSTM
layer is the encoding sequence, which is the only encoder information that will be passed to the
decoder network. The decoder network consists of several LSTM layers (the hidden states of

'The code is available here: https://github.com/lshigarrier/PFE.
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Figure 5.6: A heatmap of the complexity matrices of one sequence of trajectories from the
validation set. The longitude is represented horizontally and the latitude vertically. True values
after 40 minutes (left) and predicted values (right)

these layers are initialized with the encoding sequence) followed by several dense layers, which
output a vector of dimension ¢? corresponding to the matrix of complexity values.

Another characteristic of the proposed model is that the decoder network is implementing a
technique called “teacher forcing". This means that, during training, the decoder network takes
as an additional input the true output sequence, but shifted by one timestep. In other words,
the decoder network also receives as input the output it should have predicted at the previous
timestep. During the inference process, the decoder network simply considers the prediction it
has made at the previous timestep.

Several variations of the dataset and of the network are tested in this section. First, a dataset
where the complexity matrices H; are smoothed using a Gaussian kernel is considered. Gaus-
sian smoothing was performed using a 3 x 3 approximate Gaussian kernel 1—16 [% zz ﬂ to smooth
the values of the complexity metric across the airspace. Smoothed data is then used to train
the model. Second, the effect of the length of aircraft trajectory in the computation of the
linear dynamical system metric is investigated. More precisely, p points corresponding to future
positions are added as well as p points corresponding to past positions of each aircraft. This
experiment aims at modelling the uncertainty of the aircraft’s positions along the curvilinear
abscissa. In particular, the effect of the choice of the parameter p on the performances of the
model is studied. The entire framework is summarized in Figure 5.4.

The hyperparameters of the implemented model are as follows. The convolutional layer has a
kernel of width h = 3 and n; = 512 filters. The encoder’s LSTM layer has a hidden dimension
of 128. The number of time steps for the encoder network is fixed at ¢;, = 160. Since one
time step is 5 seconds, this corresponds to 40 minutes, i.e., the model has access to the last 40
minutes of traffic to compute its prediction. The decoder’s LSTM layer has a hidden dimension
of 128 and is followed by one dense layer with output dimension 10,000 (since the complexity
matrix is a 100 x 100). The dataset (input and output) is linearly normalized between 0 and 1.
The ReLU activation function is used for the last dense layer. The sequence predicted by the
decoder network is set to tp,eq = 160, which corresponds to the next 40 minutes of complexity
values. For end-to-end model training, the Adam optimizer [140] is used with a learning rate
e = 1073, and hyperparameters p; = 0.9, and po = 0.999. The loss function is the Mean Squared
Error defined as

C2
MSE(H,H) = C%Z(izi — hi)?. (5.14)
=1
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Figure 5.7: Distribution of non-zero absolute errors between prediction and ground truth over
the validation set.

The mini-batch size is set to 128 and the model is trained over 100 epochs. The 8,011 simulated
trajectories of the dataset are spread across 3,025 time steps. Since the model requires pairs of
sequences of respective lengths t;, and tp,¢q, a set of 3,025 — t;, — tpreq = 2,705 sequences was
built. Among these 2,705 sequences, 2,434 were part of the training set, and 271 were used to
validate the model.

5.4.4 Results and Discussion

Figure 5.5 shows the true and predicted complexity matrices, as heat maps, for a sequence
from the training set. The horizontal axis corresponds to the longitude and the vertical axis is
the latitude. The color indicates the complexity value associated to each area of the airspace.
The complexity values have been rescaled to their original distribution. Figure 5.5 shows that
the model is able to predict the future complexity of the airspace, 40 minutes ahead of time,
with a reasonable accuracy. Figure 5.6 depicts the true and predicted complexity heat maps
for a validation sequence, i.e., that the network did not encounter during training. It can be
seen that the model is less accurate with validation examples. This may be due to overfitting,
although the validation loss curve seems to converge to the same value as the training loss.
Several regularization methods were tested, including Lo regularization, dropout, and Batch
Normalization, but they significantly decreased the overall performance. The small size of the
dataset (2,705 sequences) may explain why the model struggles to generalize, as well as the
absence of the vertical information in the target output.

To quantify the performance of the model, the absolute error between the predicted density
and the true density over the validation set is used. Given that the validation set contains
271 examples, each example containing 10,000 density values, a total of 2,710,000 values of
absolute errors are obtained, among which 182,982 errors are nonzero (which is expected since
the airspace is mostly empty). After removing the points with zero error, the histogram of the
non-zero absolute errors is plotted for three variants of the model, along with the corresponding
Mean Absolute Error (MAE). Figures 5.7a and 5.7b show the histograms for the model with
p = 10 (the same model used earlier in this Section) and p = 2, respectively. Figure 5.7c
shows the distribution of the non-zero errors when the output matrices are smoothed with a
Gaussian kernel. Comparing the two variants of the linear dynamical system metric (with p = 2
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or p = 10), the two distributions feature two modes other than zero. The distributions have a
decreasing overall trend but with a certain number of errors around or above 1. However, with
p = 2, the errors are spread across a smaller range and the MAE is smaller. There is also a
smaller number of non-zero errors overall. This result is coherent with the literature findings
that smaller sequences are somewhat easier to predict that longer ones, notably due to known
gradient vanishing or exploding issues. When the complexity measures are smoothed, the MAE
is five times smaller than non-smoothed output, reaching a value of 0.08. The total number of
non-zero errors is higher, which is due to the fact that there are more non-empty areas among
the smoothed outputs. The prediction task with a smoothed dataset seems to be easier for the
encoder-decoder LSTM model.

5.5 Transformer Model

This section expands the encoder-decoder LSTM model introduced in the previous section into a
Transformer model. First, the Transformer framework is described. Then, the main contribution
is elaborated in section 5.5.2: the variational moment propagation method is derived for the
Transformer architecture, which is referred to as the Bayesian Transformer. Finally, the Bayesian
Transformer is evaluated on a traffic prediction task. Preliminary results are provided and future
work are discussed.

5.5.1 The Transformer framework

The Transformer framework is the state-of-the-art paradigm for processing sequential data. It
was introduced by Vaswani et al. [4] in order to replace the recurrent encoder-decoder models
previously used in automatic translation. The Transformer framework is both more efficient
and faster to train since it is parallelizable contrary to recurrent layers. It is based entirely on
attention, replacing the recurrent layers by multi-headed attention blocks. The attention block
has two interesting properties:

o It is parallelizable, like convolutional layers but unlike recurrent layers;

e It has a smaller computational complexity than convolutional and recurrent layers if the
length of the sequence m is smaller than the representation dimension h;

The Transformer model also uses positional encoding (which provides the order of the sequence
to the network), skip-connections and layer normalization. Vaswani et al. apply their model
to automatic translation tasks using an encoder-decoder framework where the decoder is auto-
regressive, consuming the previously generated symbols as input when generating the text.

Thereafter, the main architecture blocks of the Transformer are briefly described.

Attention head. The core of the Transformer framework is the attention head freqq. It takes
in input a sequence z of length m. Each element of the sequence is a vector of dimension h,
such that z is seen as a h x m matrix. The head freqq also takes in input three matrices of
learnable parameters Opeqq = (wWg, Wk, wy) where wg, wix and wy are h X h matrices. In
the literature, wg are called the “queries" parameters while wg are the “keys" parameters.
Similarly, wy is often referred to as the “values" parameters. The attention head performs the
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following operations:
T T
z'wpwoz
fhead(2, Ohead) = wyz s <\I/(}»LQ> (5.15)

The function s is the softmax function applied column-wise, such that each column of the m xm

Ton T
matrix A(z, wg, wg) = s (ZUJK\/EUJQZ) adds up to 1. An attention head is basically a linear layer

wy z whose columns are combined linearly in m different manners according the weights given
by the columns of A(z, wg,wk). The so-called “attention mechanism" happens in zT'w;;'sz,
where each element of the input sequence z is compared to every other element of the sequence
(including itself). Thus, the i-th column of A(z,wqg,wk) is a vector of m weights, such that
Aji(z,wg, wk) represents how much attention should be given to the j-th element of z from

the point-of-view of the i-th element.

Note that the output freqd(2, Onead) is also a h x m matrix.

Attention block An attention block f,¢ is the composition of an attention head fjeqq With an
affine layer frc and two layer normalization operations f,orm. The affine layer has parameters
0FC = (’ch, bpc) such that:

frc(z,0rc) = ReLU(wpcz + bre), (5.16)

where wpc is a h X h matrix, and bpc is a h-dimensional vector added to each column of wrcz.

A layer normalization operation has parameters 0,0, = (Whorm, Onorm) Where wyorm and byorm
have dimension h, such that:

z—(2)

fnm"m(zv enorm) = wnm"m @ < ) + bnorm; (517)

var|z]
where (z) is the m-dimensional vector of the mean values of z along each column, while var|z]
is the m-dimensional vector of the variances of z along each column. Every operation, including
the element-wise product ®, is applied independently to each column.

Finally, fu can be written with parameters 6,4 = (Opead, ogﬂim, oﬁﬁ,),nm, Orc) as:

fatt(za eatt) = fFC (fnorm (fhead (fnorm (zv eq(qlo)rm) 70head) + z, 0§L2o)rm) 79FC') + z, (5'18)

where the input z is added after applying fread and fro to avoid the vanishing gradient is-
sue. This is known as residual connection. In practice, an attention block will contain several
attention heads with independent parameters. The heads can be computed in parallel, then
concatenated and projected back to a h x m matrix using a linear layer, before being fed to the
second layer normalization operation.

Transformer Encoder A Transformer encoder is built by stacking L attention blocks. This
architecture can be used for classification of sequential data, as well as for computer vision [191].

First, the input sequence x of dimension d x m can optionally be preprocessed to reduce the
representation dimension and obtain a h X m matrix zg, using one or several affine layers for
example. In the case of Natural Language Processing, this can be done with word embedding.
Since the Transformer architecture is not recurrent, a positional embedding must be added to
zo to provide the model with the temporal information (in the case of time series) [4]. Then,
the matrix zg can be fed to the L attention blocks, such that zp = fuu (zk,l, eg’;)) Finally, a
matrix zj, is obtained.
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To perform classification, the average of each row of z; is computed, thus obtaining a h-
dimensional vector z. The vector z is used in input of an affine layer yielding a c-dimensional
vector of logits j, where ¢ is the number of classes. The softmax function can be applied on g
to provide the probabilities s(§) of each class.

If a decoder is appended after the encoder, the “keys" and “values" matrices of the last attention

block are stored i.e., w%)zL_l and 'w‘(/L)zL_l, as the encoding vectors to be used by the decoder.

Transformer Encoder-Decoder In order to perform sequence-to-sequence prediction or
classification, one can use an encoder-decoder architecture, similar to the LSTM encoder-decoder
described in section 5.4.2.

The Transformer decoder has the same architecture of the encoder, with minor differences. The
decoder consists of an optional embedding, a positional encoding, L attention blocks, and a fully-
connected layer to perform the prediction or the classification. During training, the decoder will
receive in input the ground truth sequence. The decoder goal is to predict this sequence with
a delay of one timestep. In other words, if the decoder receives =, ! in input, it will predict
22, Then, the ground truth =? is given in input along " and x', and the decoder will predict
x3. The first element of the sequence x® is a “start-of-sequence token'. During inference, the

decoder uses its own predictions as inputs in order to predict the next element of the sequence.

The differences with the encoder occur in the attention blocks, which are no longer “self-
(k)

attention". Indeed, the decoder’s attention blocks only compute the “queries" we Zk-1, then

reuse the “keys" and “values' 'w%:)z,;_l and 'wg,L )zL_l from the encoder. The computation is

the same as described in equation 5.15.

Another difference comes from the fact that, when predicting the i-th timestep, the decoder
should not be able to use information from the subsequent timesteps. This is because, during
inference, the decoder will predict the output sequence in an auto-regressive manner thus, when
computing the i-th timestep, the subsequent timesteps have not been computed yet. To prevent
the decoder to access this information, a mask is applied to the weights A(z, wg, wx) computed
in equation 5.15. In the i-th column of A(z,wqg,wk), the weights corresponding to timesteps
strictly larger than i are set to 0, i.e., Aj;(z,wg,wg) = 0 for j > i. The other weights are
re-normalized to add up to 1.

This concludes the presentation of the Transformer framework. Now, the extension of this
framework with the variational moment propagation method can be laid out. In the following,
the Transformer framework described in this section will be referred to as the deterministic
Transformer, while the Transformer extended with moment propagation will be named the
Bayesian Transformer.

5.5.2 Moment propagation for Transformers

Deploying machine learning solutions to critical systems, such as air traffic control or healthcare,
hinges on building trustworthy models. Trustworthiness requires the robustness of the models
to noisy and unexpected input and the model’s ability to justify its decisions. These two prop-
erties depend on the ability of a model to quantify its own uncertainty. A natural measure of
uncertainty is obtained by estimating the posterior distribution over the learnable parameters
using Bayesian inference. This section develops the variational moment propagation framework
for Transformer models. The moment propagation method has already been successfully applied
to convolutional neural networks [192] and to recurrent neural networks [193].
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Since the variational inference method has been described in section 2.3.2, it will be directly
applied to Transformers in this section. The learnable parameters 8 of the Transformer model
are now seen as random variables. Let D be the training dataset. The goal is to compute the
posterior distribution p(8|D) of the parameters given the data. To achieve this goal, p(8|D) is
approximated by a variational family ¢(0|§) parameterized by €. Variational inference consists
in minimizing the negative evidence lower bound (ELBO):

—ELBO(£) = Egj¢ [~ log p(D|6)] + KL [¢(0[€)]|p(6)] - (5.19)

The moment propagation method consists in assuming that all distributions are Gaussian. Thus,
the prior p(@), the variational family ¢(8]€) and the likelihood p(D|0) are all Gaussian. With this
assumption, the distributions are entirely determined by their mean vector and their covariance
matrix. Thus, the variational parameters £ are the mean and variance of 8, which will be written
In practice, p and ¥ will be the learnable parameters of the Bayesian Transformer that will
be optimized with gradient descent. If p has dimension h then ¥ has dimension h%. To avoid
the quadratic increase in the number of learnable parameters and keep the memory impact
of the moment propagation method reasonable, the covariance matrix of every distribution is
assumed to be diagonal. Thus, the Bayesian Transformer has two times more parameters than
the deterministic Transformer. In the following, ¥ is considered to have the same shape® as
wu, and corresponds to the diagonal elements of the covariance matrix. More generally, the
parameters @ are all assumed to be independent from each other, even when they belong to the
same layer.

In section 2.3.1, it was shown that the negative log-likelihood can be written as:

—logp(D|6) = —> " log p(y;|x;, 6). (5.20)
=1

Since p(y;|x;, @) is Gaussian, it follows that?:

—log p(yilz:, 0) = % (i = g (@, 0) " 2 @2,0) (i — py(®:,0)) + log [ Sy (@, 0)| ), (5.21)

where pty(x;,0) and X, (x;, 0) are the moments of the conditional distribution over the output
y; given the input x; and the parameters 6. Since 0 is entirely defined by £ = (u, X), so are
and X, for a given ;. To compute p, and ¥, as function of £, the two moments p and X are
propagated from the parameters 8 to the output y.

In the following paragraphs, the moment propagation is described for every layer of the Trans-
former model. For every layer, the mean and variance of the input are denoted by p, and X,
while 1y and 3¢ are the mean and variance of the output of the layer. The square operations
are always computed element-wise.

Affine layer An affine layer has two learnable parameters wpc and bpo, with mean and
variance ft,,, 2, and pup, X respectively. Note that p,,, 3, are matrices, while p;, 3 are
vectors. The mean p of the output of the layer is given by:

ny = pywptz + fp. (5.22)
To compute the variance 3¢ of the output, Proposition 2 from [192] is applied and yields:

=5, piE, + E,pl + . (5.23)

2which can be either a vector or a matrix.
3The additive terms that do not depend on 8 have been removed.
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Attention block In the attention head computation given in equation 5.15, the multiplication
of two random matrices happens twice: when computing (wKz)Tsz and when computing
(wyz)A(z,wg, wg). This operation is similar to a linear layer. Consider two random matrices
z1 and zo with moments 1, 31 and p2, X9. The moments pr, 34 of the product 2123 are given
by:

By = H1p2, (5.24)

and
B =313 + puisy + Ty ps, (5.25)

where Proposition 2 from [192] has been used again.

Scaling by the constant 1/ v/h amounts to multiplying the mean by 1 / Vvh and the variance by
1/h.

To compute A(z, wg, wg), the moments have to be propagated through the softmax function.
Let 2’ be the input to the softmax function, with moments p,» and X,/. The mean of s(z) is:

oy = (). (5.26)

To propagate the variance, the first-order Taylor approximation of the softmax function is used.
Since the off-diagonal terms of the covariance matrix are assumed to be zero, the only required
elements of the Jacobian matrix of the softmax are the diagonal elements which are equal to
S$(py) © (1 — s(pyr)). Then, the covariance of s(z) is:

S =5 0 (s(uar) © (1 — s(par)))’. (5.27)

The moments are propagated through other non-linear activation functions in a similar manner.
In the implementation, the ReLLU activation function is used for the hidden layers, and the
sigmoid function is used for the output layer of the decoder. The mean is propagated by
applying the activation function to the mean of the input. Using the Jacobian matrix of the
ReLLU, the variance is propagated as:

Ef =23, 0 HR+ (/J’Z)v

where the indicator function is applied element-wise. For the sigmoid (denoted by f here), the
variance is propagated as:

Bp =30 (f(us) © (1 - f(p2))’

Layer normalization and residual connection Now, consider the layer normalization op-
eration (equation 5.17). Let iy, Xy be the moments of wyorm, and @y, 3p be the moments of
bnorm. To simplify the computation, the empirical mean (z) and variance var[z] are treated as
constants equal to (p.) and var[u,] respectively. Remember that (-) and var|-] are applied to
each column independently. The propagated mean is:

Bf = ey © (“z_mz)> + (5.28)
var(a-)
and the propagated variance is:
X=X @( 2 )+2 (5.29)
I \varlp " '
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Finally, consider a residual connection around a layer g, i.e., the goal is to compute the mean
and variance of f(z) = g(z) + z. The mean is:

pi=g(pz) + ps.

To propagate the variance through the residual connection, the first-order Taylor approximation
can be used. Let J; be the Jacobian matrix of g, while p, and X, are the moments of g(z).
The following holds:

Sp =5+ 8 +2(Jo(2) © (Be + 1) — = O pg)

However, this requires to compute the Jacobian matrix of g, which can consist of many op-
erations. To reduce the computational complexity, the extra assumption that z and f(z) are
independent is made. In this case, the variance is simply:

=3+ 3, (5.30)

In the implementation, equation 5.30 will be used.

Computation of the ELBO and training of the Bayesian Transformer Using the
previous paragraphs, it is possible to compute py(x;,0) and X, (x;,0) as a function of £ =
(i, X). Therefore, the negative log-likelihood can be computed using equations 5.20 and 5.21,
which is the first term of the negative ELBO. The second term is the Kullback-Leibler divergence
between the variational family and the prior. In this chapter, the standard Gaussian is chosen
as prior. Since the variational family is also Gaussian, the KL divergence can be computed
explicitly. According to equation 21 in [192], it follows that:

1
KL[g(01€)Ip(0)] = 5 3 (1} + % —log 5;), (5.31)
J
where the index j runs over all learnable parameters in & = (u, X). In practice, since the KL
divergence acts as a regularization term, it is weighted with a hyperparameter A > 0. Let
7 = (py, Xy) be the moments of the predicted output. The final loss function used to train the

Bayesian Transformer is:

2
1 & Yik = Py
Llpy, Dy y,6) = — 33 <2> +log By, | +AY (13 + %)~ log%;), (5.32)
i=1 k Yi k j
where the index i runs over the training set (or the batch), the index j runs over the learnable

parameters, and the index k runs over the element of the output y.

Let £* be the variational parameters after training. During inference, the predictive distribution
p(ylx*, D) is approximated as a Gaussian whose mean and variance are given by p,(x*,£*)
and X, (x*,&*). This moments are obtained by propagating £&* through the model as during
training. The mean p,(x*,£*) is the prediction of the model for the input «*, while the variance
3y (x*, &*) provides a quantitative measure of uncertainty in the output decision. Larger vari-
ance corresponds to higher uncertainty. An intuitive explanation is the following. Assume that

2
the regularization term is removed (i.e., A = 0) and that the model squared error (yz-,/r€ — Nyi,k>
is fixed and the same for all training examples. Then, the optimal value for ¥, is precisely

4The additive terms that do not depend on £ have been removed.
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Figure 5.8: Prediction of the model on one example of the test set of the simulated trajectories
dataset. From left to right: ground truth for each cell of the airspace, predicted classes, predictive
variance, absolute error between ground truth and predicted classes.

(yi,k — uyi’k)Q. Thus, during training, the model is learning to calibrate its uncertainty 3, , to
its actual performance on the training set given by the squared error. During inference, y; ; is
unknown, but 3, . provides an estimate of the squared error. A large variance 3, , means that
the model is expected to have provided a poor prediction and should not be trusted. Conversely,
a small variance means that the model is confident in its prediction.

5.5.3 Experiments

In this section, some preliminary results are provided about the Bayesian Transformer. The
model has been evaluated on three datasets: the simulated trajectories introduced in section
5.4.3, MNIST, and the PeMS-SF dataset. Overall, the Bayesian Transformer is harder to train
than the encoder-decoder LSTM. It has more hyperparameters and tends to be more unstable
during training.

Encoder-decoder Transformer for airspace congestion prediction A Bayesian encoder-
decoder Transformer model® is trained on the same dataset of synthetic trajectories used for
the encoder-decoder LSTM model in section 5.4.3. To simplify the problem, the regression task
is replaced by a classification task among five classes: no complexity, low, medium, high, and
very high complexity. The thresholds between the classes are chosen such that the classes low,
medium, high and very high are balanced in the training set. However, the “no complexity"
class remains by far the largest class in the training set. Thus, to alleviate the effects of the
unbalanced dataset, the classes are weighted in the loss function and a focal term is used [194].

Nonetheless, the Bayesian Transformer struggles to learn on this dataset. The predictions and
the variance tend to be almost constant accross the testing set. This may be due to the unbalance
of the dataset as well as the small numbers of trajectories in the training set (around 8,000)
compared with the number of learnable parameters in the Bayesian Transformer (around 18
million). An example of a prediction over the test set is provided in figure 5.8. This figure has
been obtained with a model consisting of 2 attention blocks in the encoder and the decoder, 2
heads per attention block, a representation dimension of 512, no regularization in the ELBO
(A = 0), Adam optimizer [140] (learning rate = 1073, 81 = 0.9, B2 = 0.999) and 30 epochs.

®The code is available here: https://github.com/lshigarrier/atfp_vdp.
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Figure 5.9: Histograms of the predictive variances for the correctly (left) and incorrectly (right)
classified examples over the test set of MNIST.

5.5.3.1 Encoder Transformer

Now, a Bayesian encoder Transformer is trained on MNISTS. A simple Visual Transformer
architecture is used [191]. The model consists of 2 attention blocks in the encoder and the
decoder, 2 heads per attention block, a representation dimension of 256, a regularization factor
in the ELBO equal to A = 1078, Adam optimizer (learning rate = 10~2) and 50 epochs. The
model is much smaller since it contains 18,740 parameters. The model achieves an accuracy
of 90.00%. To evaluate the uncertainty quantification, the predictive variance for the correctly
classified examples of the test set is compared with the predictive variance of the incorrectly
classified examples. The results are provided in figure 5.9, where the variance is observed to be
significantly larger on incorrectly classified examples than on correctly classified examples.

Finally, the encoder Transformer model is trained on the PeMS-SF dataset’. This dataset
contains traffic data from San Francisco collected by the Californian Performance Measurement
System (PeMS). The data comes from 963 captors that measure the occupancy rate (between
0 and 1) of various freeways every 10 minutes. The PeMS-SF dataset contains 15 months
of traffic, where each input sequence corresponds to one day. Thus, an input sequence has
dimension 963 x 144 (144 measures per day for each captor). The goal of the model is to predict
the day of the week given an input sequence corresponding to one day.

Two models are trained®: a deterministic Transformer and a Bayesian Transformer. The de-
terministic model is trained with 2 attention blocks in the encoder and the decoder, 9 heads
per attention block, the representation dimension is the same as the input (963), Adam with
learning rate of 1073 and 30 epochs. The model contains 6.5 million parameters and achieves
an accuracy of 78.03%. The Bayesian model is trained with the same hyperparameters, a reg-
ularization factor of A = 10~7 and 50 epochs. The model contains 13 million parameters and
achieves an accuracy of 75.72%.

Both models are evaluated against increasing levels of Gaussian noise. The predictive variance
is computed by averaging the variance of the predicted class over the test set. The results are
presented in figure 5.10. First, it can be seen that the Bayesian model exhibits the same robust-

5The code is available here: https://github.com/lshigarrier/atfp_vdp.
"http://wuw.timeseriesclassification.com/description.php?Dataset=PEMS-SF
8The code is available here: https://github.com/lshigarrier/transformer_vmp.
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Figure 5.10: Left: accuracy of the deterministic and Bayesian models on the test set of PeMS-SF
as a function of the signal-to-noise ratio. Right: predictive variance of the Bayesian model on
the test set of PeMS-SF as a function of the signal-to-noise ratio.

ness against noise as the deterministic model. Contrary to what was expected, the predictive
variance increases with SNR. The cause of this phenomenon is not known. Nonetheless, a clear
monotonic behavior is observed between the SNR and the predictive variance, which shows that
the model is aware of the level of noise it is subjected to. In this case, the variance measures
the confidence of the model in its prediction instead of its uncertainty.

Due to difficulties to train the Bayesian Transformer, this section only contains preliminary
results. Ablation studies should be conducted to find the best set of hyperparameters of the
Bayesian model and to improve the trainability of the model. Then, the model should be
evaluated against adversarial noise, and its predictive variance should be compared with the
variance obtained against Gaussian noise. Finally, the performance of the Bayesian Transformer
could be compared with other methods of uncertainty quantification such as Bayes-by-Backprop
[127] or the methods relying on dropout [128].

5.6 Conclusion

In this chapter, several aspects of Air Traffic Management have been reviewed: flow prediction,
complexity metrics, and machine learning models for time series prediction. Then, two models
have been presented: an encoder-decoder LSTM model for airspace congestion prediction, and
a Bayesian Transformer relying on the variational moment propagation method.

Even if the encoder-decoder LSTM was able to achieve satisfactory results, the synthetic dataset
used for congestion prediction was certainly too small and did not exhibit clear patterns to be
learned, while the task was very challenging since the model had to predict a complexity value
for every cell of the airspace. Moreover, the Bayesian Transform was found to be difficult to
train, even if some preliminary results have been achieved on simpler datasets.

In a broader perspective, a future work could try to bridge the variational moment propagation
with the methods developed in the previous chapters based on concepts from information geom-
etry. As for now, the moment propagation method has only been validated experimentaly. Even
if the variational inference method is well-understood, the exact interpretation of the predictive
variance of the Bayesian models remains unclear. In particular, there are no guarantees that the
predictive variance can be trusted and cannot be targeted by adversaries to instill overconfidence
or underconfidence. The various behaviors of the predictive variance against Gaussian noise,
adversarial attacks, or out-of-distribution examples could also be studied, both empirically and
theoretically, to understand how neural networks perceive these different threats. Providing a
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trustworthy and guaranteed quantification of the uncertainty will be required to deploy machine
learning solutions with greater autonomy, in particular in safety-critical aspects of Air Traffic
Management.
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Chapter 6

Conclusion and Perspectives

6.1 General Conclusion

In this thesis, the adversarial robustness of machine learning models has been studied with the
aim to contribute to the development of trustworthy machine learning for civil aviation and other
safety-critical fields. The thesis focused on the information geometry theory and its application
to adversarial robustness.

In chapter 3, an empirical defense against Lo attacks relying on information geometry was
proposed. The Fisher metric between the predicted distributions of the model is pulled back to
the input space. This pullback metric quantifies the distance between input examples as seen
by the model itself. The model is regularized to make the pullback metric as close as possible
to the Euclidean metric, which is the distance used by the Lo adversary.

Chapter 4 explored several research avenues connecting information geometry and machine learn-
ing robustness. A model for recurrent neural network as stochastic differential equation was
introduced, and the curvature of the predicted trajectory of a simple linear recurrent network
was computed. Then, the kernel foliation of a recurrent network was visualized on a simple
nonlinear regression task. In a second part, the data leaf hypothesis [1] was investigated with
three experiments about how adversarial examples behave with respect to the data leaf, about
the behavior of trajectories following the eingenvalues of the local data matrix, and about the
behavior of the data leaf when the same model is trained with a normal dataset, a robustified
dataset, and with adversarial training. All these experiments lead to question the relevance of
the data leaf hypothesis. Nonetheless, the experiments of this chapter motivate the continuation
of research to apply information geometry for machine learning robustness.

Finally, two applications are developed in chapter 5. First, a prediction framework for airspace
complexity using an encoder-decoder recurrent model was introduced. This framework is im-
proved, both in terms of accuracy and trustworthiness, by using the Transformer architecture
and the variational moment propagation method for uncertainty quantification.

Industries, and the society at large, are becoming more and more dependent on machine learning
tools, and this trend is accelerating. As discussed in chapter 2, the performance of machine
learning models should not hide the fact that their foundations are not understood. To this day,
there is still no consensus on how machine learning models learn and why they are so brittle
when subjected to small well-chosen perturbations. The tension between the hype about machine
learning performance on one hand, and the lack of in-depth understanding about these models
on the other hand, beg several questions. How is it possible to trust a technology that becomes
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more and more opaque, and where small areas of catastrophic instability are hiding? Since
“opening the black-box" of machine learning models is impossible, how to produce quantified
safety assessments?

Verification methods can partially address these questions, by relying on the field of formal
methods, or by developing new approaches specific to machine learning, such as randomized
smoothing or Lipschitz neural networks. Another solution lies in the resilience of systems con-
taining machine learning items. Such systems should be designed to avoid or limit safety inci-
dents in the event of a catastrophic failure from the machine learning items. In the absence of a
satisfactory understanding of machine learning robustness, resilience remains the best strategy
for safety-critical systems relying on machine learning to be trustworthy.

6.2 Future Research Directions

6.2.1 Rethinking Robustness

A predictor is robust if its prediction is stable under irrelevant perturbations of its input. For
classification, the stability of the prediction corresponds to class change. However, class change
is hard to study because the 0 — 1 loss is non-differentiable, this is why surrogate losses are
used in practice. The irrelevancy of the perturbation depends on the choice of a dissimilarity
measure on the input space X. The frequently used L, norms are bad dissimilarity measures
because they do not reflect the intuitive “indistinguishability" [195] (among L, norms, the least
worse dissimilarity measure is the Lo, norm). Importantly, there exist:

1. Perturbations with large L, norms but still indistinguishable [47];

2. Perturbations with small L, norms but not indistinguishable [86, 195, 100].

As argued in [86], both accuracy and robustness are defined by reference to an oracle!. In
practice, this oracle is a human. One can note that:

1. The humans label the dataset, so they are responsible of the accuracy;

2. The humans decide if a perturbation is adversarial or not (i.e., indistinguishable or not), so
they are responsible of the robustness.

But surprisingly, the formal definition of adversarial robustness does not refer to the oracle,
while the formal definition of accuracy does. Thus, the authors of [86] argue that the accuracy-
robustness trade-off does not exist. If one imposes that a predictor should give the same predic-
tion in some L,, ball, then it is almost tautological to say that there will be a trade-off between
robustness and accuracy. Indeed, there may be an example in this L, ball with a different label
(as given by the oracle), so one either has to change the predicted label of this example (sacrifice
robustness), or either has to missclassify this example (sacrifice accuracy).

As a side note, a better dissimilarity measure on X may be given by the Wasserstein distance
[196, 197, 198].

Dissimilarity is an ill-defined notion. For example, two pictures containing the same object
may be different in terms of lighting or colors, but still similar because they both contain
this object. They are not indistinguishable, but one can hardly label them as dissimilar. In

'Here, an oracle is some deterministic or stochastic function that gives a label y € ) to any input « € X.
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fact, indistinguishability is not a relevant concept. There exist small perturbations that can
be distinguished while the predictor is expected to be stable against them, therefore these
perturbations are still irrelevant.

Now, imagine another task that consists in classifying the background and not the object.
In this case, the images may be dissimilar because the backgrounds are different. Finding a
good or a “perfect” dissimilarity measure is already a learning task. It amounts to finding the
relevant features to discriminate two inputs. Dissimilarity measures are task-dependent thus,
the definition of robustness is task-dependent. In [100], the authors show that finding the right
dissimilarity measure is equivalent to solving the task. Thus, any other dissimilarity measure
used to “certify" the robustness of a network will create either sensitivity attack (beyond the
certified radius) or invariance attack, and often both.

How to define the process of “solving a task'? First, an oracle h : X — ) is assumed to exist. A
task is said to be e-solved by a model f if ||h — f||oo < €. The definition of adversarial examples
from section 2.1.5 is recalled here. Assume that there is some “neighborhood" of x called n(x).
A point ' is said to be an adversarial example for x if:

1. ' € n(x);
2. f(z) = h(z);
3. f(&) # h(=).

This definition include both sensitivity and invariance attacks. For any n(x), there exists points
a' that are adversarial examples for x, unless 7(x) contains only points that have the class h(x)
according to h. The classical criteria for choosing n(x) is that the perturbed point @’ should
be “almost indistinguishable" from « according to humans, which is an ill-defined criteria. If a
clearly visible perturbation is added to @ such that f(«’) # h(z’) but the class h(x) is unchanged,
it will still be seen as a classification error and not as an adversarial attack. This is because
one wants to stick to the scenario where an adversary slightly perturb the input. However, this
scenario almost never happens in real-life applications, and even if an adversary could modify
the input of a model, it may not be limited to small perturbations. Since there is no objective
mechanism to separate normal from perturbed inputs, there is no constraint for the adversary.

Therefore, “robustness" is conceptually close to “generalization". Is it possible to imagine a model
with very good generalization but poor robustness? Yes, because generalization is measured with
the expectation over the true distribution p(x,y) = x(y|z)p(x). If a model is good for likely
x (large p(x)) but bad for unlikely & (small p(x)), it will have good generalization but poor
robustness. To train a robust model, the probability of unlikely x (i.e., the data points that
are “closer to adversarial examples") should be increased. In the training data, unlikely inputs
correspond to “isolated" data points. During training, these isolated data points should be given
more weight.

6.2.2 Bayesian Priors, Simplicity, and Robustness

In this paragraph, several hypothesis that could drive future research are stated. The main idea
is that adversarial vulnerability may be due to an imperfect notion of simplicity.

Hypothesis 1. In high dimension and for any natural dataset, for almost any point, the true
boundary is very close to the chosen point. Closeness is measured using natural distances (Lj,
norms, Wasserstein distance etc.) in a natural coordinate system (e.g., pixel-coordinates for
images). This is a consequence of the curse of dimensionality.
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The first cause of adversarial vulnerability is overfitting, which can be seen even in low di-
mension. However, if there is no overfitting, adversarial vulnerability is still possible in high
dimension. Indeed, if Hypothesis 1 is true, then any discrepancy in the generalization between
the model and the true distribution will lead to regions of sensitivity examples and regions of
invariance examples (section 2.1.5). It is possible to solve this issue by sampling more data in
the problematic regions.

Hypothesis 2. The problematic regions corresponds to very unlikely regions, i.e., p(x) = 0.
Thus, it is required to sample far more data in order to have sufficient data points in the
problematic regions. Another solution is to augment the training set by other means such as ad-
versarial training, semantic perturbations (i.e., rotation, brightness, reflection), or noise. Each of
these solutions will change p(x) in order to sample from a problematic region. Both adversarial
training and semantic perturbations only sample from a small subset of all problematic regions,
depending on the choice of attacks and perturbations, while noise can sample everywhere but
without focusing on very unlikely problematic regions, which is inefficient. The existence of the
human brain which is able to learn from few data shows that there must exists another solution.
Hypothesis 3. Solving adversarial vulnerability is possible using Bayesian machine learning if
the correct prior is used.

When a model learns in high dimension, the training data are necessarily sparse. The model has
many choices about how to choose the decision boundary in regions where p(x) = 0 (i.e., regions
with almost no training points). What is the correct generalization? It depends on the chosen
notion of simplicity. The notion of simplicity corresponds to the regularization, or equivalently,
the prior in Bayesian inference. There are two questions concerning the correct prior:
Question 1. Is there an optimal prior for any natural data, or is the prior dependent on the
type of data?

Question 2. How to find the “correct" prior?

6.2.2.1 Bayesian Priors

The choice of a prior in Bayesian inference depends on the end goal of the researcher. Here is a
typology of different types of priors [199]:

o Informative priors contain knowledge. This knowledge can be subjective, it can be expert
knowledge, it can come from previous data, or other sources of information. Prior elicitation
aims at transforming this knowledge into priors. Current data can also be used to learn the
prior. However, this is a deviation from the Bayesian paradigm, since the prior should not
depend on the data, and there is a risk of overfitting. Model selection aims at using data to
choose the best prior. It relies on tools such that Bayesian information criterion (BIC) or
marginal likelihood (i.e., Bayesian evidence p(z|M) = [ p(z|0)p(60|M)de);

e Regularization priors enforce some pre-determined properties, such as smoothness or spar-
sity;

e Conjugate priors reduce the computational complexity of the posterior analysis;

e Uninformative priors assume as little as possible about the data in order to minimize its
effect on the posterior.
Jeffreys prior [200] is the most famous uninformative prior. It is invariant under
reparametrization of the parameter space 8. However, it has several drawbacks. It is hard
to compute, it may be improper (i.e., normalization is infinite), it is not defined for singular
models, and it may not be as uninformative as it claims to be. Jeffreys prior is uninforma-
tive only in the limit of infinite data. In practice, the prior choice problem is overlooked
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by choosing Gaussian priors, which are often claimed to be “uninformative" without clear
justifications.

A first idea to find the correct prior is to focus on uninformative priors [200]. Using uninformative
priors may produce models that avoid overfitting and overconfidence, that favor “simple" models
while avoiding model unstability (i.e., adversarial attacks), and that can learn from limited data.
One promising direction is the so-called reference prior [201, 202, 203].

In [201], the authors review a body of work showing that parametric predictive models in every
field of science (including machine learning models) have an hyperribbon structure: when looking
at the parameter space with an information distance (such as the Fisher-Rao distance), some
directions have a low impact on the predictions, while other directions have a large impact.
Thus, it is possible to obtain a simpler model by discarding the directions with low impact.
When inferring the parameter from data, the prior should focus on the directions with high
impact. This is possible when using a reference prior, which is obtained by maximizing the
mutual information between the prior and the distribution of the data, such that the information
learned from the data is maximized.

In [203], the authors use the reference prior to improve transfer learning. However, the impact of
reference prior to the adversarial robustness has not been studied yet. Exploring the impact of
Bayesian priors on adversarial robustness, in particular using the underexplored field of Bayesian
information geometry, constitutes a promising research direction.
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Titre : Contributions a la Robustesse de I'Apprentissage Machine avec Applications a la Prédiction de Trafic
Mots clés : Apprentissage machine robuste, Métrique de l'information de Fisher, Prédiction de trafic, Quantification de l'incertitude

Résumé : L'émergence de I'apprentissage profond est porteur de nombreuses opportunités pour l'aviation civile. Les méthodes d'apprentissage
peuvent automatiser des taches pénibles (e.g., transcription de la parole vers le texte pour les rapports d'incidents) ou introduire de nouvelles
fonctions visant a améliorer la sécurité, l'efficacité, ou l'impact environnemental du transport aérien (e.g., réduction de la complexité du trafic
aérien). Cependant, les caractéristiques propres aux modéles d'apprentissage machine (fondés sur les données, stochastiques, manque de
transparence) limitent leur introduction dans les applications ou la sécurité est un enjeu central. Au-dela de la performance en termes de
précision, ces applications exigent des modéles fiables, capables de fournir des garanties en termes de robustesse et d'explicabilité.

Dans cette thése, nous explorons divers aspects de la robustesse des réseaux de neurones contre les attaques par exemples contradictoires en
s'appuyant sur des concepts empruntés a la géométrie de l'information. Dans une premiére partie, nous introduisons un terme de régularisation
visant a améliorer la robustesse des réseaux de neurones contre les attaques L2. Ce terme pousse le modéle a étre localement isométrique par
rapport a la métrique euclidienne (en entrée) et a la métrique d'information de Fisher (en sortie). Cette méthode est évaluée sur les jeux de
données MNIST et CIFAR-10. Dans la seconde partie, on introduit une méthode pour étudier la robustesse des réseaux de neurones récurrents
basée sur les équations différentielles stochastiques. Plusieurs expériences sont ensuite menées sur des données synthétiques et sur MNIST afin
d'étudier l'interaction entre la vulnérabilité aux exemples contradictoires et les foliations induites par le noyau de la métrique d'information de
Fisher dans I'espace d'entrée. Dans la troisiéme partie, nous appliquons les réseaux de neurones récurrents a la prédiction de la congestion dans
I'espace aérien. Finalement, nous développons une méthode fondée sur l'inférence variationnelle pour la quantification de l'incertitude dans les
modéles de type Transformer. Cette méthode est évaluée sur des données de trafic routier.

Title: Contributions to Machine Learning Robustness with Applications to Traffic Prediction
Key words: Machine Learning Robustness, Fisher information metric, Traffic prediction, Uncertainty quantification

Abstract: The advent of deep learning brings many opportunities to the civil aviation community. Data-driven methods can automatize tedious
tasks (e.g., speech-to-text for incident reporting) or introduce new functions to improve the safety, efficiency, or environmental impact of the
air transportation system (e.g., reduction of the complexity of air traffic). However, the unique features of machine learning models (data-
driven, stochastic, lack of transparency) prevent their introduction into safety-critical applications. Beyond accuracy, safety-critical applications
require the model to be trustworthy by providing guarantees on robustness and explainability.

In this work, we explore several aspects of neural networks robustness against adversarial noise using concepts borrowed from information
geometry. In the first part, we introduce a regularization term to improve the robustness of neural networks against L2 attacks. This term
pushes the model to be locally isometric with respect to the Euclidean metric (in input) and the Fisher information metric (in output). The
method is evaluated on MNIST and CIFAR-10 datasets. In the second part, we introduce a method to study the robustness of recurrent neural
networks using stochastic differential equations. Then, we conduct several experiments on synthetic data and on MNIST in order to study the
interaction between adversarial vulnerability and the foliations induced by the kernel fisher information metric in the input space. In the third
part, we apply recurrent neural networks for the prediction of airspace congestion. Finally, we derive a method for uncertainty quantification
for Transformer models based on variational inference. This method is evaluated on road traffic data.
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